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Words We Fear

BURNING TWEETS & THE POLITICS OF
INCITEMENT

Rachel E. VanLandinghamt
INTRODUCTION

A steady stream of U.S. officials, both elected and in the
executive branch—Senators, Representatives, the FBI Director,
and so forth—have loudly condemned terrorists’ use of social
media.! And not just any use. The official red, white, and blue
damning drumbeat has been loudest regarding terrorist groups’
use of social media to radicalize, recruit, and propagandize. Over
the last decade and a half, the refrain that social media has been
used as a proselytization tool has echoed throughout congressional
and executive branch statements. It is a sentiment uttered in
frequent congressional hearings and FBI press releases on the
matter—this refrain has particularly echoed with growing
frequency in the last five years.2

As demonstrated in the following short excerpts, U.S.
officials occasionally, and appropriately, express concern specifically
about terrorist groups’ tactical use of social media as a
communication platform to plan and plot attacks. Yet that is not the
sentiment most often expressed in countless congressional hearings

T Rachel E. VanLandingham, Lt Col, USAF, (ret.), is a Professor of Law at
Southwestern Law School in Los Angeles, California where she teaches criminal law,
criminal procedure, and national security law. She thanks the Brookiyn Law Review for its
thoughtful symposium prompting this article, and Emily Hart for her research assistance.

1 This article uses the following terms in this manner:

[Tlerrorists are those individuals who support or commit ideologically
motivated violence to further political, social, or religious goals; radicalization
is the process by which individuals enter into terrorism; and terrorism is an
act that involves the threatened or actual use of ideologically motivated
violence to further political, social, or religious goals.

ALLISON G. SMITH, NAT'L INST. OF JUSTICE, NCJ 250171, HOW RADICALIZATION TO TERRORISM
OCCURS IN THE UNITED STATES: WHAT RESEARCH SPONSORED BY THE NATIONAL INSTITUTE OF
JUSTICE TELLS US 1 n.1 (2018), https:/www.ncjrs.gov/pdffiles1/nij/250171.pdf [https:/perma.cc/
F4CN-Q5RL] [hereinafter HOW RADICALIZATION TO TERRORISM OCCURS].

2 See infra Section L.A.
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and FBI press releases regarding terrorist content online. Instead,
the government has focused on the use of social media by extremist
groups to radicalize, recruit, and propagandize, a much broader, and
largely protected, range of speech. In 2011, a Representative opened
a congressional hearing with the statement:

One common theme throughout all of these hearings was that
terrorist networks are spreading their message, recruiting
sympathizers, and are connecting operationally on-line.

For years, terrorists have communicated on-line, sharing al-
Qaeda propaganda or writing in on-line forums dedicated entirely to
the prospect of Islamist terrorism. ... The same place the average
person posts photos and communicates with family and friends are
being used by enemies to distribute videos praising Osama bin Laden.

Terrorists also disseminate diatribes glorifying the murder of
innocents and even make connections with each other intentionally or
internationally to plot attacks.?

Leapfrog to the January 2018 “Terrorist and Social Media:
#IsBigTechDoingEnough?” Senate committee hearing. Senator
John Thune stated: “Violent Islamic terrorist groups like ISIS have
been particularly aggressive in seeking to radicalize and recruit
over the Internet and various social media platforms. . . . Instances
of Islamic terrorists using social media platforms to organize,
instigate, and inspire are well documented.” His first example in
support of such social media inspiration was the 2016 Orlando
Pulse nightclub mass shooting, which he characterized as
“reportedly inspired” by material posted on social media.
Fast-forward again, this time to September 2019, to yet
another Senate hearing during which officials from Facebook,
Google, and Twitter were once again grilled regarding their
companies’ efforts to remove terrorism-related content from their
platforms.6 The Commerce, Science, and Transportation
Committee Chairman opened the “Mass Violence, Extremism,
and Digital Responsibility” hearing by describing the links

3 Jihadist Use of Social Media—How to Prevent Terrorism and Preserve
Innovation: Hearing Before the Subcomm. on Counterterrorism & Intelligence of the H.
Comm. on Homeland Sec. & Intelligence, 112th Cong. 1-2 (2012) (statement of Rep. Patrick
Meehan, Chairman, H. Subcomm. on Counterterrorism and Intelligence).

4 Terrorism and Social Media: #IsBigTechDoingEnough?: Hearing Before the S.
Comm. on Commerce, Sci. & Transp., 115th Congress 1 (2018) [hereinafter Terrorism and
Social Media 2018 Hearing] (emphasis added) (statement of Sen. John Thune, Chairman,
S. Comm. on Commerce, Sci. & Transp.).

5 Id. at 1-2.

6 Tony Romm & Drew Harwell, Facebook, Google and Twitter Face Fresh Heat
from Congress on Harmful Online Content, WASH POST. (Sept. 18, 2019), https://www.
washingtonpost.com/technology/2019/09/18/facebook-google-twitter-face-fresh-heat-
congress-harmful-online-content/ [https://perma.cc/Y2ET-49NH].
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between social media and several terrorist incidents, explaining
that the August 2019 El Paso shooter had uploaded a “manifesto”
of extremism prior to the attack, and then repeated the oft-cited
example of the 2016 Orlando Pulse nightclub mass shooting
perpetrator’s alleged social media-drawn inspiration.”

So what is the problem with such expressions of official
concern? The problem with sustained U.S.-governmental attention
to such peripheral, albeit serious, social media contributions to acts
of terrorism 1is that the speech under the microscope 1is
constitutionally protected from government action, yet government
pressure often causes private entities to act. Terrorist
proselytization, the type of speech Congress in particular is
concerned with, is well within the First Amendment’s aegis. In
protecting speech that glorifies violence and praises terrorism, the
Constitution prohibits government suppression of much of the
speech used to radicalize, recruit, and propagandize terrorism that
so worries our elected and unelected government officials.

This article is not alarmed by governmental suppression,
through criminal punishment or otherwise, of speech the First
Amendment does not shield, such as that used to direct terrorist
attacks using social media. The First Amendment does not
protect speech that is integral to crime, nor other crime-enabling
speech such as that used to solicit, conspire, conduct, plot, or to
direct a terrorist attack, regardless whether said speech is
communicated via social media, over the phone, or shouted from
a rooftop.® This article instead sounds the alarm regarding the
considerable governmental pressure regularly directed at social
media companies regarding their regulation of protected speech
on their platforms, despite congressional—and seemingly some
scholars’—protests to the contrary.®

7 Mass Violence, Extremism, and Digital Responsibility: Hearing Before the S.
Comm. on Commerce, Sci. & Transp., 116th Cong. (2019) (video statement of Sen. Roger Wicker,
Chairman, S. Comm. on Commerce, Sci. & Transp.), https:/www.commerce.senate.gov/2019/
9/mass-violence-extremism-and-digital-responsibility [https:/perma.cc/YG2A-747ZV].

8 See infra Section II.A (noting protected and unprotected categories of speech).
Further, the federal material support to terrorism statute and the Supreme Court’s
interpretation of the statute’s interplay with the First Amendment means the Constitution
appropriately does not shield speech uttered by foreign terrorist groups themselves, nor
speech disseminated on such groups’ behalf if the speaker is in coordination with such groups,
even if such speech, without the connection, would otherwise be protected. See generally
Rachel E. VanLandingham, Jailing the Twitter Bird: Social Media, Material Support to
Terrorism, and Muzzling the Modern Press, 39 CARDOZO L. REV. 1, 43—44 (2017) [hereinafter
Jailing the Twitter Bird] (noting that 18 U.S.C. § 2339B prohibits the knowing provision of a
service to a terrorist group, such as money, a communications platform; and uttering helpful
speech in coordination with such a group also passes constitutional muster).

9 Professor Alexander Tsesis, a leading scholar in this area, surprisingly
claims that “[t]he First Amendment right to engage like-minded people, to express one’s
views, and to disseminate information, even in statements supportive of violent political



40 BROOKLYN LAW REVIEW [Vol. 85:1

For example, the Chairman of the House Committee on
Homeland Security opened a June 2019 public congressional
hearing on harmful social media communication linked to
terrorism by noting that:

This Committee will continue to engage social media companies about
the challenges they face in addressing terror content on their
platforms. In addition to terror content, I want to hear from our panel
about how they are working to keep hate speech and harmful
misinformation off their platforms. I want to be very clear—
Democrats respect the free speech rights enshrined in the First
Amendment, but much of the content I am referring to is either not
protected speech or violates the social media companies’ own terms of
service.10

Representative Thompson’s words and the actions of his and
other congressional committees starkly belie his claim that he
and his party respect the First Amendment right to free speech.
At least in this Committee, the First Amendment’s free speech
clause receives short shrift. In his statement, Representative
Thompson admits that he and his colleagues want the leading
social media companies to censor speech that the government
cannot censor or suppress, at least not according to the Supreme
Court’s modern interpretation of the speech clause. Since
Congress cannot directly suppress such speech by criminally
punishing it, members of Congress want private actors in the
form of the internet’s largest social media platforms to act as the
book-burners instead.

In other words, the House Committee on Homeland
Security seemingly supports censorship, not the First Amendment;
it seemingly supports the regulation and suppression of speech by
private proxy, not respect for the “freedom to express ‘the
thought[s] that we hate.”’t Given the types of expression
Representative Thompson and others want restricted, however,
there is little political or other pushback, nor is there concern from
domestic constituencies. This lack of attention is understandable,
because who wants to stand up for speech that glorifies violence
such as terrorism or expresses hate toward racial minorities and
religious groups? Yet it is worth asking whether Congress should

action, does not extend to conduct that advances violent terrorist activities.” Alexander
Tsesis, Terrorist Speech on Social Media, 70 VAND. L. REV. 651, 664 (2017).

10 Examining Social Media Companies’ Efforts to Counter Online Terror Content and
Misinformation: Hearing Before the H. Comm. on Homeland Sec., 116th Cong. (2019) (statement
of Rep. Bennie G. Thompson, Chairman, Comm on Homeland Sec.), https:/homeland.house.
gov/imo/media/doc/062619%20BGT%200pen%20Statement.pdf [https://perma.cc/PX6W-G8A
G] [hereinafter Examining Social Media 2019 Hearing Rep. Thompson Statement).

11 Matal v. Tam, 137 S. Ct. 1744, 1764 (2017) (plurality opinion) (quoting United
States v. Schwimmer, 279 U.S. 644, 655 (1929) (Holmes, dJ., dissenting)).
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do what this article claims it is doing—engaging in de facto speech
suppression by pressuring private companies (who are not bound
by the First Amendment’s speech-protective rules'?) to restrict
speech that the Supreme Court has found worthy of First
Amendment protection from direct governmental regulation.

That the July 2019 congressional hearing was meant to
pressure social media'* companies to further restrict First
Amendment-protected speech seems clear by how Representative
Thompson described the committee’s concerns. The Chairman’s
second broad social media speech category included speech that
“violates the social media companies’ own terms of service,”4
which, by his own binary, is distinct from speech already
unprotected by the First Amendment;’s it is speech protected by
the First Amendment.!6 The Representative and his Committee
wanted to further pressure social media companies to continue
enforcing their platforms’ own content restrictions regarding
protected speech. In a nutshell, this article notes that these
content restrictions were developed largely as a response to early
congressional and government pressure and restrict speech the
government cannot constitutionally regulate as contemplated;
this article asks whether this suppression by proxy is functionally
and normatively desirable.

Facebook’s!” restriction of social media content demonstrates
that Representative Thompson’s demand that social media
companies more strictly enforce their own content bans was a direct
call to suppress First Amendment protected speech. Facebook, like
other leading social media platforms, has banned numerous types of

12 See infra note 32 and accompanying text.

13 The U.S. Department of Homeland Security defines social media as “web-based
and mobile technologies that turn communication into an interactive dialogue in a variety of
on-line fora.” DHS Monitoring of Social Networking and Media: Enhancing Intelligence
Gathering and Ensuring Privacy: Hearing Before the Subcomm. on Counterterrorism &
Intelligence, H. Comm. on Homeland Sec., 112th Cong. 12 (2012) (joint statement of Mary
Ellen Callahan, Chief Privacy Officer, Dept of Homeland Sec., and Richard Chévez, Dir.,
Office of Operations Coordination and Planning, Dep’t of Homeland Sec.).

14 Examining Social Media 2019 Hearing Rep. Thompson Statement, supra
note 10

15 See infra Section I1.B (discussing the Supreme Court’s categorical approach
to speech under the First Amendment).

16 See infra Section I1.B.

17 Facebook defines its platform as a way for people “to stay connected with
friends and family, to discover what’s going on in the world, and to share and express
what matters to them,” and has had 1.59 billion daily active users on average as of June
2019. Company Info, FACEBOOK: NEWSROOM, https://mewsroom.fb.com/company-info/
[https://perma.cc/XD7Y-E7LY]; see also Maryam Mohsin, 10 Facebook Stats Every Marketer
Should Know in 2019, OBERLO (June 6, 2019), https://www.oberlo.com/blog/facebook-
statistics [https:/perma.cc/5YH5-BDFT] (noting “Facebook is the leading social platform,
reaching 60.6% of internet users” as of 2018).
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First Amendment-protected speech, including hate speech.s
Facebook has defined hate speech as “a direct attack on people based
on...protected characteristics—race, ethnicity, national origin,
religious affiliation, sexual orientation, caste, sex, gender, gender
identity, and serious disease or disability.”'® This is speech that the
Supreme Court has repeatedly said is protected by the First
Amendment from government suppression, yet the government
through its private proxies is seemingly trying to do just that.20
Similarly, Facebook defines “attack” as “violent or dehumanizing
speech, statements of inferiority, or calls for exclusion or
segregation.”! Facebook has also banned speech that, among other
things, “glorifies violence or celebrates the suffering or humiliation
of others,”22 as well as speech it refers to as “cruel and insensitive,”
which it defines as “content that targets victims of serious physical
or emotional harm”s—all speech that falls within the First
Amendment’s protective sweep against government suppression.
Continued congressional pressure on large social media
companies to ban protected speech on their platforms 1is
essentially a demand for private companies to regulate what
Congress cannot directly ban. Filtering such pressure through
private proxies does not remove the Constitutional and normative
problems with such action. This article argues that Congress
should have a more restricted role in moderating terrorism-
related expression on social media. First, Congress lawfully can
(and should) ensure that communication platforms are not
themselves violating federal criminal law by providing material
support to terrorism. If they were, those platforms would be guilty
of violating 18 U.S.C. § 2339B by knowingly providing services in
the form of communications platforms to foreign terrorist
organizations.2* And social media companies are not (and should

18 Facebook’s “Terms of Service” prohibit speech on Facebook that violates its
“Community Standards”; users may have individual posts deleted if violative of these standards
and may even have their accounts terminated if community standards are exceeded. Terms of
Service, FACEBOOK, https://www.facebook.com/terms.php [https://perma.cc/STLR-JP5K].

19 Community Standards: Hate Speech, FACEBOOK, https://www.facebook.com/
communitystandards/hate_speech/ [https:/perma.cc/LEUE-MM2F].

20 See infra Part I

21 Community Standards: Hate Speech, supra note 19.

22 Community Standards: Violent and Graphic Content, FACEBOOK, https://www.
facebook.com/communitystandards/graphic_violence [https:/perma.cc/4JVR-YPF3].

23 Community Standards: Cruel and Insensitive, FACEBOOK, https://www.facebook.
com/communitystandards/cruel_insensitive [https:/perma.cc/7Z8P-H424].

24 See Jailing the Twitter Bird, supra note 8, at 43—44 for a discussion on how 18
U.S.C. § 2339B, the federal material support to terrorism statute, criminalizes conduct that
supports foreign terrorist groups, such as the provision of funding to terrorist groups’
humanitarian or political wings, because of the fungibility of that aid; and how this statute
would apply to social medial platforms in their provision of social media accounts to users
linked to foreign terrorist organizations.
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not be) otherwise shielded from criminal liability as they are from
civil liability.?s Second, Congress can and should attempt to
ensure that social media platforms are not conduits for third-
party criminality in the form of others committing speech crimes,
such as posting obscenity or child pornography, or language
constituting true threats, solicitation to crime, or incitement.

Instead of such appropriate measures, Congress remains
preoccupied with constitutionally-protected speech that is
tenuously linked to the radicalization of individuals to commit
acts of violence.?s Intellectual honesty demands that elected
leaders such as Thune squarely acknowledge that the social
media speech Congress spends most of its time pressuring social
companies to regulate largely constitutes protected speech
shielded from governmental suppression and censorship.2” That
admission would open the door to a healthy and comprehensive
dialogue regarding why such speech is afforded First Amendment
protection, and whether those reasons should have valence
regarding private platform regulation—particularly regulation
that these companies are under tremendous governmental
pressure to impose.

Constitutionally impermissible government suppression of
protected speech has historically taken the shape of regulatory and
criminal legislation that the Supreme Court eventually deemed
unconstitutional.22 Congressional hearings lamenting the ills of

25 Social media platforms are statutorily immune from civil liability for
platform content through Section 230 of the Communications Decency Act, which shields
internet providers from liability for their users’ content, though with no effect on federal
criminal law. Communications Decency Act, 47 U.S.C. § 230(c)(1) (“No provider or user
of an interactive computer service shall be treated as the publisher or speaker of any
information provided by another information content provider.”).

26 Facebook claimed in a 2017 policy document that, “[a]lthough academic research
finds that the radicalization of members of groups like ISIS and Al Qaeda primarily occurs
offline, we know that the internet does play a role.” Monika Bickert & Brian Fishman, Hard
Questions: How We Counter Terrorism, FACEBOOK: NEWSROOM (June 15, 2017), https:/
newsroom.fb.com/news/2017/06/how-we-counter-terrorism/ [https://perma.cc/C5UX-B58H].
But see HOW RADICALIZATION TO TERRORISM OCCURS, supra note 1, at ii, 9, 14 (noting
“evidence that the internet played at least some role in individuals’ radicalization in just
under one-half of the cases” though warning that “individuals’ processes of radicalization to
terrorism may vary by the extremist ideologies and narratives they embrace, the time periods
in which they radicalize, the groups or movements they join (or do not join, in the case of lone
wolves), and/or their individual characteristics and experiences’). See also Max Fisher &
Amanda Taub, How Everyday Social Media Users Become Real-World Extremists, N.Y. TIMES
(Apr. 25, 2018), https://www.nytimes.com/2018/04/25/world/asia/facebook-extremism.html
[https://perma.cc/T4U8-P8XT] (describing how social media algorithms may contribute to
extremist radicalization).

27 “Congress shall make no law . .. abridging the freedom of speech.” U.S.
CONST. amend. I.

28 See Cohen v. California, 403 U.S. 15, 15-18 (1971) (overturning a conviction
because although the defendant wore clothing with obscene language, there was no
evidence he would have acted with violence and thus was protected under the First
Amendment); Tinker v. Des Moines Indep. Cmty. Sch. Dist., 393 U.S. 503, 508 (1969)
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various strains of protected speech have not, to date, been found to
constitute unconstitutional speech regulation. Yet what is
congressional pressure through public hearings but back-door
suppression via threat of regulation of speech? Today’s sustained
congressional pressure resembles sub-rosa regulation that the First
Amendment prohibits Congress from doing more overtly through
regulation, and hence should be considered in the same light while
weighing the costs of such suppression against the benefits.

This article builds off earlier scholarship that explored the
federal material support to terrorism statute’s application to
social media platforms.2® This article updates that work’s
recognition that social media companies’ terms of service—the
contractual provisions users agree to adhere to when signing up
for social media services regarding types of permissible speech on
these platforms—developed largely in response to governmental
pressure that involved that terrorism statute.’0 This article
argues that since the development of these original terms of
service forbidding speech linked to terrorism and hate, Congress
has specifically and regularly applied increasing pressure on
social media companies to enforce such bans on speech linked to
terrorist incidents and groups. This includes speech involving
advocacy independent from coordination with any terrorist group,
and other protected forms of speech.s!

While congressional pressure in the form of hearings and
veiled threats of criminal prosecution have never been held to
constitute the type of statutory action prompting First
Amendment constraints, such pressure is not copacetic.32 It is
troublesome for the same reasons the First Amendment strictly
limits the government’s ability to censor: censorial pressure is

(wearing black armbands to school in protest of the Vietnam War is protected under the
First Amendment because it is not likely to lead to disruptive conduct and it is merely a
“silent, passive expression of opinion”); Chaplinsky v. New Hampshire, 315 U.S. 568, 573
(1942) (noting unprotected categories of speech, concluding that “fighting words” are
categorically exempted from First Amendment protection because these words are likely
to produce aggressive behavior).

29 See Jailing the Twitter Bird, supra note 8.

30 Id.

31 See id. at 16-17.

32 The First Amendment typically does not regulate private actors, unless they
are functioning as a quasi-state, defined as exercising “powers traditionally exclusively
reserved to the State.” Jackson v. Metro. Edison Co., 419 U.S. 345, 352 (1974). Simply
because private actors “hold out and operate their private property as a forum for
expression of diverse points of view” does not mean they are transformed into “state actors
subject to the First Amendment.” Prager Univ. v. Google, No. 17-CV-06064-LHK, 2018 U.S.
Dist. LEXIS 51000, at *24 (N.D. Cal. Mar. 26, 2018); see also VALERIE C. BRANNON, CONG.
RESEARCH SERV., R45640, FREE SPEECH AND THE REGULATION OF SOCIAL MEDIA CONTENT
8 (2019) (noting that courts have rejected claims that social media companies are subject
to the First Amendment because they “failed to meet the joint participation, nexus, and
entwinement tests for state action”).
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often used to arbitrarily suppress disliked speech. And disliked
speech is often speech with political value, thus weakening self-
government as well as diminishing equality and liberty.s* When
Congress evades First Amendment strictures by getting private
companies to regulate online speech that Congress cannot, it is
worth interrogating whether similar concerns are implicated as
if the government were itself doing the censoring.3

Part I describes notable instances in which Congress and
the executive branch have exerted influence and pressure on social
media platforms regarding social media speech purportedly linked
to terrorism. Part II explores incitement as a category of speech the
Supreme Court considers constitutionally unprotected, highlighting
its political character. It traces how the Supreme Court has
narrowed the definition of incitement by requiring causation and a
specific intent mental state; such elements are required to prevent
arbitrary government action by way of criminalizing disliked
political speech that is only speculatively linked to actual physical
harm or other illegality.s

This article acknowledges that social media speech that
falls below the Court’s thresholds for incitement or crime-
enabling speech is at times harmful. It questions whether such

33 See generally NADINE STROSSEN, HATE: WHY WE SHOULD RESIST IT WITH
FREE SPEECH, NOT CENSORSHIP 4 (2018) (noting that viewpoint discrimination
regulations threaten the First Amendment’s core value of autonomy, “distort public
debate . .. are ... antithetical to our democratic political system ... [and] violate
quality principles”).

34 This article does not argue that social media platforms are subject to the First
Amendment. Instead, it argues that similar concerns are raised by social media platforms’
censorship activities as raised by government suppression because 1) the pressure to so
censor largely flows from the U.S. government who has a history of political persecution of
speech; and 2) the negative effects of speech suppression on self-government, individual
autonomy, liberty, and equality are similar to those ills directly caused by government
censorship. However, some scholars have so argued that the First Amendment should
directly apply to these platforms. See, e.g., Benjamin F. Jackson, Censorship and Freedom
of Expression in the Age of Facebook, 44 N.M. L. REV. 121, 128, 134 (2014) (proposing First
Amendment regulation to social media platforms as protection against the companies’
contractual censorship under an expansive state action doctrine).

35 The Supreme Court has identified types of speech categorically unprotected by
the First Amendment: obscenity, child pornography, incitement, threats, defamation,
speech integral to crime, and fraud. See United States v. Stevens, 559 U.S. 460, 467-68
(2010). This Part notes how incitement is related to the “speech integral to crim[e]”
exception to the First Amendment’s ban on government speech suppression, id. at 468, and
emphasizes both the pragmatic and principled reasons behind the narrow constructions of
both incitement and speech integral to crime categories to argue that social media speech
does not differ so greatly from other types of speech to justify more capacious
interpretations of these categories.

36 See Brandenburg v. Ohio, 395 U.S. 444, 447 (1969) (per curiam) (holding
advocacy must be “directed to inciting or producing imminent lawless action,” and “likely
to incite or produce such action” before it can be criminalized); see also 18 U.S.C. § 2384
(requiring force as an element for federal crime of seditious conspiracy, including, inter
alia, to “conspire to overthrow, put down, or to destroy by force the Government of the
United States, or to levy war against them, or to oppose by force the authority thereof”).
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speech is sufficiently harmful to justify suppression, despite the
country’s preference and functional need for expressive
freedom.3” The article concludes that words trading on and
stirring up hate and amorphous desires for violence should be
morally condemned, and that those that utter them, if political
figures, should be challenged at the ballot box. However, state
restriction of such speech, or analogous restriction at the state’s
instigation by private actors wielding power like that of states,
should be avoided, primarily due to the inextricable linkage of
such speech to political expression.

I. REGULATING THROUGH HEARINGS (AND SOME VEILED
THREATS OF PROSECUTION)

Representative Thompson’s opening salvo to the House
Committee on Homeland Security is hardly unique in its explicit
demands that social media companies do what the First
Amendment, at least as currently construed by the Supreme
Court, prevents Congress from doing directly.® Congress has
conducted numerous hearings?® over the last several years
addressing harmful speech on social media and the use of these
platforms by malign actors, including those addressing separate
concerns about election interference.4 Such hearings seemingly

37 See generally Frederick Schauer, Uncoupling Free Speech, 92 COLUM. L.
REV. 1321, 1321 (1992) (“[R]obust free speech systems protect speech not because it is
harmless, but despite the harm it may cause.”).

38 See Examining Social Media 2019 Hearing Rep. Thompson Statement, supra
note 10.

39 See, e.g., DHS Monitoring of Social Networking and Media: Enhancing
Intelligence Gathering and Ensuring Privacy: Hearing Before the Subcomm. on
Counterterrorism & Intelligence, Comm. on Homeland Sec., 112th Cong. 1 (2012)
(statement of Rep. Patrick Meehan, Chairman, Subcomm. on Counterterrorism and
Intelligence) (“A common theme that has emerged among many of these is the groups’ use
of social media and networking to recruit, to plan, to plot attacks against the homeland or
U.S. interests abroad.”).

10 See, e.g., Sam Dean, Google CEO Sundar Pichai Says Yes to Privacy Laws, No
to Political Bias, and Maybe to China, L.A. TIMES (Dec. 11, 2018), https:/www.latimes.
com/business/technology/la-fi-tn-google-congress-pichai-20181211-story.html [https://per
ma.cc/Y94P-TPVA]; Steve Lohr et al., Tech Hearings: Congress Unites to Take Aim at
Amazon, Apple, Facebook and Google, N.Y. TIMES (July 16, 2019), https://www.nytimes.
com/2019/07/16/technology/big-tech-antitrust-hearing.html [https://perma.cc/57KP-ZC9G];
Richard Nieva, Facebook and Twitter Face Senate over Accusations of Tech Censorship,
CNET (Apr. 10, 2019), https://www.cnet.com/news/facebook-and-twitter-face-senate-over-
accusations-of-tech-censorship/ [https://perma.cc/3ZTV-AFPX]; Mattathias Schwartz,
Waiching Congress Try to Friend Mark Zuckerberg, NEW YORKER (Apr. 11, 2018), https://
www.newyorker.com/news/news-desk/watching-congress-try-to-friend-mark-zuckerberg
[https://perma.cc/4BM3-2T8G]; Hamza Shaban et al., Facebook, Google and Tuwitter
Testified on Capitol Hill. Here’s What They Said, WASH. POST (Oct. 31, 2017), https:/
www.washingtonpost.com/news/the-switch/wp/2017/10/31/facebook-google-and-twitter-
are-set-to-testify-on-capitol-hill-heres-what-to-expect/ [https:/perma.cc/HL6K-JG6C];
Dustin Volz et al., Justice Department to Examine Whether Social-Media Giants Are
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represent a concerted congressional effort to persuade and
pressure these companies into suppressing speech on their
platforms—restrictions that Congress cannot explicitly and
directly require them to censor via statute. Congress cannot,
because the First Amendment protects much of the speech that
Congress wants social media companies to censor, and for very
good reason, as explained in Part II.

This congressional pressure, reinforced by threatening
comments by both representatives and Department of Justice
officials regarding social media platforms’ prosecutorial
vulnerability to the federal material support to terrorism
criminal statute, has directly resulted in concrete action by
social media companies.?? As detailed below, these platforms
implemented company-imposed restrictions on what kind of
speech users can utter (post) on these platforms; if users violate
these restrictions, social media platforms reserve the right to
delete offending posts as well as kick offending users off their
platforms. To put this congressional concern and the resultant
speech-suppressive social media actions in context, one must go
back to at least 2015.

A. Social Media Speech and Terrorism

The link between social media platforms and terrorism,
along with privacy concerns, is one of the most concerning
dynamics stemming from modern society’s explosive utilization of
social media communication technologies.#? Americans, along
with the world, were shocked when the Islamic State in Iraq and
Syria (ISIS) posted to YouTube its brutal beheading of reporter

‘Intentionally Stifling’ Some Viewpoints, WALL STREET J. (Sept. 6, 2018), https://www.wsj.
com/articles/facebooks-sandberg-and-twitters-dorsey-to-face-questions-on-capitol-hill-
about-russian-meddling-bias-1536145201 [https:/perma.cc/9K2J-VPKX].

41 See Jailing the Twitter Bird, supra note 8, at 15—16 (detailing such threats).

42 See Luke Bertram, Terrorism, the Internet and Social Media Advantage, J.
FOR DERADICALIZATION, Summer 2016, at 225, 225-56 (arguing that the advancement of
social media has not only provided ease to a person’s daily life, but also to terrorist groups
by allowing them to interact regardless of their physical distance); see also Cristina
Archetti, Terrorism, Communication and the Media, in TERRORISM AND POLITICAL
VIOLENCE 134, 140 (Caroline Kennedy-Pipe et al. eds., 2015) (critiquing the extant
literature as placing too great an emphasis on social media’s role as a “platform for the
spreading of radical content and extremist ideology,” while failing to make the link
between radicalization and terrorist acts); Lisa Blaker, The Islamic State’s Use of Online
Social Media, J. MIL. CYBER AFF., 2015, at 1, 3—4 (detailing the utilization of social media
by one terrorist group and the effect on American youth in particular); Robin L.
Thompson, Radicalization and the Use of Social Media, J. STRATEGIC SECURITY, 2011,
167, 168 (warning that “[t]errorists use the Internet to recruit and radicalize members
for homegrown terrorism operations”).
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James Foley in 2014.4 That year, a noted terrorism expert found
that “Al-Qaeda, its affiliates and other terrorist organizations
have moved their online presence to YouTube, Twitter, Facebook,
Instagram, and other social media outlets.”s In early 2015, the
Brookings Institution concluded that “[t]he Islamic State, known
as ISIS or ISIL, has exploited social media, most notoriously
Twitter, to send its propaganda and messaging out to the world
and to draw in people vulnerable to radicalization.”#s Because of
the vast reach and rate of diffusion (sharing of information) of
social media platforms, a consensus was seemingly reached that
these platforms provided, and continue to provide, terrorist
organizations with a superbly efficient (effective and cheap)
method to recruit, propagandize, and radicalize.46

The U.S. government not only noted but amplified this
reported link between terrorism and social media in its battle to
find effective means to combat foreign terrorist groups and the
tactic of terrorism itself. In 2015, the FBI’s top counter-terrorism
official concluded that social media, distinct from the internet,
created a “paradigm shift” that greatly benefitted terrorist
recruiting, and thus allowed terrorist groups to pose a greater
threat to the United States.+” To the FBI, “social media is a critical

48 See Mark Townsend & Toby Helm, Jihad in a Social Media Age: How Can
the West Win an Online War, GUARDIAN (Aug. 23, 2014), https://www.theguardian.com/
world/2014/aug/23/jihad-social-media-age-west-win-online-war [https://perma.cc/UHS3-
YQ32]; see also Lee Ferran & Rym Momtaz, ISIS Trial of Terror, ABC NEWS (Feb. 23,
2015), http://abecnews.go.com/WN/fullpage/isis-trail-terror-isis-threat-us-25053190
[https://perma.cc/SBNS-9CPV] (outlining ISIS history and ideology).

44 GABRIEL WEIMANN, WILSON CTR., NEW TERRORISM AND NEW MEDIA 1
(2014), https://www.wilsoncenter.org/sites/default/files/STIP_140501_new_terrorism_F.
pdf [https://perma.cc/G486-D2RR].

4 J.M. BERGER & JONATHON MORGAN, BROOKINGS INST., THE ISIS TWITTER
CENSUS: DEFINING AND DESCRIBING THE POPULATION OF ISIS SUPPORTERS ON TWITTER
2 (2015), https://www.brookings.edu/wp-content/uploads/2016/06/isis_twitter_census
_berger_morgan.pdf [https://perma.cc/HQX2-SMT9].

46 See EXEC. OFFICE OF THE PRESIDENT, NATIONAL STRATEGY FOR
COUNTERTERRORISM OF THE UNITED STATES OF AMERICA 9 (2018), https:/www.
whitehouse.gov/wp-content/uploads/2018/10/NSCT.pdf [https://perma.cc/DS35-2TN3]
[hereinafter NATIONAL STRATEGY FOR COUNTERTERRORISM] (“ISIS is likely to remain the
main inspiration for such attacks, particularly if the group can retain its prominence and
use social and mainstream media coverage to promote its violent message.”); WEIMANN,
supra note 44, at 3; see also Going Dark: Encryption, Technology, and the Balance
Between Public Safety and Privacy: Hearing Before the S. Comm. on the Judiciary, 114th
Cong. 4 (2015) [hereinafter Going Dark 2015 Joint Testimony] (“With the widespread
horizontal distribution of social media, terrorists can spot, assess, recruit, and radicalize
vulnerable individuals of all ages in the United States either to travel or to conduct a
homeland attack. As a result, foreign terrorist organizations now have direct access into
the United States like never before.”).

47 Brian Dodwell, A View from the CT Foxhole: An Interview With Michael
Steinbach, Assistant Director, FBI, CTC SENTINEL, June 2015, at 5, 5-6, https://ctc.usma.
edu/app/uploads/2015/06/CTCSentinel-Vol8Issue612.pdf [https:/perma.cc/493S-FV66].
Mr. Steinbach states:
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tool that terror groups can exploit.”s8 Then-FBI Director James
Comey testified to Congress in mid-2016 that “ISIL continues to
disseminate their terrorist message to all social media users—
regardless of age,” recounting that the group “released a video, via
social media, reiterating the group’s encouragement of lone
offender attacks in Western countries, specifically advocating for
attacks” against government targets.* Following suit, in late 2015
a congressional hearing titled “Radicalization: Social Media and
the Rise of Terrorism” opened with a Representative lamenting the
voluminous number of what he called “pro-ISIS tweets,” concluding
that “ISIS’ use of platforms like Twitter is highly effective.
YouTube videos depicting violent acts against Westerners are used
to incite others to take up arms and wage jihad.”s°

The U.S. government’s emphasis on reported links between
social media and violent acts of terrorism has continued unabated
since 2015, despite the private initiatives largely implemented that
year to limit terrorism-related content on such platforms. Senator
Tom Udall, during a January 2018 Senate Commerce Committee
hearing in which the three largest social media companies—
YouTube/Google, Facebook, and Twitter—testified that: “Terrorism
and social media is a challenging and, I think, pressing subject, and
I recognize that technology companies cannot solves this alone. But
they must do more, and I think that has been highlighted by the
questioning you've seen here today.”s!

Social media is fundamentally different than the “traditional” internet,
because even though the previous sites could be anonymous, you still had to go
to them, find the sites (some of them password-protected), and reach out,
whereas jihadi users of social media, with its horizontal distribution model,
actually reach into the United States.

Id. at 6-17.

48 ISIS Online: Countering Terrorist Radicalization and Recruitment on the
Internet and Social Media: Hearing Before the Subcomm. on Investigations of the S. Comm.
on Homeland Sec. and Gouvt Affairs, 114th Cong. 52 (2016) (statement of Michael
Steinbach, Exec. Assistant Dir., Nat’l Sec. Branch, Fed. Bureau of Investigation). In
December 2015, FBI Director James B. Comey also stated: “Twitter works as a way to sell
books, as a way to promote movies, and it works as a way to crowdsource terrorism — to
sell murder.” Mike Isaac, Twitter Steps Up Efforts to Thwart Terrorists’ Tweets, N.Y. TIMES
(Feb. 5, 2016), http://www.nytimes.com/2016/02/06/technology/twitter-account-suspen
sions-terrorism.html [https:/perma.cc/6GW8-WPKX].

49 Counterterrorism, Counterintelligence, and the Challenges of “Going Dark”:
Hearing Before the S. Select Comm. on Intelligence, 114th Cong. 65 (2015) [hereinafter
Going Dark 2015 Hearing] (statement of James B. Comey, Dir., Fed. Bureau of
Investigation).

50 Radicalization: Social Media and the Rise of Terrorism: Hearing Before the
Subcomm. on Nat’l Sec. of the H. Comm. on Oversight and Gov’t Reform, 114th Cong. 1—
2 (2015) (statement of Rep. Ron DeSantis, Representative Chairman, Subcomm. on Nat’l
Sec. of the H. Comm. on Oversight and Gov’t Reform).

51 Terrorism and Social Media 2018 Hearing, supra note 4, at 37 (statement of
Sen. Tom Udall).
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Senator Bill Nelson, during that same hearing,
remarked:

[TThese platforms have created a new and stunningly effective
way for nefarious actors to attack and to harm. It’s startling that
today, a terrorist can be radicalized and trained to conduct attacks all
through social media. And then a terrorist cell can activate that
individual to conduct an attack through the internet, creating an
effective terrorist drone, in effect, controlled by social media.

So thank you to all our witnesses for being here and helping
explain this and particularly explain what you're doing to rally to the
common defense of our people and our country, because using social
media to radicalize and influence users is not limited to extremists.52

Much of congressional concern regarding social media’s
links to terrorism is often phrased in rather speculative ways.
During a January 2018 hearing before the Committee on
Commerce, Science, and Transportation, Senator John Thune’s
opening statement demonstrated the often ambiguous nature of
these concerns. Senator Thune stated that the hearing’s purpose
was “to examine what social media companies are doing to
combat terrorism, including terrorist propaganda and terrorist
recruitment efforts, online.”?? After acknowledging the pluses of
social media communication, he emphasized two primary ways
terrorist groups use social media in harmful ways: to “radicalize
and recruit.”>* The Senator then openly speculated that the
murderer behind the 2016 Orlando Pulse Nightclub mass
shooting in Orlando, Florida was “reportedly inspired by digital
material that was readily available on social media.”

The phrase “reportedly inspired” does not provide data
regarding what and how this mass murderer was allegedly
inspired by and how the supposed inspiration aids in the line-
drawing of acceptable content. Members of Congress seem to
assume that all online terrorist-related speech, as well as hate
speech, contributes to the terrorist radicalization and recruitment
process, and therefore should be banned. They do not question the
likelihood that any one person will be radicalized and commit
violence based on digesting online content.

The executive branch has likewise emphasized the
inspirational and propagandist nature of the terrorist social media
speech it fears and has not remained silent regarding its perceived

52 Id. at 3 (statement of Sen. Bill Nelson).

53 Id. at 1 (statement of Sen. John Thune, Chairman, S. Comm. on Commerce,
Sci. & Transp.).

51 Id.

5 Id. at 1-2.
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links. In the October 2018 “National Strategy for Counterterrorism
of the United States of America,” the President remarked that “we
will take action to limit [terrorists’] ability to recruit and radicalize
online.”s¢ This policy document later explained:

[T]his strategy prioritizes a broader range of non-military capabilities,
such as our ability to prevent and intervene in terrorist recruitment,
minimize the appeal of terrorist propaganda online, and build societal
resilience to terrorism. This includes leveraging the skills and
resources of civil society and non-traditional partners to diminish
terrorists’ efforts to radicalize and recruit people in the United States.

... [W]e will thwart terrorists’ ability to exploit the Internet for
directing, enabling, or inspiring attacks.57

Relevant to this article, this strategy emphasizes the need
to strengthen public-private partnerships, demanding that private
partners “take a greater role in preventing and countering
terrorism.”s® This policy document also echoes congressional
concerns through its emphasis on the predominant role social
media plays in foreign terrorist groups’ successful radicalization
and recruitment efforts, stating that groups such as “ISIS and al-
Qa’ida have inspired people susceptible to their malign influence to
conduct terrorist attacks inside the United States.”® It adds that
ISIS, and other groups like it, will likely continue to inspire such
violent acts if it “can retain its prominence and use social and
mainstream media coverage to promote its violent message.”60

The strategy document also states:

[W]e have not developed a prevention architecture to thwart terrorist
radicalization and recruitment. Unless we counter terrorist
radicalization and recruitment, we will be fighting a never-ending
battle against terrorism in the homeland, overseas, and online. Our
strategy, therefore, will champion and institutionalize prevention and
create a global prevention architecture with the help of civil society,
private partners, and the technology industry.6!

Critically, this executive branch policy states that the U.S.
government will:

56 NATIONAL STRATEGY FOR COUNTERTERRORISM, supra note 46. This document
later provides: “We must prevent terrorists from exploiting new technologies in today’s
dynamic information environment, and we must counter terrorists’ ability to recruit and
radicalize online and through other means.” Id. at ii.

57 Id. at 2.

58 Id. at 3, 5. The strategy also concludes that foreign terrorist groups utilize
“high-quality media products to recruit extremists in the West. Future radical Islamist
terrorists and other terrorists will continually adapt these and other tactics to their
circumstances and the technological advances of the age.” Id. at 7.

59 Id. at 8 (emphasis added).

60 Id. at 9.

61 Jd. at 21 (emphasis added).
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COMBAT TERRORISTS INFLUENCE ONLINE: We will
combat terrorist use of cyberspace as a global stage to showcase their
violent ideologies, to fundraise, and to radicalize, recruit, and mobilize
individuals to violence. In concert with our partners, we will expand
relationships with technology sector entities to empower them to
combat violent extremism online and terrorists’ abuse of their
platforms. We will continue to expose and counter the flood of terrorist
ideology online.62

Michael  McGarrity, the  Assistant  Director,
Counterterrorism Division of the FBI, testified during a May 2019
hearing before the House Homeland Security Committee, that
online inspiration and radicalization of what he called “home-
grown violent extremists” presented significant concerns.ss

[W]e...face significant challenges in  identifying and
disrupting . . . terrorists who seek to perform terrorist attacks within
the United States. This is due, in part, to the ease of [online] self-
radicalization to violence and the corresponding lack of direct
connections between unknown radicalized violent extremists and
known terrorists or FTOs.

Radicalization to violence of domestic terrorists is increasingly
taking place [online], where violent extremists can use social media
for the distribution of propaganda, recruitment, target selection, and
incitement to violence. Through the Internet, violent extremists
around the world have access to our local communities to target and
recruit and spread their messages of hate on a global scale, as we saw
in the recent attack in Christchurch, New Zealand. In recent years,
we increasingly have seen domestic terrorists communicating with
like-minded individuals overseas and the domestic terrorists traveling
to meet with these individuals. The increasingly global nature of the
threat has enabled violent extremists to engage other like-minded
individuals without having to join organized groups.64

This FBI sentiment echoes the findings of a late 2018
executive branch product called the “First Responders’ Toolbox,”
jointly authored by the Department of Homeland Security (DHS),
the National Counterterrorism Center (NCTC), and the FBI—a
document that attempted to connect the dots and provide a causal
link between social media imaging plus rhetoric and terrorist

62 Id. at 22.

63 Confronting the Rise of Domestic Terrorism in the Homeland: Hearing Before the
H. Comm. on Homeland Sec., 116th Cong. 18 (2019) (statement of Michael C. McGarrity,
Assistant Dir. for the Counterterrorism Div., Fed. Bureau of Investigations).

61 Jd. at 18-19 (“[N]Jo FBI investigation can be opened solely on the basis of
First Amendment-protected activity. Thus, the FBI does not investigate mere association
with groups or movements. In order to predicate a domestic terrorism investigation of
an individual, the FBI must have information that the individual is perpetuating violent,
criminal actions in furtherance of an ideology.”).
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violence.s> This document “highlights examples of official media
releases by designated foreign terrorist organizations, such as
ISIS, and unofficial media releases by auxiliary news agencies
and terrorist supporters.”ss Specifically, its first title bullet warns:
“Violent Extremists Likely Will Continue to Use Disinformation
on Social Media Outlets to Instill Fear and Radicalize Others,”
later explaining that “[t]errorist disinformation may be used to
attract attention, harass people, drain public safety resources,
and incite others to violence.”6”

Claiming that extremist groups “often use manipulated
and fictitious images to enhance their messaging efforts,” it notes
that groups such as ISIS tend “to feature aspirational threats
using . . . quality imagery or infographics,” also noting that while
“these images may not be indicative of an ongoing plot, they
sometimes combine background images of actual US locations
with unrelated images of terrorists, weapons, terrorist symbols,
and attacks.”s® One example of such dangerous terrorist
messaging was a December 2017 video that it claims was released
by “ISIS supporters...via social media during the holiday
season and included pictures of the Statue of Liberty, the Eiffel
Tower and a beheading of Santa Claus, which demonstrates
aspirational threats towards US and Western targets.”s?

Interestingly, this executive branch “Toolbox” openly
admits—unlike certain congressmen, such as Representative
Thompson in his January 2019 hearing, who claim that they are
only concerned with social media speech unprotected by the First
Amendment’—that the social speech media it identifies in the
document as dangerous is legal, constitutional, and protected
speech.™ It acknowledges that, “[s]ocial media messaging is a legal,

65 JOINT COUNTERTERRORISM ASSESSMENT TEAM, FIRST RESPONDERS’
TOOLBOX (2018), https://www.dni.gov/files/NCTC/documents/jcat/firstresponderstool
box/NCTC_DHS_FBI_First_Responders_Toolbox_-_Terrorist_Disinformation.pdf
[https://perma.cc/SDWW-LK5E]. The product is self-described as “intended to promote
coordination among intergovernmental authorities and the private sector in identifying,
preventing, and responding to foreign terrorist activities in the US.” Id.

66 Id.

67 Id.

68 Id.

69 Jd. Furthermore, this Toolbox directs those in law enforcement and the
public to ask themselves certain questions regarding social media “messaging” that the
reader thinks is linked to terrorism, such as: whether the speech is “attempting to
mobilize others to violence,” whether it conveys “a fictional, vague, and/or aspirational
threat’—finding that even “non-credible threats can also serve” terrorist ends—and
whether “the message express|es] acceptance of violence as a necessary means to achieve
ideological goals?” Id. (emphasis omitted).

70 See Examining Social Media 2019 Hearing Rep. Thompson Statement, supra
note 10.

71 JOINT COUNTERTERRORISM ASSESSMENT TEAM, supra note 65.
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constitutionally-protected activity and no single factor should be
considered on its own to signify terrorism, but when observed in
conjunction with violent extremist rhetoric and other cautionary
behaviors, may provide warning of mobilization to violence.”?2

B. Content Restrictions Follow Governmental Pressure:
Facebook

1. Original 2015 Shift to Content Restrictions

As outlined above, the serious concern in 2015 and since
regarding extremist groups’ use of social media platforms to
radicalize their audiences led members of Congress to explicitly
call for these platforms to better police online content,” while also
hinting that such companies were potentially violating federal
criminal law.™ The latter threats of federal prosecution were not
subtle: Representative Ted Poe exclaimed during a 2015 speech
on the floor of the House of Representatives that “[flederal law
prohibits giving aid or helping a designated foreign terrorist
organization. These FTOs use Twitter, an American company, as
a tool and no one is stopping them....Why are American
companies and the U.S. government allowing social media
platforms to be hijacked by terrorists?’’> Members of Congress
sent letters to Twitter containing references to the federal
material support to terrorism statute’ while simultaneously

2 Id.

73 See, e.g., Going Dark 2015 Hearing, supra note 49, at 58 (statement of Sen.
Diane Feinstein, Vice Chairman, S. Select Comm. on Intelligence) (“I believe that United
States[’] companies, including many founded and headquartered in my home State, have
an obligation to do everything they can to ensure that their products and services are
not allowed to be used to foment the evil that ISIL embodies.”); see also Eyragon Eidam,
President Calls Out Social Media’s Role in Evolution of Terrorism, GOV'T TECH. (Dec. 7,
2015), http://www.govtech.com/President-Calls-Out-Social-Medias-Role-in-Evolution-of-
Terrorism.html [https://perma.cc/63ND-NHXM].

7 See, e.g., Cristina Marcos, GOP Lawmaker: ISIS Shouldn’t Have Access to
Twitter, HILL (Feb. 24, 2015), http://thehill.com/blogs/floor-action/house/233660-gop-
lawmaker-isis-shouldnt-have-access-to-twitter [https://perma.cc/6HTE-G6YT].

7 Id; see also Press Release, Rep. Brad Sherman, Poe, Sherman, Royce Engel:
Shut down Terrorists on Twitter (Mar. 12, 2015), https://sherman.house.gov/media-
center/press-releases/poe-sherman-royce-engel-shut-down-terrorists-on-twitter
[https://perma.cc/92CD-ME32].

76 See Press Release, supra note 75. The letter to Twitter CEO Dick Costolo
states:

We are concerned that designated Foreign Terrorist Organizations
(FTOs) and their supporters actively use Twitter to disseminate propaganda,
drive fundraising, and recruit new members—even posting graphic content
depicting the murder of individuals they have captured.

... [W]e urge Twitter to treat all terrorist activity in the same way it
treats other objectionable content.
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urging Twitter to engage in greater self-censorship: “[W]e urge
Twitter to treat all terrorist activity in the same way it treats
other objectionable content.””?

While the U.S. government’s prosecutorial focus regarding
speech on social media has in reality been on individual users, the
government’s pressure on social media companies to police their
users’ accounts for terrorist-related activity has resulted in the
leading social media companies suppressing an ever-expanding
swath of First Amendment-protected speech on their platforms.7s
Twitter announced in early 2016 that it had suspended over
125,000 accounts since 2015 for “threatening or promoting terrorist
acts.”” Concomitantly Twitter stated that they “condemn the use
of Twitter to promote terrorism,” noting that it had changed its
policy so that internal review teams could have more latitude to
censor online content.8® It should be additionally acknowledged
that increasing pressure was also brought civilly by families of
victims of terror attacks who attempted, unsuccessfully, to sue
social media platforms under civil anti-terrorism statutes; surely

Id.

77 Id. No social media platform has faced criminal prosecution in the United
States for hosting third-party terrorism-related content on their platforms, perhaps
because of intelligence reasons (and perhaps because the platforms have caved to
governmental pressure to restrict First Amendment-protected content on their
platforms). For the former proposition, see Matt Egan, Does Twitter Have a Terrorism
Problem?, Fox BUS. (Oct. 9, 2013), http://www.foxbusiness.com/features/2013/10/09/
does-twitter-have-terrorism-problem.html [https://perma.cc/6VQN-2N7L] (citing U.S.
counter-terrorism officials as confirming that “[lJaw-enforcement agencies occasionally
ask social-media networks like Twitter and Facebook . . . not to delete the accounts of
known terrorists because of the potential to glean valuable intelligence”).

78 See Going Dark 2015 Joint Testimony, supra note 46, at 64—65 (statement
of James B. Comey, Dir., Fed. Bureau of Investigation) (concluding that social media has
allowed the growing gap between internet communication, the law, and technology used
to lawfully intercept that communication to expand, requiring urgent responses); see also
Requiring Reporting of Online Terrorist Activity Act, S. 2372, 114th Cong. (2015).

79 Twitter Suspends 125,000 ‘Terrorism’ Accounts, BBC (Feb. 5, 2016), http:/
www.bbc.com/news/world-us-canada-35505996 [https:/perma.cc/TM5P-SX2P] (noting that
Twitter’s announcement also came at a time when “[glovernments around the world -
including the US - have been urging social media companies to take more robust measure to
tackle online activity aimed at promoting violence”); see Kaveh Waddell, Twitter’s Account
Suspensions Are Surprisingly Effective Against ISIS, ATLANTIC (Feb. 19, 2016), http://www.
theatlantic.com/technology/archive/2016/02/twitters-account-suspensions-are-surprisingly-
effective-against-the-islamic-state/463440/ [https://perma.cc/HP65-ZTD2].

80 Twitter Suspends 125,000 “Terrorism’ Accounts, supra note 79. The
Assistant Attorney General for National Security at the Department of Justice publicly
suggested that the U.S. could prosecute “propagandists” who spread terrorist messages
online for groups, such as ISIS, under 18 U.S.C. § 2339B. Shane Harris, Justice
Department: We’ll Go After ISIS’s Twitter Army, DAILY BEAST (Feb. 23, 2015), http://
www.thedailybeast.com/articles/2015/02/23/justice-department-we-11-go-after-isis-twit
ter-army.html [https://perma.cc/NANG-3UUX]. But see Tim Cushing, Twitter, Facebook
& Google Sued for “Material Support for Terrorism” over Paris Attacks, TECHDIRT (June
15, 2016), https://www.techdirt.com/articles/20160615/07235434714/twitter-facebook-
google-sued-material-support-terrorism-over-paris-attacks.shtml
[https://perma.cc/ WF2A-MUYH].
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such civil litigation also helped spur the platforms’ increasingly
severe content restriction policies.s!

The new content restrictions social media companies have
imposed on their users in response to (primarily) governmental
pressure manifested themselves in changes to terms of service or
user agreements. Social media platforms require that users agree
to particular terms, including those requiring users to adhere to
policies regarding acceptable content, in order to access the
respective platform’s online services.®? For example, Facebook’s
community standards changed in response to government
pressure in 2015, when it began prohibiting so-called dangerous
organizations from using its platform; in 2015, Facebook’s terms
of service changed to include, inter alia, that:

We don’t allow any organizations that are engaged in the following to
have a presence on Facebook: Terrorist activity, or Organized criminal
activity. We also remove content that expresses support for groups
that are involved in the violent or criminal behavior mentioned above.

81 However, congressional pressure was not applied in a vacuum. While social
media companies’ government-encouraged self-censorship accelerated in 2015 due to the
governmental pressure to limit what the government considered as supporting terrorism,
numerous civil lawsuits continue to attempt, unsuccessfully, at least in court, to hold social
media providers responsible for terrorist attack (unsuccessful in the U.S. largely due to a
federal statute that precludes civil liability in such instances). For example, U.S. victims of
Hamas terrorist attacks in Israel sued Facebook based on claims that its provision of a
communications platform to Hamas enabled the attacks; the appellate court agreed with
the district judge who found that the Communications Decency Act of 1996 precluded civil
liability for such claims. See Force v. Facebook, 93 F.3d 53, 57-59, 74—76 (2d Cir. 2019); see
also Gwen Ackerman, Facebook Accused in $1 Billion Suit of Being Hamas Tool,
BLOOMBERG TECH. (July 11, 2016, 3:40 PM), http:/www.bloomberg.com/news/articles/
2016-07-11/facebook-sued-for-1b-for-alleged-hamas-use-of-medium-for-terror [https:/per
ma.cc/6QIF-QRP3] (alleging in the lawsuit, submitted to the U.S. District Court for the
Southern District of New York on July 10, 2016, that Facebook has “knowingly provided
material support and resources to Hamas,” thus making Facebook liable for the resulting
violence against five Americans in the West Bank, Jerusalem, and Israel); Michael Bott,
Lawsuit: Twitter ‘Knowingly Permitted’ Terrorists to Use Social Media Network, NBC: BAY
AREA (Jan. 13, 2016, 11:26 PM), http://www.nbcbayarea.com/investigations/Lawsuit-
Twitter-Knowingly-Permitted-Terrorists-to-Use-Social-Network-365209861.html [https://
perma.cc/H3LC-W4C7] (alleging in a complaint filed on January 13, 2016, that Twitter
allows extremists to spread their ideology as well as to recruit on its platform); Chris
Dolmetsch, Facebook Isn’t Responsible as Terrorist Platform, Court Says, BLOOMBERG:
TECH. (July 31, 2019, 3:31 PM), https://www.bloomberg.com/news/articles/2019-07-31/face
book-wins-ruling-in-suit-claiming-it-aided-hamas-attacks [https://perma.cc/UKE4-773
M] (describing Facebook’s successful defense against civil liability for terrorist acts by
Hamas based on the Communications Decency Act); David Z. Morris, Lawsuit Claims
Twitter, Facebook, Google Liable for Terrorism, FORTUNE (June 18, 2016), http:/fortune.
com/2016/06/18/lawsuit-tech-giants-terrorism/ [https:/perma.cc/J3X8-B3TX] (alleging in a
complaint filed by Reynaldo Gonzalez on June 14, 2016, that Facebook, Twitter, and Google
are liable for the Paris Attacks because those platforms provided “provision of material
support to ISIS”).

82 See Nancy S. Kim & D. A. Jeremy Telman, Internet Giants as Quasi-
Governmental Actors and the Limits of Contractual Consent, 80 MO. L. REV. 723, 747-49
(2015) (noting that such companies employ contracts to enforce and establish their own
rules, laws, and regulations—similar to the government—with regard to their users).
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Supporting or praising leaders of those same organizations, or
condoning their violent activities, is not allowed. We welcome broad
discussion and social commentary on these general subjects, but ask
that people show sensitivity towards victims of violence and
discrimination.83

However, stated content restrictions do not work alone to
suppress speech on social media platforms; how the social media
platforms detect speech that violates its content policies is also an
extremely important part of the suppression equation. In June
2017, Facebook released a policy document titled “Hard Questions:
How We Counter Terrorism.”s* This document details and
demonstrates how social media companies, led by Facebook’s
example and capacious purse-strings, use technology such as
artificial intelligence to identify and remove what it labels “terror
content” prior to the general user audience ever seeing said
content.®> For example, Facebook collaborates with other social
media platforms such as YouTube and Twitter to maintain a
“shared industry database of ‘hashes—unique digital
‘fingerprints’—for violent terrorist imagery or terrorist recruitment
videos or images.”s Yet, critically, Facebook did not explain what
counts as “violent terrorist imagery” nor did it provide examples of
what satisfies, or fails to satisfy, its “terrorist content” label.

In a similar non-transparent way, Facebook in the
paragraph below focuses on the technology of image matching
while failing to describe what qualifies as a “propaganda video”:

When someone tries to upload a terrorist photo or video, our systems
look for whether the image matches a known terrorism photo or video.
This means that if we previously removed a propaganda video from
ISIS, we can work to prevent other accounts from uploading the same
video to our site.87

In contrast, Facebook stated that it employs “[IJanguage
understanding” to “experiment with using Al to understand text

83 Jailing the Twitter Bird, supra note 8, at 17-18 (quoting 2015 Facebook
Community Standards).

84 Bickert & Fishman, supra note 26 (outlining how Facebook uses technology
such as artificial intelligence to ensure that “[t]here’s no place on Facebook for terrorism,”
while also noting that “academic research finds that the radicalization of members of
groups like ISIS and Al Qaeda primarily occurs offline”). This document also outlined the
company’s use of “[c]Jounterspeech,” noting that “challenging extremist narratives online is
a valuable part of the response to real world extremism. Counterspeech comes in many
forms, but at its core these are efforts to prevent people from pursuing a hate-filled, violent
life or convincing them to abandon such a life.” Id.

85 Id.

86 Partnering to Help Curb Spread of Online Terrorist Content, FACEBOOK:
NEWSROOM (Dec. 5, 2016), https://mewsroom.fb.com/news/2016/12/partnering-to-help-curb-
spread-of-online-terrorist-content/ [https://perma.cc/3CV7-MYWA].

87 Bickert & Fishman, supra note 26.
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that might be advocating for terrorism. We're currently
experimenting with analyzing text that we've already removed
for praising or supporting terrorist organizations such as ISIS
and Al Qaeda so we can develop text-based signals that such
content may be terrorist propaganda.”ss At least this example of
how Facebook removed terror content provides a glimpse into
what Facebook considers terror content: pure praise of a group
seems sufficient. But of course, the decision-making process of
what is such content is greatly complicated by context, as the
“Napalm Girl” photograph controversy demonstrated.® One of
Facebook’s former corporate officers, explaining the widely-
condemned removal of said photo, stated:

These decisions aren’t easy. In many cases, there’s no clear line
between an image of nudity or violence that carries global and historic
significance and one that doesn’t. Some images may be offensive in
one part of the world and acceptable in another, and even with a clear
standard, it’s hard to screen millions of posts on a case-by-case basis
every week.

Still, we can do better. In this case, we tried to strike a difficult
balance between enabling expression and protecting our community
and ended up making a mistake.?0

Transparency of social media platforms’ content removal
decisions, as well as accountability for removal or non-removal
of material continues to be a hot-button topic on Capitol Hill and
elsewhere.?* Advocacy groups such as the Electronic Frontier
Foundation (EFF) increasingly sound the alarm that “in
response to calls to remove objectionable content, social media
companies and platforms have all too often censored valuable
speech.”?2 EFF has found that only a few social media platforms,
including Facebook, have a policy of “notifying users when any
content is censored and specifying the legal request or

88 Id.

89 Aarti Shahani, With ‘Napalm Girl,” Facebook Humans (Not Algorithms)
Struggle to Be Editor, NPR (Sept. 10, 2016), https://www.npr.org/sections/alltech
considered/2016/09/10/493454256/with-napalm-girl-facebook-humans-not-algorithms-
struggle-to-be-editor [https://perma.cc/T7CB-Y7GS] (describing the controversy that
erupted after Facebook’s human editors deleted the iconic “Napalm Girl” photograph
taken during the Vietnam War and only allowed its posting after a global campaign was
launched pressuring Facebook to allow it).

90 Justin Osofsky, FACEBOOK (Sept. 9, 2016), https://www.facebook.com/josofsky/
posts/10157347245570231 [https://perma.cc/YK7J-ALQ9].

91 Social Media Platforms Increase Transparency About Content Removal
Requests, but Many Keep Users in the Dark When Their Speech Is Censored, EFF Report
Shows, ELECTRONIC FRONTIER FOUND. (June 12, 2019), https://www.eff.org/press/releases/
social-media-platforms-increase-transparency-about-content-removal-requests-many-
keep [https://perma.cc/R2Q6-LNC5].

92 [d.
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community guideline violation that led to the removal.”®
Interestingly, EFF also described a Twitter-specific terrorism
exception that emphasized that terrorism is a “class of content
that is difficult to accurately identify and can include counter-
speech or documentation of war crimes.”%

2. History Repeats Itself: More Government Pressure,
More Facebook Censorship

As of September 2019, Facebook restricts even more
speech than it did in 2015. Today Facebook also bans speech that,
among other things, “glorifies violence or celebrates the suffering
or humiliation of others,”® as well as speech it refers to as “cruel
and insensitive, which [Facebook] define[s] as content that
targets victims of serious physical or emotional harm.”?
Specifically, Facebook claims that it “remove(s] terrorist content
as soon as [it] become[s] aware of it;” Facebook has also stated
that “[n]Jow, more than [ninety-nine] percent of ISIS and al Qaeda
propaganda that we remove from our service is content that we
1dentify ourselves before anybody has flagged it for us. . . . We also
want to do our part to stop radicalization and disrupt the
recruitment process.”?” Facebook claims that it also removes “any
content that praises or supports terrorists or their actions
whenever we become aware of it, and when we uncover evidence
of imminent harm, we promptly inform authorities.””® These
constitute broad content restrictions indeed, with little clarity as
to who or what Facebook thinks constitutes a terrorist, and little
consideration for free speech principles.

The 2015 cycle of governmental pressure followed by
greater social media speech suppression and censorship has
repeated itself frequently since that year. After numerous Capitol
Hill hearings and FBI statements, Facebook released a document
on November 8, 2018 titled, “Hard Questions: What Are We Doing
to Stay Ahead of Terrorists?’® following its release of a similar
document in June 2017.100 The 2018 document highlighted how

9 Id.

9 Id.

9  Community Standards: Violent and Graphic Content, supra note 22.

96 Community Standards: Cruel and Insensitive, supra note 23.

97 Terrorism and Social Media 2018 Hearing, supra note 4, at 4—5 (statement
of Monika Bickert, Head of Prod. Policy and Counterterrorism, Facebook).

9% Jd. at 6.

99  Monika Bickert & Brian Fishman, Hard Questions: What Are We Doing to Stay
Ahead of the Terrorists?, FACEBOOK: NEWSROOM (Nov. 8, 2018), https:/newsroom.fb.
com/news/2018/11/staying-ahead-of-terrorists/ [https://perma.cc/VB83-ZG2H] [hereinafter
Hard Questions 2018).

100 Bickert & Fishman, supra note 26.
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its capability to preemptively remove terror-related content—
before users even saw and reported it—had been vastly improved
by its machine-learning technology.’t In this response to
governmental pressure, Facebook stressed how machine-learning
has been critical “to reducing the amount of time terrorist content
reported by [its] users stays on the platform from [forty-three]
hours in Q1 2018 to [eighteen] hours in Q3 2018.”102 It noted that
it had removed 9.4 million pieces of terror-related content,
primarily that related to ISIS and al-Qaeda.103

In fall 2019, the similar pattern of congressional pressure
followed by seemingly enhanced Facebook content restriction of
terrorist content was again on full display.*4 A bipartisan group of
Representatives sent a letteros to Facebook, Twitter and YouTube
outlining concerns that nearly every one of the sixty-eight State
Department-designated Foreign Terrorist Organizations (FTOs)
had some type of social media presence.'6 While the letter
mentioned the March 2019 Facebook live-streaming of the terrorist
attack that claimed the lives of fifty-one people in Christchurch, New
Zealand and acknowledged that Facebook had announced in May
2019 that it was taking steps to prevent such streaming and improve
take-downs of such videos once loaded, the letter seemed aimed at
what the Representatives apparently considered disparate
treatment among FTOs by the big three social media platforms to
the benefit of terrorist groups Hamas and Hezbollah.107

The same week as the congressional letter, and directly
ahead of a September 18, 2019 Senate Commerce Committee
hearing on harmful social media content,'%¢ Facebook announced
changes it was making to better limit terrorist-related speech as

101 Hard Questions 2018, supra note 99.

102 Jd.

103 Jd.

104 See Davey Alba et al., Facebook Expands Definition of Terrorist Organizations to
Limit Extremism, N.Y. TIMES (Sept. 18, 2019), https:/www.nytimes.com/2019/09/17/tech
nology/facebook-hate-speech-extremism.html [https:/perma.cc/43KF-SSBS].

105 Press Release, Rep. Josh Gottheimer, Joint Release: Bipartisan Group
Probes for Answers on Terrorist Organizations Use of Twitter, Facebook, Youtube to
Spread Extremist Propaganda (Sept. 17, 2019), https://gottheimer.house.gov/news/
documentsingle.aspx?DocumentID=1446 [https://perma.cc/ WW9IL-X9Z8].

106 Letter from Rep. Josh Gottheimer, Rep. Tom Reed & Rep. Brian Fitzgerald
to Social Media CEOs (Sept. 17, 2019), https://gottheimer.house.gov/uploadedfiles/9.17.
19_bipartisan_letter_to_twitter_facebook_youtube_ftos_gottheimer_reed_
fitzpatrick.pdf [https://perma.cc/ETG5-RFMY].

107 Id. (highlighting that Hamas and Hezbollah are on the State Department
list of Foreign Terrorist Organizations, and Hezbollah’s media supporter Al Manar has
a Twitter feed and Hamas has a Twitter account).

108 See Mass Violence, Extremism, and Digital Responsibility, supra note 7.
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well as hate speech.1®® Facebook explained that not only was it
enhancing its use of artificial intelligence to identify terror and
hate content, it was also expanding its definition of terrorists:
“[Wlhile our previous definition focused on acts of violence
intended to achieve a political or ideological aim, our new
definition more clearly delineates that attempts at violence,
particularly when directed toward civilians with the [sic] intent
to coerce and intimidate, also qualify.”110

Finally, as further demonstration of the extreme
congressional pressure on major social media companies to ban
not only unprotected speech but constitutionally-protected
speech as well, is the news that the House of Representatives is
drafting legislation to “create a ‘national commission’ at the
Department of Homeland Security to study the ways that social
media can be weaponized — and the effectiveness of tech giants’
efforts to protect users from harmful content online.”"t As the
Washington Post and this article note, such legislation is the tip
of the iceberg of the years-long effort by numerous members of
Congress to address “online hate speech, disinformation and
other harmful content online.”'2 The Post notes that Senators
during their September 2019 hearing “questioned Facebook,
Google and Twitter executives to probe whether their platforms
have become conduits for real-world violence.”'3 In his opening
statement the Chairman of the Commerce Committee, while
noting that “the First Amendment offers strong protections
against restricting certain speech . . . [, which] undeniably adds
to the complexity of our task,” also repeated the FBI's claims
that the 2016 “Orlando shooter was reportedly radicalized by
ISIS and other jihadist propaganda through online sources.”

C. Content Restrictions Follow Governmental Pressure:
Twitter

Similarly, in 2015, Twitter, which had staked a greater
public position as a protector of free expression, shifted from
lauding its free speech bona fides to suppressing far greater user
content, largely, argued as my previous scholarship noted, in

109 Combating Hate and Extremism, FACEBOOK: NEWSROOM (Sept. 17, 2019),
https://mewsroom.fb.com/news/2019/09/combating-hate-and-extremism/
[https://perma.cc/L6VH-4Q3X]; see also Alba et al., supra note 104.

110 Combating Hate and Extremism, supra note 109.

111 Romm & Harwell, supra note 6.

112 Id

13 Jd.

114 Mass Violence, Extremism, and Digital Responsibility, supra note 7 (video
statement of Sen. Roger Wicker, Chairman, S. Comm. on Commerce, Sci. & Transp.).
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response to