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6PDOO EXVLQHVVHV SURYLGH D VLJQLILFDQW SRVLWLYH LPSDFW RQ WKH $PHULFDQ

HFRQRP\� +RZHYHU� WKH FXUUHQW IUDJPHQWHG IHGHUDO DQG VWDWH GDWD SURWHFWLRQ
DQG EUHDFK QRWLILFDWLRQ OHJDO VFKHPH SXWV WKH YLDELOLW\ RI VPDOO EXVLQHVVHV DW
ULVN� :KLOH WKH SUREDELOLW\ RI GDWD EUHDFKHV RFFXUULQJ FRQWLQXHV WR LQFUHDVH�
VPDOO EXVLQHVVHV ODFN WKH ILQDQFLDO DQG WHFKQRORJLFDO UHVRXUFHV WR FRQWHQG
ZLWK WKH YDULRXV VWDWH DQG IHGHUDO ODZV WKDW LPSRVH GLIIHUHQW PRQHWDU\
SHQDOWLHV DQG UHPHGLDO UHTXLUHPHQWV LQ WKH HYHQW RI VXFK EUHDFKHV� 7R
SUHVHUYH WKH YLDELOLW\ RI VPDOO EXVLQHVVHV� &RQJUHVV VKRXOG HQDFW D
FHQWUDOL]HG� PXOWL�WLHUHG IHGHUDO GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ
IUDPHZRUN WKDW SUHHPSWV VWDWH ODZV� LPSRVHV PLQLPXP F\EHUVHFXULW\
VWDQGDUGV� DQG LQ WKH HYHQW RI D GDWD EUHDFK� GHOLQHDWHV SHQDOWLHV DQG
UHPHGLDWLRQ UHTXLUHPHQWV� 6XFK VWDQGDUGV DQG UHTXLUHPHQWV VKRXOG EH
VFDOHG SURSRUWLRQDOO\� ZKLOH WDNLQJ LQWR FRQVLGHUDWLRQ IDFWRUV VXFK DV WKH VL]H
RI D EXVLQHVV DQG LWV ILQDQFLDO UHVRXUFHV� 7KH IHGHUDO IUDPHZRUN VKRXOG EH
SURPXOJDWHG DQG HQIRUFHG E\ D VSHFLDOL]HG IHGHUDO F\EHUVHFXULW\ JRYHUQDQFH
RUJDQL]DWLRQ�

,1752'8&7,21
,Q ����� D VPDOO ZHE�EDVHG EXVLQHVV FDOOHG 0\%L]+RPHSDJH ODXQFKHG D

UHYROXWLRQDU\ QHZ DQDO\WLFV WRRO WR HTXLS RWKHU VPDOO EXVLQHVVHV ZLWK EHWWHU
ILQDQFLDO PDQDJHPHQW VROXWLRQV�� 7KH UHVRXQGLQJ VXFFHVV RI LWV QHZ SURGXFW
SURSHOOHG0\%L]+RPHSDJH¶V YDOXDWLRQ WR ���� PLOOLRQ� XQWLO ����� ZKHQ WKH

�� 0\%L]+RPHSDJH /DXQFKHV 1HZ 3ODWIRUP WR +HOS 6PDOO %XVLQHVVHV� %86� :,5( �$XJ� ��
����� ���� 30�� KWWSV���ZZZ�EXVLQHVVZLUH�FRP�QHZV�KRPH����������������HQ�0\%L]
+RPHSDJH�/DXQFKHV�1HZ�3ODWIRUP�6PDOO�%XVLQHVVHV�

�� 'DUUHQ 'DKO� 6WUXJJOLQJ WR 5HFRYHU IURP D &\EHUDWWDFN� 1�<� 7,0(6 �$XJ� ��� ������
KWWSV���ZZZ�Q\WLPHV�FRP������������EXVLQHVV�VPDOOEXVLQHVV�VWUXJJOLQJ�WR�UHFRYHU�IURP�D�
F\EHUDWWDFN�KWPO�
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FRPSDQ\ IHOO YLFWLP WR D GHYDVWDWLQJ F\EHUDWWDFN�� &\EHUFULPLQDOV� LQILOWUDWHG
0\%L]+RPHSDJH¶V SURSULHWDU\ VRIWZDUH� UHVXOWLQJ LQ WKH XQDXWKRUL]HG
UHOHDVH RI LWV IRXQGHU¶V SHUVRQDO LQIRUPDWLRQ� DV ZHOO DV WKDW RI KLV IDPLO\�
IULHQGV� DQG LQYHVWRUV�� )DFHG ZLWK UDSLGO\ GHSOHWLQJ ILQDQFLDO UHVRXUFHV DIWHU
VHYHUDO IDLOHG DWWHPSWV WR UHPHG\ WKH EUHDFK� IRXQGHU 3HWHU -XVWHQ
FRQWHPSODWHG ZKHWKHU WR GHFODUH FRUSRUDWH EDQNUXSWF\ RU SHUPDQHQWO\ FORVH
KLV EXVLQHVV LQ IDYRU RI FRPSHQVDWLQJ LWV YHQGRUV�� PDQ\ RI ZKRP KDG
LPPHGLDWHO\ ILOHG VXLW IRU XQSDLG ELOOV IROORZLQJ WKH F\EHUDWWDFN��
5HOXFWDQWO\� -XVWHQ FORVHG 0\%L]+RPHSDJH DW WKH SLQQDFOH RI LWV SRSXODULW\�
+H GHFLGHG WKDW LWV FORVXUH ZDV SUHIHUDEOH WR EDQNUXSWF\� EHFDXVH EDQNUXSWF\
ZRXOG QRW RQO\ IRUFH -XVWHQ¶V FRPSDQ\ RXW RI EXVLQHVV EXW DOVR FRPSURPLVH
LWV LQWHOOHFWXDO SURSHUW\ ULJKWV DQG UHQGHU LW H[WUHPHO\ GLIILFXOW WR DWWUDFW
LQYHVWRUV IRU IXWXUH EXVLQHVV HQGHDYRUV��

�� $ ³F\EHUDWWDFN´ RU ³F\EHU DWWDFN�´ ZKLFK DUH V\QRQ\PV� WKH IRUPHU RI ZKLFK LV XVHG
WKURXJKRXW WKLV 1RWH� LV GHILQHG DV�

$ KRVWLOH DFW XVLQJ FRPSXWHU RU UHODWHG QHWZRUNV RU V\VWHPV � � � LQWHQGHG WR GLVUXSW DQG�RU
GHVWUR\ DQ DGYHUVDU\¶V FULWLFDO F\EHU V\VWHPV� DVVHWV� RU IXQFWLRQV� � � � QRW QHFHVVDULO\
OLPLWHG WR WKH WDUJHWHG FRPSXWHU V\VWHPV RU GDWD WKHPVHOYHV � � � � $ F\EHU DWWDFN PD\ XVH
LQWHUPHGLDWH GHOLYHU\ YHKLFOHV LQFOXGLQJ SHULSKHUDO GHYLFHV� HOHFWURQLF WUDQVPLWWHUV�
HPEHGGHG FRGH� RU KXPDQ RSHUDWRUV� 7KH � � � HIIHFW � � � PD\ EH ZLGHO\ VHSDUDWHG
WHPSRUDOO\ DQG JHRJUDSKLFDOO\ IURP WKH GHOLYHU\�

2RQD $� +DWKDZD\ HW DO�� 7KH /DZ RI &\EHU $WWDFN� ��� &$/� /� 5(9� ���� ��� ������ �TXRWLQJ
*HQ� -DPHV (� &DUWZULJKW� 0HPRUDQGXP IRU &KLHIV RI WKH 0LOLWDU\ 6HUYV�� &RPPDQGHUV RI WKH
&RPEDWDQW &RPPDQGV� 'LUV� 2I WKH -RLQW 6WDII 'LUHFWRULHV RQ -RLQW 7HUPLQRORJ\ IRU &\EHUVSDFH
2SHUDWLRQV � �1RY� �������

�� $ ³F\EHUFULPLQDO´ LV GHILQHG DV�

>$@Q LQGLYLGXDO ZKR FRPPLWV F\EHUFULPHV� ZKHUH KH�VKH PDNHV XVH RI WKH FRPSXWHU
HLWKHU DV D WRRO RU DV D WDUJHW RU DV ERWK� &\EHUFULPLQDOV � � � DWWDFN RWKHU SHRSOH¶V
FRPSXWHUV WR SHUIRUP PDOLFLRXV DFWLYLWLHV� VXFK DV VSUHDGLQJ YLUXVHV� GDWD WKHIW� LGHQWLW\
WKHIW� HWF� � � � XVH WKH FRPSXWHU WR FDUU\ RXW ³FRQYHQWLRQDO FULPH�´ VXFK DV VSDP� IUDXG�
LOOHJDO JDPEOLQJ � � � � >RU@ WR VDYH VWROHQ RU LOOHJDO GDWD�

&\EHUFULPLQDO� 7(&+23(',$� KWWSV���ZZZ�WHFKRSHGLD�FRP�GHILQLWLRQ�������F\EHUFULPLQDO �ODVW
YLVLWHG 1RY� ��� ������

�� .DUHQ (� .OHLQ� +RZ %XVLQHVV 2ZQHUV &RXQWHU 2QOLQH 6ODQGHU� %/220%(5* �2FW� ���
����� ����� 30�� KWWSV���ZZZ�EORRPEHUJ�FRP�QHZV�DUWLFOHV������������KRZ�EXVLQHVV�RZQHUV�
FRXQWHU�RQOLQH�VODQGHU�

�� 'DUUHQ 'DKO� 6WDUWLQJ 2YHU $IWHU D &\EHUDWWDFN 6KXWV 'RZQ WKH %XVLQHVV� 1�<� 7,0(6 �$XJ�
��� ����� ���� $0�� KWWSV���ERVV�EORJV�Q\WLPHV�FRP������������VWDUWLQJ�RYHU�DIWHU�D�F\EHUDWWDFN�
VKXWV�GRZQ�WKH�EXVLQHVV�

�� ,G�� .OHLQ� VXSUD QRWH ��
�� 6HH 'DKO� VXSUD QRWH ��



����@ 6DYLQJ 6PDOO %XVLQHVV IURP WKH %LJ ,PSDFW RI 'DWD %UHDFK ���

0\%L]+RPHSDJH LV MXVW RQH RI PDQ\ VPDOO EXVLQHVVHV WR EH FRQIURQWHG
ZLWK WKLV DJRQL]LQJ GHFLVLRQ GXH WR D F\EHUDWWDFN�� )ROORZLQJ D F\EHUDWWDFN
LQ ����� &RGH 6SDFHV��� DQ LQQRYDWLYH 6RIWZDUH DV D 6HUYLFH �6DD6���
SURYLGHU� ZDV IRUFHG WR SHUPDQHQWO\ FORVH LWV EXVLQHVV ZKHQ F\EHUFULPLQDOV
FRPPDQGHHUHG WKH V\VWHPV LQWHJUDO WR LWV RSHUDWLRQV DQG GHPDQGHG D KHIW\
UDQVRP WR FHDVH WKH DWWDFN��� %\ WKH WLPH &RGH 6SDFHV UHJDLQHG FRQWURO RI LWV
V\VWHPV� PRVW RI LWV FUXFLDO RSHUDWLRQDO GDWD ILOHV KDG EHHQ SHUPDQHQWO\
GHOHWHG��� ,Q D VLQFH�UHPRYHG RQOLQH SRVW WKDW UHVLGHG RQ LWV IRUPHU EXVLQHVV
ZHEVLWH� &RGH 6SDFHV FLWHG WKH UHVXOWLQJ ILQDQFLDO GLIILFXOWLHV DQG ORVV RI
FRQVXPHU FRQILGHQFH FDXVHG E\ WKH EUHDFK DV WKH FDWDO\VWV IRU LWV FORVXUH���

6PDOO EXVLQHVVHV DUH DW D JUHDWHU ULVN RI IDLOXUH GXH WR F\EHUDWWDFNV
EHFDXVH WKH\ PXVW QDYLJDWH D PLQHILHOG RI GDWD VHFXULW\ ULVNV ZKLOH
FRPSO\LQJ ZLWK GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV LGHQWLFDO WR WKRVH
RI ODUJHU EXVLQHVVHV��� 8QOLNH WKHLU ODUJHU FRXQWHUSDUWV� KRZHYHU� VPDOO
EXVLQHVVHV ODFN WKH ILQDQFLDO UHVRXUFHV DQG WHFKQRORJLFDO VRSKLVWLFDWLRQ WR
PLWLJDWH VXFK GDWD VHFXULW\ ULVNV RU HQGXUH WKH OHJDO DQG UHPHGLDO
UDPLILFDWLRQV RI D GDWD EUHDFK��� &RPSRXQGLQJ WKHLU ULVN RI IDLOXUH LV WKH
FXUUHQW GLVMRLQWHG IHGHUDO DQG VWDWH VWDWXWRU\ GDWD SURWHFWLRQ DQG EUHDFK
QRWLILFDWLRQ VFKHPH� ZKLFK SODJXHV VPDOO ILUPV ZLWK LQFRQVLVWHQW OHJDO
UHTXLUHPHQWV DQG GLVSURSRUWLRQDWHO\ ODUJH PRQHWDU\ SHQDOWLHV���

�� ,QGHHG� PDQ\ VPDOO EXVLQHVVHV KDYH VXIIHUHG WKH FRQVHTXHQFH RI F\EHUDWWDFNV� HVSHFLDOO\
GXH WR WKH XQZLOOLQJQHVV RI ILQDQFLDO LQVWLWXWLRQV WR FRYHU WKH ORVV� 6HH -RKQ <GVWLH� :KHQ
&\EHUIUDXG +LWV %XVLQHVVHV� %DQNV 0D\ 1RW 2IIHU 3URWHFWLRQ� 135 �6HSW� ��� ����� ���� $0��
KWWSV���ZZZ�QSU�RUJ�VHFWLRQV�DOOWHFKFRQVLGHUHG����������������������ZKHQ�F\EHU�IUDXG�KLWV�
EXVLQHVVHV�EDQNV�PD\�QRW�RIIHU�SURWHFWLRQ� VHH DOVR � &RPSDQLHV WKDW :HQW 2XW RI %XVLQHVV 'XH
WR D 6HFXULW\ %UHDFK� 352 21 &$// 7(&+� �1RY� �� ������ KWWSV���SURRQFDOO�FRP���FRPSDQLHV�
ZHQW�EXVLQHVV�GXH�VHFXULW\�EUHDFK� -DQH &KHQ� 1RWH� &\EHU 6HFXULW\� %XOO¶V�(\H RQ 6PDOO
%XVLQHVVHV� �� -� ,17ቴ/ %86� 	 /� ��� ��� �������

��� 6HH 6WHYH 5DJDQ� &RGH 6SDFHV )RUFHG WR &ORVH LWV 'RRUV $IWHU 6HFXULW\ ,QFLGHQW� &62 �-XQH
��� ����� ���� 30�� KWWSV���ZZZ�FVRRQOLQH�FRP�DUWLFOH���������GLVDVWHU�UHFRYHU\�FRGH�VSDFHV�
IRUFHG�WR�FORVH�LWV�GRRUV�DIWHU�VHFXULW\�LQFLGHQW�KWPO� VHH DOVR &KHQ� VXSUD QRWH �� DW ���ተ���

��� $ 6DD6 LV GHILQHG DV ቱD FRPSDQ\ WKDW KRVWV DQ DSSOLFDWLRQ DQG PDNHV LW DYDLODEOH WR
FXVWRPHUV RYHU WKH LQWHUQHW� � � � 7KLV LQIHUV WKDW WKH VRIWZDUH VLWV RQ D 6DD6 FRPSDQ\ቴV VHUYHU ZKLOH
WKH XVHU DFFHVVHV LW UHPRWHO\�ቲ &KULV %URRN� :KDW LV D 6DD6 &RPSDQ\"� ',*,7$/ *8$5',$1 �'HF�
�� ������ KWWSV���GLJLWDOJXDUGLDQ�FRP�EORJ�ZKDW�VDDV�FRPSDQ\� VHH DOVR &KHQ� VXSUD QRWH �� DW ����

��� 6HH 5DJDQ� VXSUD QRWH ���
��� 6HH LG�
��� ,G� �ቱ&RGH 6SDFHV ZLOO QRW EH DEOH WR RSHUDWH EH\RQG WKLV SRLQW� WKH FRVW RI UHVROYLQJ WKLV LVVXH WR

GDWH DQG WKH H[SHFWHG FRVW RI UHIXQGLQJ FXVWRPHUV ZKR KDYH EHHQ OHIW ZLWKRXW WKH VHUYLFH WKH\ SDLG IRU ZLOO
SXW &RGH 6SDFHV LQ D LUUHYHUVLEOH SRVLWLRQ ERWK ILQDQFLDOO\ DQG LQ WHUPV RI RQ JRLQJ FUHGLELOLW\�ቲ��

��� 6HH /RUHQ )� 6HO]QLFN 	 &DURO\Q /D0DFFKLD� &\EHUVHFXULW\ /LDELOLW\� +RZ 7HFKQLFDOO\
6DYY\ &DQ :H ([SHFW 6PDOO %XVLQHVV 2ZQHUV WR %H"� �� -� %86� 	 7(&+� /� ���� ��� ������� /XLV
$� $JXLODU� 7KH 1HHG IRU *UHDWHU )RFXV RQ WKH &\EHUVHFXULW\ &KDOOHQJHV )DFLQJ 6PDOO %XVLQHVV�
8�6� 6(&� 	 (;&+� &200ቴ1 �2FW� ��� ������ KWWSV���ZZZ�VHF�JRY�QHZV�VWDWHPHQW�F\EHUVHFXULW\�
FKDOOHQJHV�IRU�VPDOO�PLGVL]H�EXVLQHVVHV�KWPO�

��� 6HH 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ���� $JXLODU� VXSUD QRWH ��� VHH DOVR &KHQ�
VXSUD QRWH �� DW ����

��� 6HH &KHQ� VXSUD QRWH �� DW ���ተ��� 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ���ተ���
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7KLV 1RWH DUJXHV WKDW� LQ WKH LQWHUHVW RI SUHVHUYLQJ WKH YLDELOLW\ RI VPDOO
EXVLQHVVHV LQ WKH HYHQW RI D F\EHUDWWDFN� &RQJUHVV PXVW WHPSRUDULO\
VWUHDPOLQH WKH FXUUHQW VWDWH�EDVHG VWDWXWRU\ VFKHPH DQG LQGXVWU\�WDUJHWHG
IHGHUDO DSSURDFK WR GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV� 7KHQ�
&RQJUHVV PXVW HQDFW D FRPSUHKHQVLYH GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ
IUDPHZRUN LQ D FHQWUDOL]HG� PXOWL�WLHUHG IHGHUDO SURJUDP� 7KH DSSOLFDELOLW\
RI WKH SURJUDP¶V SURYLVLRQV WR D EXVLQHVV VKRXOG EH VFDOHG LQ DFFRUGDQFH ZLWK
WKH EXVLQHVV¶ VL]H� ILQDQFLDO UHVRXUFHV� DQG LPSOHPHQWDWLRQ RI PLQLPXP
F\EHUVHFXULW\ VWDQGDUGV��� /DVWO\� WKH QHZ IUDPHZRUN PXVW EH FORVHO\
PDQDJHG DQG HQIRUFHG E\ D IHGHUDOO\ FUHDWHG� FHQWUDOL]HG F\EHUVHFXULW\
JRYHUQDQFH RUJDQL]DWLRQ�

3DUW , RI WKLV 1RWH H[SODLQV WKH LQWHJUDO UROH RI VPDOO EXVLQHVVHV LQ
EROVWHULQJ D KHDOWK\ 8�6� HFRQRP\� 3DUW ,, LQWURGXFHV WKH KLVWRU\ RI GDWD
EUHDFKHV DQG WKH UHVXOWLQJ SDWFKZRUN RI VWDWH�EDVHG DQG LQGXVWU\�VSHFLILF
IHGHUDO GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV� 3DUW ,,, DQDO\]HV WKH
LPSDFW RI WKH FXUUHQW GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ OHJDO IUDPHZRUN
RQ WKH YLDELOLW\ RI VPDOO EXVLQHVVHV� 3DUW ,9 H[SORUHV WKH SRWHQWLDO LPSDFW RI
UHFHQWO\ HQDFWHG GDWD SULYDF\ ODZV RQ WKH YLDELOLW\ RI VPDOO EXVLQHVVHV� 3DUW
9 GLVFXVVHV WKH QHHG WR IHGHUDOL]H GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ
ODZV� )LQDOO\� 3DUW 9, SURSRVHV D SODQ IRU &RQJUHVV WR LPSOHPHQW D IHGHUDO
VROXWLRQ WKDW ZLOO EHQHILW EXVLQHVVHV RI DOO VL]HV DQG HTXLS VPDOO EXVLQHVVHV WR
FRPSO\ ZLWK FRQVLVWHQW GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV E\ XVLQJ
WKH ILQDQFLDO DQG WHFKQRORJLFDO UHVRXUFHV VPDOO EXVLQHVVHV DOUHDG\ KDYH
DYDLODEOH�

,� 60$// %86,1(66(6 %8,/' 7+( $0(5,&$1 (&2120<
7KH WHUP ³VPDOO EXVLQHVV´�� FRPPRQO\ HYRNHV D TXDLQW SLFWXUH RI D

ORFDOO\�RZQHG PRP DQG SRS VKRS��� ,Q UHDOLW\� VPDOO EXVLQHVVHV WUDQVFHQG

��� ³&\EHUVHFXULW\´ KDV GLIIHUHQW FRQWH[WXDO DSSOLFDWLRQV� EXW LQ WKH FRQWH[W RI GDWD SURWHFWLRQ
�DQG LQ WKLV 1RWH�� LW UHIHUV WR ³LQIRUPDWLRQ VHFXULW\ PHDVXUHV WKDW FXVWRGLDQV RI FRQVXPHU GDWD WDNH
WR SURWHFW VXFK VHQVLWLYH LQIRUPDWLRQ�´ 'DYLG 7KDZ� 7KH (IILFDF\ RI &\EHUVHFXULW\ 5HJXODWLRQ� ��
*$� 67� 8� /� 5(9� ���� ��� ������ �IRRWQRWHV RPLWWHG��

��� 52%(57 -$< ',/*(5� &21*� 5(6($5&+ 6(59�� 60$// %86,1(66 6,=( 67$1'$5'6� $
+,6725,&$/ $1$/<6,6 2) &217(0325$5< ,668(6 ������� KWWSV���IDV�RUJ�VJS�FUV�PLVF�
5������SGI �VWDWLQJ WKDW WKH 8�6� 6PDOO %XVLQHVV $GPLQLVWUDWLRQ¶V GHILQLWLRQ RI D ³VPDOO EXVLQHVV´
FRQVLGHUV ³VL]H VWDQGDUGV >WKDW@ DUH EDVHG RQ RQH RI IRXU PHDVXUHV� ��� QXPEHU RI HPSOR\HHV� ���
DYHUDJH DQQXDO UHFHLSWV� ��� DYHUDJH DVVHW VL]H DV UHSRUWHG LQ WKH ILUP¶V IRXU TXDUWHUO\ ILQDQFLDO
VWDWHPHQWV IRU WKH SUHFHGLQJ \HDU� RU ��� D FRPELQDWLRQ RI QXPEHU RI HPSOR\HHV DQG EDUUHO SHU GD\
UHILQLQJ FDSDFLW\´�� VHH 6L]H 6WDQGDUGV� 8�6� 60$// %86� $'0,1�� KWWSV���ZZZ�VED�JRY�IHGHUDO�
FRQWUDFWLQJ�FRQWUDFWLQJ�JXLGH�VL]H�VWDQGDUGV �ODVW YLVLWHG 1RY� ��� ������ 8�6� 60$// %86�
$'0,1�� 7$%/( 2) 60$// %86,1(66 6,=( 67$1'$5'6 ������� KWWSV���ZZZ�VED�JRY�VLWHV�
GHIDXOW�ILOHV�ILOHV�6L]HB6WDQGDUGVB7DEOHB�����SGI�

��� 6HH 0DMRU /� &ODUN� ,,, 	 5DGZDQ 1� 6DDGH� 7KH 5ROH RI 6PDOO %XVLQHVV LQ (FRQRPLF
'HYHORSPHQW RI WKH 8QLWHG 6WDWHV� )URP WKH (QG RI WKH .RUHDQ :DU ������ WR WKH 3UHVHQW� 8�6�
60$// %86� $'0,1� �6HSW� �� ������ KWWSV���ZZZ�VED�JRY�DGYRFDF\�UROH�VPDOO�EXVLQHVV�
HFRQRPLF�GHYHORSPHQW�XQLWHG�VWDWHV�HQG�NRUHDQ�ZDU������SUHVHQW� 0LNH 0RIIDWW� 6PDOO %XVLQHVV
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WKHLU OLPLWHG UROH DV PHUH URPDQWLFL]HG LPDJHU\ RI WKH $PHULFDQ 'UHDP���
WKH\ DUH WKH IRXQGDWLRQ RQ ZKLFK WKH UREXVW 8�6� HFRQRP\ VWDQGV��� $V RI
$XJXVW ����� WKHUH ZHUH ���� PLOOLRQ VPDOO EXVLQHVVHV LQ WKH 8QLWHG 6WDWHV
FRPSULVLQJ ����� RI DOO $PHULFDQ EXVLQHVVHV DQG DFFRXQWLQJ IRU QHDUO\ ���
RI SULYDWH VHFWRU HPSOR\PHQW LQ WKH 8QLWHG 6WDWHV��� :LWKRXW VPDOO
EXVLQHVVHV� WKH 8QLWHG 6WDWHV VWDQGV WR ORVH DOPRVW KDOI RI LWV ZRUNIRUFH DQG
PRVW RI LWV LQGHSHQGHQW EXVLQHVVHV���

6PDOO EXVLQHVVHV DUH WKH GULYLQJ IRUFH RI $PHULFDQ HFRQRPLF JURZWK�
$SSUR[LPDWHO\ VHYHQ RXW RI HYHU\ WHQ QHZ MREV DUH FUHDWHG E\ VPDOO
EXVLQHVVHV��� $GGLWLRQDOO\� RI ³KLJK SDWHQWLQJ´ EXVLQHVVHV��� VPDOO EXVLQHVVHV
VSHDUKHDG $PHULFDQ LQQRYDWLRQ DQG HDUQ DQ LPSUHVVLYH SHU�HPSOR\HH UDWH RI
VL[WHHQ WLPHV PRUH SDWHQWV RQ DYHUDJH WKDQ WKHLU ODUJHU FRUSRUDWH
FRXQWHUSDUWV��� )XUWKHU� WKH SULYDWH VHFWRU PDQDJHV PRUH WKDQ ��� RI WKH
FRXQWU\¶V FULWLFDO LQIUDVWUXFWXUH� LQFOXGLQJ LWV VHQVLWLYH GDWD��� 7KH VWDELOLW\ RI
$PHULFD¶V HPSOR\PHQW UDWH� LQQRYDWLYH OHDGHUVKLS� DQG VDIHW\ RI LWV FULWLFDO
LQIUDVWUXFWXUH GHSHQG ODUJHO\ RQ WKH KHDOWK RI LWV VPDOO EXVLQHVV HFRQRP\���

5HFRJQL]LQJ WKH LPSDFW RI VPDOO EXVLQHVV RQ WKH ZHOIDUH RI WKH $PHULFDQ
HFRQRP\� &RQJUHVV KDV KLVWRULFDOO\ LQWHUYHQHG DW WLPHV ZKHQ WKH YLDELOLW\ RI

LQ WKH 8QLWHG 6WDWHV� 7+28*+7&2� �-XO\ �� ������ KWWSV���ZZZ�WKRXJKWFR�FRP�LQWUR�WR�VPDOO�
EXVLQHVV�LQ�WKH�XQLWHG�VWDWHV���������

��� ³7KH $PHULFDQ 'UHDP´ LV D WHUP XVHG WR FDSWXUH WKH VHW RI LGHDOV RI OLIH LQ WKH 8QLWHG 6WDWHV�
6HH $PHULFDQ 'UHDP� 0(55,$0�:(%67(5� KWWSV���ZZZ�PHUULDP�ZHEVWHU�FRP�GLFWLRQDU\�
WKH���$PHULFDQ���GUHDP �ODVW YLVLWHG 1RY� ��� ������

��� 6HH 7KH ,PSRUWDQFH RI 6PDOO %XVLQHVV WR WKH 8�6� (FRQRP\� 8� 0,11� /,%5��
KWWS���RSHQ�OLE�XPQ�HGX�H[SORULQJEXVLQHVV�FKDSWHU�����WKH�LPSRUWDQFH�RI�VPDOO�EXVLQHVV�WR�WKH�X�
V�HFRQRP\ �ODVW YLVLWHG 1RY� ��� ����� >KHUHLQDIWHU ,PSRUWDQFH RI 6PDOO %XVLQHVV@� VHH DOVR &KHQ�
VXSUD QRWH �� DW ����

��� 6HH 8�6� 60$// %86� $'0,1�� ���� 60$// %86,1(66 352),/( � �Q�G���
KWWSV���ZZZ�VED�JRY�VLWHV�GHIDXOW�ILOHV�DGYRFDF\������6PDOO�%XVLQHVV�3URILOHV�86�SGI� VHH DOVR
8�6� 60$// %86� $'0,1�� :+$7¶6 1(: :,7+ 60$// %86,1(66" �������
KWWSV���ZZZ�VED�JRY�VLWHV�GHIDXOW�ILOHV�:KDWV�1HZ�:LWK�6PDOO�%XVLQHVV������SGI�

��� 6HH:+$7¶61(::,7+60$//%86,1(66"� VXSUD QRWH ��� VHH DOVR$PDQGD &DPHURQ�:KDW
LV &RQVLGHUHG $ 6PDOO %XVLQHVV"� 3$75,27 60$// %86� �-XO\ ��� ������
KWWSV���VPDOOEXVLQHVV�SDWULRWVRIWZDUH�FRP�ZKDW�LV�FRQVLGHUHG�VPDOO�EXVLQHVV�FODVVLILFDWLRQ�VL]H
�GHILQLQJ DQ ³LQGHSHQGHQWO\ RZQHG´ VPDOO EXVLQHVV IRU SXUSRVHV RI WKH 8�6� 6PDOO %XVLQHVV
$GPLQLVWUDWLRQ DV RQH WKDW LV ³QRW RZQHG E\ D SDUHQW FRUSRUDWLRQ´��

��� 6WHYH &KDERW� :K\ 6PDOO %XVLQHVV ,V WKH .H\ WR 2XU (FRQRP\� ,1&� �0DU� �� ������
KWWSV���ZZZ�LQF�FRP�VWHYH�FKDERW�EXLOGLQJ�DQ�RSSRUWXQLW\�HFRQRP\�VWDUWV�ZLWK�VPDOO�
EXVLQHVV�KWPO� VHH DOVR0RIIDW� VXSUD QRWH ���

��� 5REHUW /RQJOH\� +RZ 6PDOO %XVLQHVV 'ULYHV 8�6� (FRQRP\� 7+28*+7&2� �0DU� �� ������
KWWSV���ZZZ�WKRXJKWFR�FRP�KRZ�VPDOO�EXVLQHVV�GULYHV�HFRQRP\�������� �H[SODLQLQJ WKDW D ³KLJK
SDWHQWLQJ´ EXVLQHVV LV RQH WKDW LV JUDQWHG ILIWHHQ RU PRUH SDWHQWV SHU IRXU \HDUV��

��� ,G�
��� 6HH 6FRWW -� 6KDFNHOIRUG HW DO��+RZ %XVLQHVVHV &DQ 6XSSRUW &\EHU 3HDFH� ��8� 3$� -� ,17¶/

/� ���� ��� ������� VHH DOVR %ULDQ +DUUHOO� 7KH 3ULYDWH 6HFWRU ,V WKH .H\ WR 6XFFHVV IRU WKH
'HSDUWPHQW RI +RPHODQG 6HFXULW\� &62 �)HE� �� ����� ���� $0�� KWWSV���ZZZ�FVRRQOLQH�FRP�
DUWLFOH���������VHFXULW\�WKH�SULYDWH�VHFWRU�LV�WKH�NH\�WR�VXFFHVV�IRU�WKH�GHSDUWPHQW�RI�KRPHODQG�
VHFXULW\�KWPO�

��� 6HH JHQHUDOO\ ���� 60$// %86,1(66 352),/(� VXSUD QRWH �� �GLVSOD\LQJ VPDOO EXVLQHVV
VWDWLVWLFV DQG WKHLU HFRQRPLF LPSDFW��
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VPDOO EXVLQHVVHV KDV EHHQ DW ULVN��� )RU H[DPSOH� GXULQJ WKH HFRQRPLF
GRZQWXUQ FDXVHG E\ WKH *UHDW 'HSUHVVLRQ DQG :RUOG :DU ,,� PDVVHV RI ZHOO�
HVWDEOLVKHG VPDOO EXVLQHVVHV IDOWHUHG WR SURFXUH EXVLQHVV� DQG PDQ\ IDLOHG���
,Q UHVSRQVH WR WKH FULVLV� &RQJUHVV� YLD WKH 6PDOO %XVLQHVV $FW RI �����
FUHDWHG WKH 8�6� 6PDOO %XVLQHVV $GPLQLVWUDWLRQ �6%$�� DQ DGYRFDF\ DQG
JRYHUQDQFH RUJDQL]DWLRQ LQ VXSSRUW RI VPDOO EXVLQHVVHV��� ,Q GHVFULELQJ WKH
SXUSRVH RI WKH 6PDOO %XVLQHVV $FW� &RQJUHVV DIILUPHG WKH LPSRUWDQFH RI
VPDOO EXVLQHVV VXUYLYDO WR WKH HFRQRP\ E\ ZULWLQJ LQWR WKH ODZ� LQ SDUW�

7KH HVVHQFH RI WKH $PHULFDQ HFRQRPLF V\VWHP RI SULYDWH HQWHUSULVH LV IUHH
FRPSHWLWLRQ� � � � 7KH SUHVHUYDWLRQ DQG H[SDQVLRQ RI VXFK FRPSHWLWLRQ LV
EDVLF QRW RQO\ WR WKH HFRQRPLF ZHOO�EHLQJ EXW WR WKH VHFXULW\ RI WKLV 1DWLRQ�
6XFK VHFXULW\ DQG ZHOO�EHLQJ FDQQRW EH UHDOL]HG XQOHVV WKH DFWXDO DQG
SRWHQWLDO FDSDFLW\ RI VPDOO EXVLQHVV LV HQFRXUDJHG DQG GHYHORSHG� ,W LV WKH
GHFODUHG SROLF\ RI WKH &RQJUHVV WKDW WKH *RYHUQPHQW VKRXOG DLG� FRXQVHO�
DVVLVW� DQG SURWHFW� LQVRIDU DV LV SRVVLEOH� WKH LQWHUHVWV RI VPDOO�EXVLQHVV
FRQFHUQV � � � WR PDLQWDLQ DQG VWUHQJWKHQ WKH RYHUDOO HFRQRP\ RI WKH 1DWLRQ���

&RQJUHVVLRQDO DFWLRQ LQ UHVSRQVH WR WKUHDWV WR WKH YLDELOLW\ RI VPDOO
EXVLQHVVHV LV SDUDPRXQW WR WKHLU VXUYLYDO��� &RQJUHVV FUHDWHG WKH 6%$ WR
HQVXUH WKH VXUYLYDO DQG IXUWKHU WKH LQWHUHVWV RI VPDOO EXVLQHVVHV� ZKLFK
EROVWHUHG $PHULFD¶V RYHUDOO SRVWZDU HFRQRPLF UHSDLU DQG JURZWK��� 6LQFH LWV
LQFHSWLRQ� WKH 6%$ KDV DLGHG LQ WKH VXFFHVV RI VPDOO EXVLQHVVHV WKURXJK

��� 6HH �� 8�6�&� � ����D� ������ �³,W LV WKH GHFODUHG SROLF\ RI WKH &RQJUHVV WKDW WKH *RYHUQPHQW
VKRXOG DLG� FRXQVHO� DVVLVW� DQG SURWHFW� LQVRIDU DV LV SRVVLEOH� WKH LQWHUHVWV RI VPDOO�EXVLQHVV
FRQFHUQV � � � �´��

��� 6HH 5HYLYDO RI 6PDOO %XVLQHVV� &4 5(6($5&+(5� KWWSV���OLEUDU\�FTSUHVV�FRP�FTUHVHDUFKHU�
GRFXPHQW�SKS"LG FTUHVUUH�����������+�B� �ODVW YLVLWHG 1RY� ��� �����

:DUWLPH UHTXLUHPHQWV IRU UDSLG SURGXFWLRQ DQG TXLFN DFWLRQ RQ ZDU FRQWUDFWV KDYH
DFFHQWXDWHG D SUHZDU WUHQG WRZDUG FRQFHQWUDWLRQ � � � � $W WKH VDPH WLPH PDQ\ VPDOO
FRQFHUQV HQJDJHG LQ VHUYLFH DQG GLVWULEXWLRQ DFWLYLWLHV� DQG LQ SURGXFWLRQ RI OX[XU\
JRRGV� KDYH IRXQG LW QHFHVVDU\ WR FXUWDLO RU FHDVH RSHUDWLRQV IRU ODFN RI PDQSRZHU DQG
PDWHULDOV� � � � )HDUV KDYH EHHQ ZLGHO\ H[SUHVVHG WKDW ZDUWLPH FKDQJHV DQG ZKROHVDOH
EXVLQHVV WHUPLQDWLRQV KDYH VRXQGHG WKH GHDWK NQHOO RI VPDOO EXVLQHVV HQWHUSULVH LQ WKH
8QLWHG 6WDWHV�

,G�
��� 6HH $ERXW 6%$� 2UJDQL]DWLRQ� 8�6� 60$// %86� $'0,1�� KWWSV���ZZZ�VED�JRY�DERXW�

VED�RUJDQL]DWLRQ �ODVW YLVLWHG 'HF� ��� ������ 6PDOO %XVLQHVV $FW� 3ROLF\ *XLGDQFH� 8�6� 60$//
%86� $'0,1�� KWWSV���ZZZ�VED�JRY�GRFXPHQW�SROLF\�JXLGDQFH��VPDOO�EXVLQHVV�DFW �ODVW YLVLWHG
'HF� ��� ������ 6PDOO %XVLQHVV $GPLQLVWUDWLRQ� 2))� )('� 5(*�� KWWSV���ZZZ�IHGHUDOUHJLVWHU�JRY�
DJHQFLHV�VPDOO�EXVLQHVV�DGPLQLVWUDWLRQ �ODVW YLVLWHG 1RY� ��� ������ VHH DOVR 6� 5(3� 12� ��������
DW �� �������

��� �� 8�6�&� � ����D�� VHH DOVR 52%(57 -$< ',/*(5� &21*� 5(6($5&+ 6(59�� 6%$¶6 ³��$�
352*5$0´� 29(59,(:� +,6725<� $1' &855(17 ,668(6 � ������� KWWSV���IDV�RUJ�VJS�FUV�PLVF�
5������SGI�

��� 6HH� H�J�� $ERXW 6%$� 6%$ ,QLWLDWLYHV� 8�6� 60$// %86� $'0,1��
KWWSV���ZZZ�VED�JRY�DERXW�VED�RUJDQL]DWLRQ�VED�LQLWLDWLYHV �ODVW YLVLWHG 'HF� ��� ������

��� 6HH0LULW (\DO�&RKHQ�:K\ ,V 6PDOO %XVLQHVV WKH &KLHI %XVLQHVV RI &RQJUHVV"� �� 587*(56
/�-� �� � ������� $ERXW 6%$� 2UJDQL]DWLRQ� VXSUD QRWH ���
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LQLWLDWLYHV SURYLGLQJ DFFHVV WR FDSLWDO� HQWUHSUHQHXULDO HGXFDWLRQ�
LQFHQWLYL]DWLRQ IRU JRYHUQPHQW FRQWUDFWLQJ� DQG JHQHUDO DGYRFDF\��� $V LW GLG
GXULQJ WKH HFRQRPLF GRZQWXUQ IROORZLQJ :RUOG :DU ,,� &RQJUHVV PXVW
DVVHVV WKH HFRQRPLF ULVNV RI WKH FXUUHQW F\EHUVHFXULW\ ODQGVFDSH RQ VPDOO
EXVLQHVVHV DQG DJDLQ DGYRFDWH IRU VXFK EXVLQHVVHV WR HQVXUH WKHLU ORQJHYLW\�

,,� 7+( 5$3,' *52:7+ 2) '$7$ 6(&85,7< 5,6.6 $1'
&855(17 '$7$ 3527(&7,21 $1' %5($&+
127,),&$7,21 /$:6
&\EHUVHFXULW\ FKDOOHQJHV RQ WKH ULVH VLQFH WKH ODWH ����V KDYH

QHFHVVLWDWHG WKH FUHDWLRQ RI ODZV WKDW JRYHUQ WKH SURWHFWLRQ RI FRQVXPHU GDWD
FROOHFWHG E\ EXVLQHVVHV��� +RZHYHU� VPDOO EXVLQHVVHV KDYH VWUXJJOHG WR VWD\
DIORDW LQ WKH ZDNH RI UDSLGO\ JURZLQJ GDWD VHFXULW\ ULVNV�� DQG WKH UHVXOWLQJ
LPSOHPHQWDWLRQ RI GLVMRLQWHG VWDWH�EDVHG DQG LQGXVWU\�VSHFLILF GDWD
SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV� ,Q ���� DORQH� F\EHUFULPLQDOV
WDUJHWHG ��� RI WKH ���� PLOOLRQ VPDOO EXVLQHVVHV LQ WKH 8QLWHG 6WDWHV���
(YHU\ \HDU� RI WKH VPDOO EXVLQHVVHV ZKRVH GDWD LV FRPSURPLVHG� D VWDJJHULQJ
��� IDLO ZLWKLQ D PHUH VL[ PRQWKV GXH WR WKH ORVV RI FRQVXPHU WUXVW� WKH
ILQDQFLDO EXUGHQ RI UHPHG\LQJ WKH EUHDFK� SD\LQJ SHQDOWLHV� DQG UHLPEXUVLQJ
LQYHVWRUV� FRQVXPHUV� DQG RWKHU DIIHFWHG SDUWLHV��� 1HZV PHGLD RXWOHWV WHQG
WR SXEOLFL]H KLJK�SURILOH EUHDFKHV DW ODUJHU FRPSDQLHV GXH WR WKH VXEVWDQWLDO
TXDQWLW\ RI UHFRUGV LQYROYHG��� +RZHYHU� LW LV VPDOOHU ILUPV WKDW DUH PRUH
IUHTXHQWO\ WDUJHWHG E\ F\EHUFULPLQDOV DQG DW WKH JUHDWHVW ULVN RI IDLOLQJ
IROORZLQJ D F\EHUDWWDFN���

��� 6HH $ERXW 6%$� 2UJDQL]DWLRQ� VXSUD QRWH ��� $ERXW 6%$� 6%$ ,QLWLDWLYHV� VXSUD QRWH ���
��� 6HH JHQHUDOO\ &\EHUVHFXULW\� $ 7LPHOLQH� 833(5 0,':(67 6(&85,7< $//,$1&( �)HE� ���

������ KWWSV���XPVD�VHFXULW\�RUJ�F\EHUVHFXULW\�D�WLPHOLQH� 'DWD %UHDFKHV� 35,9� 576�
&/($5,1*+286(� KWWSV���SULYDF\ULJKWV�RUJ�GDWD�EUHDFKHV"WLWOH 	WD[RQRP\BYRFDEXODU\B��BWLG�
�%��' ��� �ODVW YLVLWHG 'HF� ��� ����� �SURYLGLQJ D GRZQORDG OLQN IRU D VSUHDGVKHHW FRQWDLQLQJ
GDWD EUHDFK LQIRUPDWLRQ IURP -DQXDU\ ���� WKURXJK 2FWREHU ������

��� 6HH 7KRPDV .RXORSRXORV� �� 3HUFHQW RI &RPSDQLHV )DLO LQ � 0RQWKV %HFDXVH RI 7KLV �,W¶V
1RW :KDW <RX 7KLQN�� ,1&�� ,1129$7( �0D\ ��� ������ KWWSV���ZZZ�LQF�FRP�WKRPDV�
NRXORSRXORV�WKH�ELJJHVW�ULVN�WR�\RXU�EXVLQHVV�FDQW�EH�HOLPLQDWHG�KHUHV�KRZ�\RX�FDQ�VXUYLYH�
L�KWPO�

��� 6HH � &\EHUVHFXULW\ 6WDWLVWLFV (YHU\ 6PDOO %XVLQHVV 6KRXOG .QRZ LQ ����� $/(57 /2*,&
�0D\ ��� ������ KWWSV���EORJ�DOHUWORJLF�FRP���F\EHUVHFXULW\�VWDWLVWLFV�HYHU\�VPDOO�EXVLQHVV�VKRXOG�
NQRZ�LQ����� >KHUHLQDIWHU � &\EHUVHFXULW\ 6WDWLVWLFV@� (OL]DEHWK /HDU\� /RFDO %XVLQHVVHV D 7DUJHW
IRU 1H[W &\EHUDWWDFNV� &1%& �2FW� ��� ����� ���� $0�� KWWSV���ZZZ�FQEF�FRP������������ORFDO�
EXVLQHVVHV�D�WDUJHW�IRU�QH[W�F\EHUDWWDFNV�KWPO� ���� 60$// %86,1(66 352),/(� VXSUD QRWH ���

��� 6HH &KHQ� VXSUD QRWH �� DW ���� .RXORSRXORV� VXSUD QRWH ���
��� )RU H[DPSOH� D ODUJH� KLJKO\ SXEOLFL]HG GDWD EUHDFK RFFXUUHG DW 7DUJHW VWRUHV LQ ����� ZKLFK

UHVXOWHG LQ WKH H[SRVHG FUHGLW FDUG DQG SHUVRQDO LQIRUPDWLRQ RI RYHU ��� PLOOLRQ RI LWV FRQVXPHUV�
6HH (�PDLO $WWDFN RQ 9HQGRU 6HW 8S %UHDFK DW 7DUJHW� .5(%6 21 6(&85,7< �)HE� ��� ������
KWWSV���NUHEVRQVHFXULW\�FRP���������HPDLO�DWWDFN�RQ�YHQGRU�VHW�XS�EUHDFK�DW�WDUJHW >KHUHLQDIWHU
%UHDFK DW 7DUJHW@� VHH $JXLODU� VXSUD QRWH ��� VHH DOVR ,Q UH 7DUJHW &RUS� &XVWRPHU 'DWD 6HF�
%UHDFK /LWLJ�� �� )� 6XSS� �G ����� ���� �'� 0LQQ� ������ 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ���
DW ����

��� 6HH $JXLODU� VXSUD QRWH ���
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$� 67$7( /$:6

&XUUHQW GDWD EUHDFK QRWLILFDWLRQ ODZV DUH SULPDULO\ PDWWHUV RI VWDWH
OHJLVODWLRQ��� ,Q ����� &DOLIRUQLD HQDFWHG &LYLO &RGH 6HFWLRQV ������� DQG
��������� LQ UHVSRQVH WR WKH WURXEOLQJ LQFUHDVH LQ LGHQWLILFDWLRQ WKHIW� 7KH
QHZ ODZ UHTXLUHG WKDW DOO DJHQFLHV DQG EXVLQHVVHV LQ SRVVHVVLRQ RI SHUVRQDO
LQIRUPDWLRQ IDFLOLWDWH WKH SURPSW GLVFORVXUH RI GDWD EUHDFKHV RU VXVSHFWHG
GDWD EUHDFKHV��� ,Q ����� WKH 3ULYDF\ 5LJKWV &OHDULQJKRXVH UHFRUGHG ��� GDWD
EUHDFKHV��� ZKLFK KDYH VLQFH LQFUHDVHG H[SRQHQWLDOO\ HDFK \HDU��� 7KH
&KRLFH3RLQW GDWD EUHDFK LQ ���� ZDV RQH RI WKH ILUVW WR EH KLJKO\�SXEOLFL]HG�
DQG DV VXFK� YDOLGDWHG &DOLIRUQLD¶V QHZ ODZ� &KRLFH3RLQW� D EXVLQHVV WKDW VHOOV
SHUVRQDO LQIRUPDWLRQ� GLVFRYHUHG WKDW LW KDG LQDGYHUWHQWO\ VROG �������
UHFRUGV FRQWDLQLQJ VXFK LQIRUPDWLRQ WR D FULPLQDO RUJDQL]DWLRQ���
&KRLFH3RLQW LPPHGLDWHO\ QRWLILHG &DOLIRUQLD UHVLGHQWV DV WR WKH XQDXWKRUL]HG
GLVFORVXUH RI WKHLU SHUVRQDO LQIRUPDWLRQ��� 7KLV VZLIW QRWLILFDWLRQ SURWRFRO
SUHYHQWHG WKH SRWHQWLDO IRU DGGLWLRQDO GDPDJHV DQG FRVWV WR DFFUXH KDG
&DOLIRUQLD¶V ODZ QRW EHHQ HQDFWHG�

,Q WKH KDVWH WR FUHDWH ODZV UHTXLULQJ WKH GLVFORVXUH RI GDWD EUHDFKHV
IROORZLQJ &KRLFH3RLQW DQG VHYHUDO RWKHU KLJK�SURILOH EUHDFKHV� HDFK VWDWH
IROORZHG &DOLIRUQLD¶V OHDG��� %\ 0DUFK ����� DOO ILIW\ VWDWHV KDG HQDFWHG GDWD
EUHDFK QRWLILFDWLRQ ODZV��� $V D FRQVHTXHQFH� EXVLQHVVHV RI DOO VL]HV�
ORFDWLRQV� DQG UHYHQXH OHYHOV DUH UHTXLUHG WR FRPSO\ ZLWK EUHDFK QRWLILFDWLRQ
UXOHV WKDW YDVWO\ GLIIHU E\ VWDWH�

%� )('(5$/ /$:6

6HYHUDO IHGHUDO DGPLQLVWUDWLYH DJHQFLHV KDYH DOVR HQDFWHG UHJXODWRU\
JXLGHOLQHV DQG GDWD SURWHFWLRQ ODZV FRYHULQJ D OLPLWHG VFRSH RI LQGXVWU\�

��� 6HH %UHDFK 1RWLILFDWLRQ /DZ ,QWHUDFWLYH 0DS� %$.(5 	 +267(7/(5 //3�
KWWSV���ZZZ�EDNHUODZ�FRP�%UHDFK1RWLILFDWLRQ/DZ0DS �ODVW YLVLWHG 1RY� ��� ����� >KHUHLQDIWHU
,QWHUDFWLYH 0DS@�

��� &$/� &,9� &2'( �� �������� ������� �'HHULQJ� /(;,6 WKURXJK ���� 6HVV���
��� 6HH &,9� &2'( �� �������� �������� 7\OHU 3DHWNDX 	 5R[DQQH 7RUDELDQ�%DVKDUGRXVW�

&DOLIRUQLD 'HDOV ZLWK ,' 7KHIW� 7KH 3URPLVH DQG WKH 3UREOHPV� �� $0� %$5 $66¶1� $%$ %86� /�
6(&� �0D\ ������ KWWSV���ZZZ�DPHULFDQEDU�RUJ�FRQWHQW�GDP�DED�SXEOLFDWLRQV�EOW���������
FDOLQIRUQLD�GHDOV�ZLWK�LG�WKHIW��������DXWKFKHFNGDP�SGI�

��� 'DWD %UHDFKHV� VXSUD QRWH ���
��� 6HH 1DWH /RUG� 7KH +LVWRU\ RI 'DWD %UHDFKHV� ',*,7$/ *8$5',$1 '$7$ ,16,'(5 �$SU� ��

������ KWWSV���GLJLWDOJXDUGLDQ�FRP�EORJ�KLVWRU\�GDWD�EUHDFKHV�
��� 6HH 6DPXHO /HH� 1RWH� %UHDFK 1RWLILFDWLRQ /DZV� 1RWLILFDWLRQ 5HTXLUHPHQWV DQG 'DWD

6DIHJXDUGLQJ 1RZ $SSO\ WR (YHU\RQH� ,QFOXGLQJ (QWUHSUHQHXUV� � (175(35(1(85,$/ %86� /�-�
���� ���±�� �������

��� 6HH %UHDFK RI ,QIRUPDWLRQ� 1$7¶/ &21)� 67� /(*,6/$785(6� KWWS���ZZZ�QFVO�RUJ�UHVHDUFK�
WHOHFRPPXQLFDWLRQV�DQG�LQIRUPDWLRQ�WHFKQRORJ\�RYHUYLHZ�VHFXULW\�EUHDFKHV�DVS[ �ODVW YLVLWHG
6HSW� ��� ������

��� 6HH LG�
��� 6HH -XOLH +HLQ� 1DYLJDWLQJ WKH 6WDWH 'DWD %UHDFK /DZV" $Q (QKDQFHG 5HVRXUFH ,V

$YDLODEOH� '$7$ 35,9$&< 021,725 �6HSW� ��� ������ KWWSV���ZZZ�GDWDSULYDF\PRQLWRU�FRP�GDWD�
EUHDFK�QRWLILFDWLRQ�ODZV�QDYLJDWLQJ�WKH�VWDWH�GDWD�EUHDFK�ODZV�DQ�HQKDQFHG�UHVRXUFH�LV�DYDLODEOH�
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VSHFLILF HQWLWLHV DQG GDWD W\SHV� 7KUHH W\SHV RI GDWD VSHFLILFDOO\ DGGUHVVHG E\
IHGHUDOO\ HQDFWHG ODZV DUH� ��� 3HUVRQDOO\ ,GHQWLILDEOH ,QIRUPDWLRQ �3,,���� ���
FRQVXPHU FUHGLW UHSRUWLQJ LQIRUPDWLRQ� DQG ��� 3URWHFWHG +HDOWK ,QIRUPDWLRQ
�3+,����

7KHRUHWLFDOO\� IHGHUDO GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV VKRXOG
SRVLWLYHO\ LPSDFW WKH SUHVHUYDWLRQ RI VPDOO EXVLQHVVHV� 7KHVH ODZV RIWHQ
FUHDWH GH IDFWR GDWD VHFXULW\ VWDQGDUGV WKDW SUHHPSW DQG WUDQVFHQG WKH VFRSH
RI VWDWH�HQDFWHG VWDWXWHV E\ RIIHULQJ EXVLQHVVHV DFURVV WKH 8QLWHG 6WDWHV D
FRQVLVWHQW IUDPHZRUN XQGHU ZKLFK WR VWUXFWXUH WKHLU GDWD SURWHFWLRQ
SROLFLHV��� 1HYHUWKHOHVV� WKH SUDFWLFDO DSSOLFDWLRQ RI FXUUHQW IHGHUDO GDWD
SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ UHJXODWLRQV WR VPDOO EXVLQHVV LV UDUH
EHFDXVH WKHVH UHJXODWLRQV LPSDFW RQO\ D QDUURZ VFRSH RI GDWD W\SHV�� DQG
EXVLQHVV LQVWLWXWLRQV���

�� 7KH *UDPP�/HDFK�%OLOH\ $FW
,Q ����� &RQJUHVV HQDFWHG WKH *UDPP�/HDFK�%OLOH\ $FW �*/%$����

ZKLFK SODFHV WKH EXUGHQ RQ ILQDQFLDO LQVWLWXWLRQV WR DIILUPDWLYHO\ HQVXUH
DGHTXDWH SURWHFWLRQ DJDLQVW XQDXWKRUL]HG XVH RI WKHLU FRQVXPHUV¶ 3,, YLD
PDQGDWHG PLQLPXP GDWD VHFXULW\ VWDQGDUGV��� ,Q SUDFWLFH� WKLV ODZ¶V
DSSOLFDELOLW\ LV QDUURZ� DV LW RQO\ SHUWDLQV WR D VSHFLILF W\SH RI GDWD²3,,²
KHOG E\ D OLPLWHG VFRSH RI EXVLQHVVHV²ILQDQFLDO LQVWLWXWLRQV��� 7KH */%$
GHILQHV ³ILQDQFLDO LQVWLWXWLRQV´ LGHQWLFDOO\ WR WKH %DQN +ROGLQJ &RPSDQ\ $FW
RI ������� ZKLFK GHVFULEHV VXFK LQVWLWXWLRQV DV WKRVH ³HQJDJLQJ LQ DFWLYLWLHV
WKDW DUH ILQDQFLDO LQ QDWXUH�´�� 'XH WR WKH */%$¶V YDJXH GHILQLWLRQ RI
³ILQDQFLDO LQVWLWXWLRQV�´ LWV DSSOLFDELOLW\ WR FHUWDLQ W\SHV RI EXVLQHVVHV LV
XQFOHDU� +RZHYHU� FRXUWV KDYH FRQVLVWHQWO\ GHFLGHG */%$ FDVHV LQYROYLQJ

��� 6HH &KHQ� VXSUD QRWH �� DW ����
��� 6HH 7KDZ� VXSUD QRWH ��� DW ����
��� 6HH LG� DW ����
��� 2IWHQ� RQO\ RQH RI 3,,� 3+,� RU FRQVXPHU FUHGLW UHSRUWLQJ LQIRUPDWLRQ�
��� 6HH� H�J�� 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ��� �³7KH )7& KDV VXJJHVWHG WKDW� IRU

HFRQRPLF UHDVRQV� LW H[SHFWV OHVV GDWD VHFXULW\ IURP VPDOO EXVLQHVVHV�´��
��� *UDPP�/HDFK�%OLOH\ $FW� �� 8�6�&� �� ����±��� ����±�� �������
��� 6HH (GZDUG -� -DQJHU 	 3DXO 0� 6FKZDUW]� 0RGHUQ 6WXGLHV LQ 3ULYDF\ /DZ� 1RWLFH�

$XWRQRP\� DQG (QIRUFHPHQW RI 'DWD 3ULYDF\ /HJLVODWLRQ� 7KH *UDPP�/HDFK�%OLOH\ $FW�
,QIRUPDWLRQ 3ULYDF\� DQG WKH /LPLWV RI 'HIDXOW 5XOHV� ��0,11� /� 5(9� ����� ����±�� ������ �³7KH
*/% $FW VSHOOV RXW WKUHH UHTXLUHPHQWV IRU GDWD VHFXULW\� ,W FDOOV IRU ILQDQFLDO LQVWLWXWLRQV WR ���
SURWHFW WKH VHFXULW\ DQG FRQILGHQWLDOLW\ RI FXVWRPHU UHFRUGV DQG LQIRUPDWLRQ� ��� SUHYHQW DQ\
DQWLFLSDWHG WKUHDWV RU KD]DUGV WR WKH VHFXULW\ RU LQWHJULW\ RI VXFK UHFRUGV� DQG ��� SUHYHQW
XQDXWKRUL]HG DFFHVV WR XVH RI UHFRUGV WKDW FRXOG UHVXOW LQ ³VXEVWDQWLDO KDUP RU LQFRQYHQLHQFH WR DQ\
FXVWRPHU�´�� /HH� VXSUD QRWH ��� DW ����

��� 6HH �� 8�6�&� � �����N� �������
��� 6HH LG�
��� 6HH LG�
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SULPDULO\ ODUJH EDQNLQJ DQG LQVXUDQFH LQVWLWXWLRQV� UHVXOWLQJ LQ WKH UDUH
MXGLFLDO DSSOLFDELOLW\ RI WKLV ODZ WR VPDOO EXVLQHVVHV���

�� 7KH +HDOWK ,QVXUDQFH 3RUWDELOLW\ DQG $FFRXQWDELOLW\ $FW RI
����

&RQJUHVV HQDFWHG WKH +HDOWK ,QVXUDQFH 3RUWDELOLW\ DQG $FFRXQWDELOLW\
$FW RI ���� �+,3$$��� WR UHVWULFW WKH XQDXWKRUL]HG GLVFORVXUH RI FRQVXPHU
SHUVRQDO KHDOWK LQIRUPDWLRQ��� 6LPLODU WR WKH */%$� +,3$$ RIIHUV FRQVLVWHQW
UXOHV DV WR GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ� EXW LW DSSOLHV QDUURZO\ WR
EXVLQHVVHV LQ SRVVHVVLRQ RI 3+, DQG LV OLPLWHG WR ³KHDOWK SODQV� KHDOWK FDUH
FOHDULQJKRXVHV� DQG KHDOWK FDUH SURYLGHUV ZKR FRQGXFW WKH VWDQGDUG KHDOWK
FDUH WUDQVDFWLRQV HOHFWURQLFDOO\�´�� 7KXV� +,3$$ GRHV QRW DSSO\ WR VPDOO
EXVLQHVVHV� H[FHSW LQ LQVWDQFHV ZKHUH VPDOO EXVLQHVVHV DUH DOVR VPDOO KHDOWK
FDUH SURYLGHUV� VXFK DV SULYDWH PHGLFDO SUDFWLFHV��� +RZHYHU� KHDOWK FDUH DQG
LQVXUDQFH�EDVHG EXVLQHVVHV FRPSULVH RQO\ D FRPELQHG ��� RI DOO VPDOO
EXVLQHVVHV��� &RQVHTXHQWO\� +,3$$¶V SUDFWLFDO DSSOLFDELOLW\ WR VPDOO
EXVLQHVVHV UHPDLQV ORZ�

�� 7KH )HGHUDO 7UDGH &RPPLVVLRQ
,Q ����� &RQJUHVV FUHDWHG WKH )HGHUDO 7UDGH &RPPLVVLRQ �)7&� LQ DQ

HIIRUW WR SURWHFW FRQVXPHUV IURP XQIDLU WUDGH SUDFWLFHV��� ,Q LWV UROH RI
SURWHFWLQJ FRQVXPHUV� WKH )7& KDV HYROYHG� LQ SDUW� WR EH D ³JDS�ILOOHU´ IRU
RWKHU IHGHUDO ODZV UHJXODWLQJ GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ

��� 6HH� H�J�� $P� %DU $VV¶Q Y� )HG� 7UDGH &RPP¶Q� ��� )��G ���� ��� �'�&� &LU� �����
�GHQ\LQJ )7& HQIRUFHPHQW RI DWWRUQH\V XQGHU WKH */%$ EHFDXVH ³DWWRUQH\V DQG ODZ ILUPV� HYHQ LI
YLHZHG DV µLQVWLWXWLRQV�¶ DUH QRW LQVWLWXWLRQV µWKH EXVLQHVV RI ZKLFK LV HQJDJLQJ LQ ILQDQFLDO
DFWLYLWLHV�¶ DV GHILQHG LQ WKH VWDWXWH´�� 4XDGUDQW ,QIR� 6HUYV�� //& Y� /H[LV1H[LV 5LVN 6ROV�� ,QF��
1R� & ������� 6%$� ���� 8�6� 'LVW� /(;,6 ������� DW 
��±�� �1�'� &DO� -XO\ ��� ����� �KROGLQJ
WKDW ³>3ODLQWLII@ KDV IDLOHG WR DOOHJH D FRJQL]DEOH FODLP XQGHU WKH */%$ � � � >EHFDXVH 3ODLQWLII@ GRHV
QRW DOOHJH LQ LWV &RPSODLQW RU FODLP LQ LWV RSSRVLWLRQ EULHI WKDW /H[LV1H[LV LV D µILQDQFLDO LQVWLWXWLRQ�¶
2Q WKDW EDVLV DORQH� WKH */%$ LV LQDSSOLFDEOH WR /H[LV1H[LV´��

��� +HDOWK ,QVXUDQFH 3RUWDELOLW\ DQG $FFRXQWDELOLW\ $FW RI ����� 3XE� /� 1R� �������� ��� 6WDW�
����� VHH 6XPPDU\ RI WKH +,3$$ 3ULYDF\ 5XOH� 8�6� '(3¶7 +($/7+ 	 +80� 6(596� �-XO\ ���
������ KWWSV���ZZZ�KKV�JRY�KLSDD�IRU�SURIHVVLRQDOV�SULYDF\�ODZV�UHJXODWLRQV�LQGH[�KWPO�

��� 6HH &KHQ� VXSUD QRWH �� DW ����
��� 6HH +,3$$ IRU 3URIHVVLRQDOV� 8�6� '(3¶7 +($/7+ 	 +80� 6(596� �-XQH ��� ������

KWWSV���ZZZ�KKV�JRY�KLSDD�IRU�SURIHVVLRQDOV�LQGH[�KWPO�
��� 6HH 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ���±��� +,3$$ IRU 3URIHVVLRQDOV� VXSUD QRWH

���
��� 6HH :KDW ,QGXVWULHV $UH 6PDOO %XVLQHVVHV ,Q"� 8� 0,11� /,%5��

KWWSV���RSHQ�OLE�XPQ�HGX�H[SORULQJEXVLQHVV�FKDSWHU�����ZKDW�LQGXVWULHV�DUH�VPDOO�EXVLQHVVHV�LQ
�ODVW YLVLWHG 2FW� ��� ������

��� 6HH $ERXW WKH )7&� )('� 75$'( &200¶1� KWWSV���ZZZ�IWF�JRY�DERXW�IWF �ODVW YLVLWHG 'HF�
��� ������
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SURWRFROV��� 7KH )7& SXUVXHV GDWD VHFXULW\�UHODWHG DGPLQLVWUDWLYH DFWLRQV
DJDLQVW EXVLQHVVHV HQJDJHG LQ ³XQIDLU RU GHFHSWLYH DFWV RU SUDFWLFHV´ LQ
YLRODWLRQ RI 6HFWLRQ � RI WKH )7& $FW��� 7KHVH DFWLRQV DUH RIWHQ EURXJKW LQ
FRQMXQFWLRQ ZLWK RWKHU IHGHUDO VWDWXWHV� VXFK DV WKH )DLU &UHGLW 5HSRUWLQJ
$FW��� $OWKRXJK WKH )7& GRHV QRW IRUPDOO\ UHVWULFW LWV DFWLRQV WR EXVLQHVVHV
EDVHG RQ VL]H� OLNH LWV IHGHUDO UHJXODWRU\ FRPSDQLRQV� PRVW DFWLRQV DUH
EURXJKW DJDLQVW ODUJHU FRPSDQLHV WKDW GLVFORVH� VHOO� RU DOORZ XQDXWKRUL]HG
DFFHVV WR YDULRXV GDWD W\SHV� LQFOXGLQJ FRQVXPHU FUHGLW UHSRUWLQJ
LQIRUPDWLRQ� ,Q SUDFWLFH� WKH )7& GRHV QRW RIWHQ EULQJ DFWLRQV DJDLQVW VPDOO
EXVLQHVVHV���

7KH FXUUHQW OHJLVODWLYH IUDPHZRUN LPSRVHV LQFRQVLVWHQW GDWD SURWHFWLRQ
DQG EUHDFK QRWLILFDWLRQ JXLGHOLQHV RQ VPDOO EXVLQHVVHV� 6WDWH�HQDFWHG VWDWXWHV
YDU\ VXEVWDQWLYHO\ E\ VWDWH� ZKLOH HTXDOO\ GHILFLHQW LQGXVWU\�VSHFLILF IHGHUDO
ODZV RQO\ JRYHUQ FHUWDLQ GDWD W\SHV ZLWK DSSOLFDELOLW\ WR D OLPLWHG VFRSH RI
EXVLQHVVHV� 7KH UHVXOW LV FRQIXVLRQ DQG LQFUHDVHG GDWD EUHDFK YXOQHUDELOLW\�
DV VPDOO EXVLQHVVHV DUH IRUFHG WR FRPSO\ ZLWK QXPHURXV HQLJPDWLF UXOHV�

,,,� &855(17 '$7$ 3527(&7,21 $1' %5($&+
127,),&$7,21 /$:6 $5( $ 7+5($7 72 7+(
/21*(9,7< 2) 60$// %86,1(66
:LWK UDSLG DGYDQFHV LQ WHFKQRORJ\ IXUWKHU HPEROGHQLQJ F\EHUFULPLQDOV�

DQ H[SRQHQWLDOO\ LQFUHDVLQJ WKUHDW RI F\EHUDWWDFNV ORRPV RYHU VPDOO
EXVLQHVVHV��� &XUUHQW VWDWH�EDVHG GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV
RQO\ FRQWULEXWH WR WKH YXOQHUDELOLW\ RI VPDOO EXVLQHVVHV EHFDXVH VXFK ODZV�
�$� DUH LQFRQVLVWHQWO\ DSSOLHG DQG LPSRVH GLVSURSRUWLRQDWHO\ KLJK SHQDOWLHV�
�%� FRQWDLQ YDU\LQJ GHILQLWLRQV RI LGHQWLFDO WHUPLQRORJ\ DQG GLIIHUHQW
DSSOLFDELOLW\ FULWHULD E\ VWDWH� �&� YDU\ LQ MXGLFLDO LQWHUSUHWDWLRQ E\ VWDWH� �'�
LPSRVH GLIIHUHQW MXULVGLFWLRQDO UHTXLUHPHQWV E\ VWDWH� DQG �(� SODFH WDUJHWV RQ
VPDOO EXVLQHVVHV EHFDXVH RI WKHLU DFFHVV WR GDWD IURP ZRUNLQJ ZLWK ODUJHU
EXVLQHVVHV� $GGLWLRQDOO\� &RQJUHVV KDV IDLOHG WR HQDFW FRPSUHKHQVLYH IHGHUDO
GDWD SURWHFWLRQ ODZV JHDUHG WRZDUG DOO W\SHV RI EXVLQHVVHV DQG GDWD� $V D
UHVXOW� VPDOO EXVLQHVVHV JUDSSOH ZLWK XQQHFHVVDU\ UHJXODWRU\ FRQIXVLRQ DQG
URDGEORFNV WR FRPSOLDQFH���

��� 6HH -HQQLIHU :RRGV� )HGHUDO 7UDGH &RPPLVVLRQ¶V 3ULYDF\ DQG 'DWD 6HFXULW\ (QIRUFHPHQW
XQGHU 6HFWLRQ �� $0� %$5 $66¶1� KWWS���ZHE�DUFKLYH�RUJ�ZHE����������������
KWWS���ZZZ�DPHULFDQEDU�RUJ�JURXSV�\RXQJBODZ\HUV�SXEOLFDWLRQV�WKHB���B���BSUDFWLFHBVHULHV�IHG
HUDOBWUDGHBFRPPLVVLRQVBSULYDF\�KWPO�KWPO �ODVW YLVLWHG )HE� ��� ������

��� 6HH �� 8�6�&� � ���D���� ������� :RRGV� VXSUD QRWH ���
��� :RRGV� VXSUD QRWH ���
��� 6HH 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ����
��� 6HH � &\EHUVHFXULW\ 6WDWLVWLFV� VXSUD QRWH ���
��� 6HH 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ���±���
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6WDWH�HQDFWHG GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ VWDWXWHV RIWHQ GR QRW
UHVWULFW DSSOLFDWLRQ WR D EXVLQHVV EDVHG RQ LWV VL]H� ORFDWLRQ� RU LQFRPH�
,QVWHDG� LQ DQ HIIRUW WR SURWHFW LQWUDVWDWH FRQVXPHUV� WKHVH ODZV DSSO\ WR DOO
EXVLQHVVHV ZLWKLQ WKH 8QLWHG 6WDWHV DQG DUH EURDGO\ EDVHG RQ ZKHWKHU D
EXVLQHVV¶ DIIHFWHG FRQVXPHUV DUH UHVLGHQWV ORFDWHG LQ WKDW VWDWH��� %\ ZD\ RI
H[DPSOH� &DOLIRUQLD¶V GDWD EUHDFK QRWLILFDWLRQ ODZ�� UHTXLUHV WKDW DQ\
EXVLQHVV SRVVHVVLQJ WKH SHUVRQDO LQIRUPDWLRQ RI &DOLIRUQLD UHVLGHQWV FRPSO\
ZLWK WKH EUHDFK QRWLILFDWLRQ UXOHV LQ &DOLIRUQLD ZLWK UHVSHFW WR WKRVH UHVLGHQW
FRQVXPHUV��� 7KXV� LI D VPDOO EXVLQHVV LQ 1HZ 0H[LFR GLVFRYHUV RU VXVSHFWV
D GDWD EUHDFK� LW PXVW ILUVW LGHQWLI\ LWV DIIHFWHG FRQVXPHUV ZKR UHVLGH LQ
&DOLIRUQLD� WKHQ QRWLI\ WKHP RI WKH GDWD EUHDFK LQ DFFRUGDQFH ZLWK WKH
UHTXLUHPHQWV XQGHU &DOLIRUQLD¶V GDWD EUHDFK QRWLILFDWLRQ ODZ��� 1H[W� WKH
VPDOO EXVLQHVV LQ 1HZ 0H[LFR ZRXOG QHHG WR H[SHQG DGGLWLRQDO UHVRXUFHV
LQYHVWLJDWLQJ WKH EUHDFK QRWLILFDWLRQ UHTXLUHPHQWV IRU LWV DIIHFWHG FRQVXPHUV
ORFDWHG LQ HDFK RI WKH RWKHU IRUW\�QLQH VWDWHV� 8OWLPDWHO\� WKH EXVLQHVV PD\
LQFXU FULSSOLQJ FRVWV WR UHPHGLDWH WKH EUHDFK WKDW� DFURVV WKH 8QLWHG 6WDWHV�
DYHUDJHV ���� SHU UHFRUG EUHDFKHG��� ,Q ����� QRQ�HPSOR\HU VPDOO
EXVLQHVVHV HDUQHG DQ DYHUDJH \HDUO\ UHYHQXH RI ���������� $ VPDOO EXVLQHVV
ZLWK WKLV DQQXDO UHYHQXH FRXOG SRWHQWLDOO\ ORVH DOO RI LWV LQFRPH IRU WKH \HDU
LI D PHUH ��� UHFRUGV DUH EUHDFKHG� ZKLFK LV ZHOO ZLWKLQ WKH UHDOP RI
SRVVLELOLW\ IRU D VPDOO EXVLQHVV� )XUWKHU LPSDFWLQJ WKH RYHUDOO FRVW LV WKDW
VRPH VWDWHV KDYH VLJQLILFDQWO\ ODUJHU SHU�UHFRUG PRQHWDU\ SHQDOWLHV WKDQ
RWKHUV� ZKLFK LQ WKH DJJUHJDWH FRXOG IDU H[FHHG D VPDOO EXVLQHVV¶ UHYHQXH���

)ROORZLQJ D GDWD EUHDFK� WKH FLYLO PRQHWDU\ SHQDOWLHV LPSRVHG RQ D VPDOO
EXVLQHVV E\ MXVW RQH VWDWH PD\ WKUHDWHQ LWV YLDELOLW\� OHW DORQH WKH FLYLO
SHQDOWLHV RI RWKHU VWDWHV ZKHUH D VPDOO EXVLQHVV LV DOVR OLNHO\ WR KDYH DIIHFWHG
FXVWRPHUV� ,Q &RPPRQZHDOWK Y� +DQH\� WKH &RPPRQZHDOWK RI
0DVVDFKXVHWWV FRPPHQFHG D FRQVXPHU SURWHFWLRQ DFWLRQ DJDLQVW GHIHQGDQW
+DQH\� D VROR SUDFWLFLQJ UHDO HVWDWH DWWRUQH\� IRU IDLOLQJ WR SURWHFW KLV FOLHQWV¶
SHUVRQDO LQIRUPDWLRQ ZKHQ KH QHJOHFWHG WR VHFXUHO\ GLVSRVH RI WKHLU SHUVRQDO

��� 6HH 3DHWNDX 	 7RUDELDQ�%DVKDUGRXVW� VXSUD QRWH ��� 6WHSKHQ (PEU\� 6WDWH 'DWD %UHDFK
1RWLILFDWLRQ /DZV -XVW *RW &UD]LHU� /$: 7(&+� 72'$< �$SU� ��� ������
KWWSV���ZZZ�ODZWHFKQRORJ\WRGD\�RUJ���������FUD]\�TXLOW�ZRUN�VWDWH�GDWD�EUHDFK�QRWLILFDWLRQ�
ODZV�MXVW�JRW�FUD]LHU�

��� &$/� &,9� &2'( � ������� �'HHULQJ� /(;,6 WKURXJK ���� 6HVV��� VHH 3DHWNDX 	 7RUDELDQ�
%DVKDUGRXVW� VXSUD QRWH ���

��� 6HH 3DHWNDX 	 7RUDELDQ�%DVKDUGRXVW� VXSUD QRWH ���
��� ,G�
��� 6HH 321(021 ,167� //&� ���� &267 2) $ '$7$ %5($&+ 678'<� */2%$/ 29(59,(: ��

������� KWWSV���ZZZ�LQWO[VROXWLRQV�FRP�KXEIV�����B*OREDOB&RVWBRIBDB'DWDB%UHDFKB5HSRUW�SGI�
��� 6HH -DVRQ 1D]DU� �� 6XUSULVLQJ 6WDWLVWLFV $ERXW 6PDOO %XVLQHVV� )25%(6 �6HSW� �� �����

����� $0�� KWWSV���ZZZ�IRUEHV�FRP�VLWHV�MDVRQQD]DU���������������VXUSULVLQJ�VWDWLVWLFV�DERXW�
VPDOO�EXVLQHVVHV���H�F�D���HF��

��� 6HH ,QWHUDFWLYH 0DS� VXSUD QRWH ���
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UHFRUGV��� 7KH 6XSHULRU &RXUW RI 0DVVDFKXVHWWV KHOG WKDW +DQH\¶V DFWLRQV
YLRODWHG WKH 0DVVDFKXVHWWV 6HFXULW\ %UHDFKHV /DZ��� ZKLFK UHTXLUHV
FRPSOLDQFH ZLWK UHJXODWLRQV ³GHVLJQHG WR VDIHJXDUG WKH SHUVRQDO LQIRUPDWLRQ
RI UHVLGHQWV RI WKH FRPPRQZHDOWK�´ DQG WKDW VXFK UHJXODWLRQV DSSO\ WR ³DQ\
SHUVRQ WKDW RZQV RU OLFHQVHV SHUVRQDO LQIRUPDWLRQ DERXW D UHVLGHQW RI WKH
FRPPRQZHDOWK�´�� 3XUVXDQW WR WKH ODZ� WKH 6XSHULRU &RXUW HQWHUHG MXGJPHQW
DJDLQVW +DQH\ IRU FLYLO SHQDOWLHV LQ WKH DPRXQW RI ����������

:KLOH D ODUJH FRUSRUDWH HQWLW\ PD\ QRW EDON DW D PRQHWDU\ SHQDOW\ RI
�������� D VPDOO EXVLQHVV PD\ QRW EH DEOH WR VXUYLYH VXFK D ILQH� 7KH
0DVVDFKXVHWWV ODZ DSSOLHG LQ +DQH\ FRQFHUQV EXVLQHVVHV RI DOO VL]HV DQG
SURWHFWV RQO\ ³WKH SHUVRQDO LQIRUPDWLRQ RI UHVLGHQWV RI WKH FRPPRQZHDOWK�´��
7KXV� +DQH\ PD\ EH H[SRVHG WR DGGLWLRQDO ODZVXLWV DQG PRQHWDU\ SHQDOWLHV
OHYHUDJHG E\ RWKHU VWDWHV¶ GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV���
EHFDXVH WKH FLYLO SHQDOW\ RI ������� LPSRVHG RQ +DQH\ RQO\ UHIOHFWV WKH
SHQDOWLHV IRU KLV FOLHQWV ZKR DUH UHVLGHQWV RI 0DVVDFKXVHWWV LQ YLRODWLRQ RI
0DVVDFKXVHWWV ODZ���

$V GLVFXVVHG DERYH� WKH DYHUDJH QRQ�HPSOR\HU VPDOO EXVLQHVV PDNHV
������� SHU \HDU��� ,Q ����� VROR SUDFWLFLQJ DWWRUQH\V HDUQHG DQ DYHUDJH RI
�������� QDWLRQDOO\��� $VVXPLQJ +DQH\ LV DQ DYHUDJH VROR SUDFWLWLRQHU ZKR
HDUQV DQ DQQXDO VDODU\ RI DSSUR[LPDWHO\ ���� WLPHV PRUH WKDQ WKH DYHUDJH
QRQ�HPSOR\HU VPDOO EXVLQHVV� HYHQ D ������� SHQDOW\ IRU WKH EUHDFK RI
SHUVRQDO LQIRUPDWLRQ RI KLV FOLHQWV ORFDWHG LQ MXVW RQH VWDWH PDNHV XS DERXW
�� RI KLV EXVLQHVV¶ \HDUO\ LQFRPH� 6XFK D ILQDQFLDO KLW FRXOG EH IDWDO WR D
VROR SUDFWLFLQJ DWWRUQH\� OHW DORQH WKH DYHUDJH VPDOO EXVLQHVV� HYHQ LI WKDW
VPDOO EXVLQHVV GRHV QRW KDYH FOLHQWV LQ RWKHU VWDWHV DQG QR DGGLWLRQDO ODZVXLWV
DUH EURXJKW� ,QGHHG� LI RWKHU VWDWHV EURXJKW DFWLRQV DJDLQVW +DQH\ RQ EHKDOI
RI KLV FOLHQWV UHVLGLQJ LQ WKRVH VWDWHV� KH FRXOG EH UHVSRQVLEOH IRU SD\LQJ PRUH
LQ FLYLO SHQDOWLHV WKDQ KH PDNHV LQ RQH \HDU�

��� 6HH &RPPRQZHDOWK Y� +DQH\� 1R� ��������� ����0DVV� 6XSHU� /(;,6 ���� DW 
�±� �0DVV�
'LVW� &W� -DQ� ��� ������

��� 6HH0$66� $11� /$:6 FK� ��+ �/(;,6 WKURXJK ���� /HJLV� 6HVV���
��� 6HH LG� � ��D��
��� 6HH +DQH\� ���� 0DVV� 6XSHU� /(;,6 ���� DW 
��
��� 6HH FK� ��+� � ��D��
��� 6HH (PEU\� VXSUD QRWH ���
��� 6HH +DQH\� ���� 0DVV� 6XSHU� /(;,6 ���� DW 
�±��
��� 1D]DU� VXSUD QRWH ���
��� 0$57,1'$/(�$992� ���� $77251(< &203(16$7,21 5(3257 � �������

KWWSV���ZZZ�PDUWLQGDOH�DYYR�FRP�ZS�FRQWHQW�XSORDGV������$WWRUQH\�&RPSHQVDWLRQ�5HSRUW�SGI�
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$QRWKHU LVVXH LV WKH ODFN RI VWDQGDUGL]HG GHILQLWLRQV RI LGHQWLFDO WHUPV
DPRQJ VWDWH ODZV��� :KLOH WKH WHUP ³SHUVRQDO LQIRUPDWLRQ´ LV XVHG URXWLQHO\
LQ HDFK VWDWH¶V EUHDFK QRWLILFDWLRQ ODZ� WKH GHILQLWLRQ RI ³SHUVRQDO
LQIRUPDWLRQ´ YDULHV GUDVWLFDOO\ IURP VWDWH WR VWDWH��� )RU H[DPSOH� LQ
&DOLIRUQLD� ³SHUVRQDO LQIRUPDWLRQ´ LV GHILQHG DV�

��� $Q LQGLYLGXDO¶V ILUVW QDPH RU ILUVW LQLWLDO DQG ODVW QDPH LQ FRPELQDWLRQ
ZLWK DQ\ RQH RU PRUH RI WKH IROORZLQJ GDWD HOHPHQWV� ZKHQ HLWKHU WKH QDPH
RU WKH GDWD HOHPHQWV DUH QRW HQFU\SWHG� �$� 6RFLDO VHFXULW\ QXPEHU>�@ �%�
'ULYHU¶V OLFHQVH QXPEHU � � � RU RWKHU XQLTXH LGHQWLILFDWLRQ QXPEHU LVVXHG RQ
D JRYHUQPHQW GRFXPHQW>�@ � � � �&� $FFRXQW QXPEHU RU FUHGLW FDUG QXPEHU
LQ FRPELQDWLRQ ZLWK DQ\ UHTXLUHG VHFXULW\ FRGH � � � WKDW ZRXOG SHUPLW DFFHVV
WR DQ LQGLYLGXDO¶V ILQDQFLDO DFFRXQW>�@ �(� 0HGLFDO LQIRUPDWLRQ>�@ �)� +HDOWK
LQVXUDQFH LQIRUPDWLRQ>�@ �)� 8QLTXH ELRPHWULF GDWD>�@ � � � �*� ,QIRUPDWLRQ
RU GDWD FROOHFWHG WKURXJK WKH XVH RU RSHUDWLRQ RI DQ DXWRPDWHG OLFHQVH SODWH
LGHQWLILFDWLRQ V\VWHP>�@ � � � >RU@ ��� $ XVHUQDPH RU H�PDLO DGGUHVV� LQ
FRPELQDWLRQ ZLWK D SDVVZRUG RU VHFXULW\ TXHVWLRQ DQG DQVZHU WKDW ZRXOG
SHUPLW DFFHVV WR DQ RQOLQH DFFRXQW���

,Q ,QGLDQD� ³SHUVRQDO LQIRUPDWLRQ´ LV PRUH QDUURZO\ GHILQHG LQ SDUW DV�
��� D VRFLDO VHFXULW\ QXPEHU� � � � RU � � � ��� DQ LQGLYLGXDO¶V ILUVW DQG ODVW
QDPHV� DQG RQH � � � RU PRUH RI � � � �$� $ GULYHU¶V OLFHQVH QXPEHU>�@ �%� $
VWDWH LGHQWLILFDWLRQ FDUG QXPEHU>�@ �&� $ FUHGLW FDUG QXPEHU>�@ �'� $
ILQDQFLDO DFFRXQW QXPEHU RU GHELW FDUG QXPEHU LQ FRPELQDWLRQ ZLWK D
VHFXULW\ FRGH� SDVVZRUG � � � WKDW ZRXOG SHUPLW DFFHVV WR WKH SHUVRQ¶V
DFFRXQW���

,QGLDQD¶V GHILQLWLRQ RI ³SHUVRQDO LQIRUPDWLRQ´ GRHV QRW LQFOXGH FHUWDLQ
FRPELQDWLRQV RI LQIRUPDWLRQ FRQVLGHUHG ³SHUVRQDO LQIRUPDWLRQ´ LQ
&DOLIRUQLD� $GGLQJ WR WKH FRQIXVLRQ LV WKDW ,QGLDQD¶V DQG &DOLIRUQLD¶V
SURYLVLRQV RYHUODS LQ RWKHU ZD\V� )RU H[DPSOH� ERWK VWDWHV OLPLW WKH PHDQLQJ
RI D EUHDFK RI SHUVRQDO LQIRUPDWLRQ WR XQHQFU\SWHG GDWD� RU HQFU\SWHG GDWD
ZKHUH WKH HQFU\SWLRQ NH\ LV DOVR FRPSURPLVHG���

��� 6HH /HH� VXSUD QRWH ��� DW ���±��� ,QWHUDFWLYH 0DS� VXSUD QRWH ���
��� ,QWHUDFWLYH 0DS� VXSUD QRWH ���
��� &$/� &,9� &2'( � ��������K� �'HHULQJ� /(;,6 WKURXJK ���� 6HVV�� �HPSKDVLV DGGHG�� VHH

/HH� VXSUD QRWH ��� DW ����
��� ,1'� &2'( $11� � ����������� �%XUQV� /(;,6 WKURXJK 3�/� �������� RI ���� �QG 5HJ�

6HVV� RI ���VW *HQHUDO $VVHPE���
��� &RPSDUH &$/� &,9� &2'( � ��������D� �'HHULQJ� /(;,6 WKURXJK ���� 6HVV��� ZLWK ,1'�

&2'( $11� � �����������E���� �%XUQV� /(;,6 WKURXJK 3�/� �������� RI �QG 5HJ� 6HVV� RI ���VW
*HQHUDO $VVHPE���
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$GGLWLRQDOO\� VWDWH�HQDFWHG GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV
GHILQH GLIIHUHQW FLUFXPVWDQFHV E\ ZKLFK WKHLU DSSOLFDELOLW\ LV WULJJHUHG� )RU
H[DPSOH� $UNDQVDV¶ GDWD EUHDFK QRWLILFDWLRQ ODZ RXWOLQHV D VLJQLILFDQW
H[HPSWLRQ WKDW &DOLIRUQLD¶V GRHV QRW� ,Q $UNDQVDV� QRWLILFDWLRQ UHTXLUHPHQWV
GR QRW DSSO\ ZKHQ D ³EXVLQHVV GHWHUPLQHV WKDW WKHUH LV QR UHDVRQDEOH
OLNHOLKRRG RI KDUP WR FXVWRPHUV�´�� 7KLV SURYLVLRQ DOORZV D EXVLQHVV WR HOHFW
QRW WR QRWLI\ LWV DIIHFWHG FRQVXPHUV RI D GDWD EUHDFK LI LW FRQFOXGHV WKDW WKHUH
LV QR UHDVRQDEOH OLNHOLKRRG WKDW KDUP WR LWV FXVWRPHUV ZLOO UHVXOW��� ,Q DGGLWLRQ
WR VPDOO EXVLQHVVHV¶ JHQHUDO ODFN RI VRSKLVWLFDWHG WHFKQRORJLFDO DQG ILQDQFLDO
UHVRXUFHV� VWDWH�EDVHG ODZV WKDW FRQWDLQ YDU\LQJ FULWHULD IRU DSSOLFDELOLW\
LPSHGH VPDOO EXVLQHVVHV IURP LPSOHPHQWLQJ HIIHFWLYH F\EHUVHFXULW\
VWUDWHJLHV WR HQVXUH OHJDO FRPSOLDQFH�

&� ',))(5(1&(6 ,1 7+( -8',&,$/ ,17(535(7$7,21 2) 67$7(�
%$6(' /$:6

(YHQ ZKHQ WKH ODQJXDJH RI D VWDWH�HQDFWHG VWDWXWH LV FOHDU RQ LWV IDFH� WKH
FRXUW KHDULQJ D ODZVXLW PD\ LQWHUSUHW WKH ODZ LQ XQH[SHFWHG ZD\V� PDNLQJ LWV
DSSOLFDWLRQ GLIILFXOW IRU VPDOO EXVLQHVVHV WR DQWLFLSDWH� )RU H[DPSOH� LQ ,Q UH
<DKRR� ,QF� &XVWRPHU 'DWD 6HFXULW\ %UHDFK /LWLJDWLRQ��� WKH 1RUWKHUQ
'LVWULFW RI &DOLIRUQLD UHMHFWHG GHIHQGDQW <DKRR�¶V DUJXPHQW WKDW LW ZDV QRW LQ
EUHDFK RI &DOLIRUQLD¶V &XVWRPHU 5HFRUGV $FW��� <DKRR� FRQWHQGHG WKDW
EHFDXVH &DOLIRUQLD¶V ODZ GHILQHG ³SHUVRQDO LQIRUPDWLRQ´ LQ UHOHYDQW SDUW DV
³DQ LQGLYLGXDO¶V XVHU QDPH RU HPDLO DGGUHVV� LQ FRPELQDWLRQ ZLWK D SDVVZRUG
RU VHFXULW\ TXHVWLRQ DQG DQVZHU WKDW ZRXOG SHUPLW DFFHVV WR DQ RQOLQH
DFFRXQW�´��� LW FRXOG QRW EH LQ EUHDFK VLQFH WKH F\EHUFULPLQDOV ZKR DFFHVVHG
<DKRR�¶V XVHUV¶ H�PDLO DFFRXQWV GLG VR ZLWKRXW REWDLQLQJ WKHLU SDVVZRUGV����
,Q KROGLQJ WKDW WKH LQIRUPDWLRQ VWROHQ VWLOO FRQVWLWXWHG ³SHUVRQDO LQIRUPDWLRQ�´
WKH FRXUW UHDVRQHG WKDW�

��� $5.� &2'( $11� � ����������G� �/(;,6 WKURXJK ���� �VW ([WUDRUGLQDU\ 6HVV��� VHH DOVR
/HH� VXSUD QRWH ��� DW ���±���

��� 6HH /HH� VXSUD QRWH ��� DW ����
��� ,Q UH <DKRR� ,QF� &XVWRPHU 'DWD 6HF� %UHDFK /LWLJ�� 1R� ���0'�������/+.� ���� 8�6�

'LVW� /(;,6 ������ �1�'� &DO� $XJ� ��� ������
��� 6HH &$/� &,9� &2'( � ������� �'HHULQJ� /(;,6 WKURXJK ���� 6HVV���
���� 6HH ,Q UH<DKRR� ,QF� &XVWRPHU 'DWD 6HF� %UHDFK /LWLJ�� 1R� ���0'�������/+.� ���� 8�6�

'LVW� /(;,6 ������� DW 
��� �1�'� &DO� $XJ� ��� ����� �LQWHUQDO TXRWDWLRQ PDUNV RPLWWHG� �TXRWLQJ
&,9� � ��������K���
���� 6HH LG� DW 
���±���
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>(@YHQ LI WKH � � � >E@UHDFK GLG QRW LQYROYH KDFNHUV JDLQLQJ DFFHVV WR XVHUV¶
>H�PDLO@ SDVVZRUGV� 3ODLQWLIIV DOOHJH WKDW WKH � � � >E@UHDFK QRQHWKHOHVV
LQYROYHG KDFNHUV JDLQLQJ DFFHVV WR RWKHU W\SHV RI LQIRUPDWLRQ WKDW >&DO� &LY�
&RGH@ � ��������K� GHILQHV DV ³SHUVRQDO LQIRUPDWLRQ�´ VXFK DV ³VRFLDO
VHFXULW\ QXPEHU>V@�´ ³PHGLFDO LQIRUPDWLRQ�´ RU ³FUHGLW RU GHELW FDUG
QXPEHU>V@�´���

,Q VXP� HYHQ WKRXJK &DOLIRUQLD¶V ODZ FOHDUO\ VWDWHV WKDW ³SHUVRQDO
LQIRUPDWLRQ´ LQ WKH FRQWH[W RI ,Q UH <DKRR� ,QF� FRQVLVWV RI D XVHU QDPH LQ
FRPELQDWLRQ ZLWK D SDVVZRUG� WKH FRXUW KHOG WKH VSHFLILFLW\ RI WKH ODZ¶V
ODQJXDJH ZDV LUUHOHYDQW EHFDXVH WKH F\EHUFULPLQDOV JDLQHG DFFHVV WR WKH
V\VWHPV DV LI WKH\ KDG REWDLQHG WKH SDVVZRUGV SURYLGLQJ WKHP ZLWK
XQDXWKRUL]HG DFFHVV WR <DKRR�¶V XVHUV¶ DGGLWLRQDO SHUVRQDO LQIRUPDWLRQ����
:KLOH <DKRR� LV D ODUJH EXVLQHVV ZLWK WKH ILQDQFLDO UHVRXUFHV WR PDQDJH WKH
PRQHWDU\ EXUGHQ RI VXFK D GHFLVLRQ� D VPDOO EXVLQHVV PD\ QRW EH DEOH WR
VKRXOGHU WKH ILQDQFLDO EORZ� ZKLFK FRXOG RFFXU HYHQ LI LW PDGH D JRRG IDLWK
HIIRUW WR FRPSO\ ZLWK D VWDWH ODZ¶V H[DFW ODQJXDJH� 7KH EXUGHQ RQ VPDOO
EXVLQHVVHV LV XQIDLUO\ LPSRVHG� ,Q RUGHU WR DGHTXDWHO\ VDIHJXDUG DJDLQVW DQG
FRQWHQG ZLWK D EUHDFK� VPDOO EXVLQHVVHV PXVW QRW RQO\ FRQVLGHU KRZ HDFK
VWDWH GHILQHV LWV ODZ¶V WHUPV EXW DOVR WKH ZD\V LQ ZKLFK HDFK VWDWH¶V FRXUWV
PD\ LQWHUSUHW WKH PHDQLQJ RI VXFK WHUPV�

'� -85,6',&7,21$/ 5(48,5(0(176 9$5< ,1 67$7(�%$6(' /$:6

6RPH VWDWHV UHTXLUH WKDW EUHDFK QRWLILFDWLRQ HQIRUFHPHQW DFWLRQV EH
KDQGOHG E\ WKH $WWRUQH\ *HQHUDO �$*� RI WKDW VWDWH� ZKLOH RWKHU VWDWHV DOORZ
D SULYDWH ULJKW RI DFWLRQ WR VXH���� 7KH UHVXOW RI WKLV GLIIHUHQFH LQ SUDFWLFH LV
WKDW D FRXUW PD\ H[SHQG DOUHDG\ VFDUFH SHUVRQQHO UHVRXUFHV� DQG SDUWLHV PD\
VXVWDLQ HIIRUW DQG XQQHFHVVDU\ FRVWV OLWLJDWLQJ D FDVH WR ODWHU GLVFRYHU WKH
FODLP FDQ RQO\ EH EURXJKW E\ WKDW VWDWH¶V $*� /LNHZLVH� D FRPSODLQW PD\ EH
ORGJHG ZLWK D VWDWH¶V $* ZKHQ� DIWHU WLPH DQG PRQH\ LV VSHQW SXUVXLQJ WKDW
FRPSODLQW� WKH $* LQIRUPV WKH FRPSODLQDQW WKDW KH RU VKH PXVW EULQJ WKH
DFWLRQ EHIRUH D VWDWH FRXUW�

,Q &RPPXQLW\ %DQN RI 7UHQWRQ Y� 6FKQXFN 0DUNHWV� GHIHQGDQW 6FKQXFN
IHOO YLFWLP WR D GDWD EUHDFK WKDW FRPSURPLVHG WKH GDWD RI DSSUR[LPDWHO\ ���
PLOOLRQ FUHGLW FDUGV IURP LWV VHYHQW\�QLQH VWRUHV���� 3ODLQWLII 7UHQWRQ DOOHJHG
WKDW 6FKQXFN IDLOHG WR WLPHO\ UHSRUW WKH EUHDFK WR LWV FRQVXPHUV LQ YLRODWLRQ
RI 0LVVRXUL¶V EUHDFK QRWLILFDWLRQ ODZ���� 7UHQWRQ FODLPHG 6FKQXFN KDG
GLVFRYHUHG WKH EUHDFK RQ 0DUFK ��� ���� DQG GLG QRW UHSRUW WKH EUHDFK WR

���� 6HH LG� DW 
����
���� 6HH LG� DW 
����
���� 6HH ,QWHUDFWLYH 0DS� VXSUD QRWH ���
���� 6HH &PW\� %DQN RI 7UHQWRQ Y� 6FKQXFN 0NWV�� ,QF�� 1R� ���FY�������0-5� ���� 8�6� 'LVW�

/(;,6 ������ DW 
�±� �6�'� ,OO� 0D\ �� ������
���� 02� 5(9� 67$7� � ���������� �/(;,6 WKURXJK ���WK *HQHUDO $VVHPE�� ���� OHJLVODWLRQ DQG

WKH �VW H[WUD 6HVV���
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FRQVXPHUV XQWLO HOHYHQ GD\V ODWHU� ZKLFK DOORZHG IRU DQ DGGLWLRQDO �������
FUHGLW FDUG QXPEHUV WR EH FRPSURPLVHG���� $OWKRXJK WKH FRXUW UHFRJQL]HG WKH
DOOHJDWLRQV DV SRWHQWLDOO\ YDOLG���� LW JUDQWHG 6FKQXFN¶V PRWLRQ WR GLVPLVV�
VWDWLQJ WKDW ³0LVVRXUL¶V � � � GDWD EUHDFK QRWLILFDWLRQ VWDWXWH H[FOXVLYHO\
EHVWRZV WKH SRZHU WR SURVHFXWH YLRODWLRQV XSRQ WKH 0LVVRXUL $WWRUQH\
*HQHUDO´ DQG WKDW LW ³ZLOO QRW UHDG DGGLWLRQDO >MXGLFLDO@ GXWLHV LQWR D ODZ
FDUHIXOO\ FUDIWHG E\ WKH OHJLVODWXUH�´��� 7KH FRXUW IXUWKHU H[SODLQHG WKDW DQ
DUJXPHQW EURXJKW E\ 7UHQWRQ EDVHG XSRQ WKH GHFLVLRQ LQ ,Q UH 7DUJHW &RUS�
&XVWRPHU 'DWD 6HFXULW\ %UHDFK /LWLJDWLRQ� ZKHUHLQ WKH 0LQQHVRWD FRXUW
SXQLVKHG 7DUJHW IRU IDLOLQJ WR HQFU\SW LWV FXVWRPHUV¶ GDWD� KDG QR DSSOLFDELOLW\
LQ WKLV FDVH EHFDXVH ³WKH 7DUJHW FRXUW UHOLHG � � � XSRQ GDWD VHFXULW\ SURYLVLRQV
XQLTXH WR 0LQQHVRWD ODZ²SURYLVLRQV ZKLFK KDYH QR DQDORJXH LQ 0LVVRXUL
ODZ�´���

(� 67$7(�%$6(' /$:6 ,0326(' 21 60$// %86,1(66(6 $5(
5,6.< 72 /$5*( %86,1(66(6

/DUJH EXVLQHVVHV KDYH WKH ILQDQFLDO UHVRXUFHV DQG OHJDO SURZHVV WR
FRPSO\ ZLWK HDFK RI WKH ILIW\ VWDWHV¶ ODZV� EXW WKH\ WRR FDQ ULVN GDWD EUHDFK
H[SRVXUH EHFDXVH RI WKH XQMXVW DSSOLFDWLRQ RI WKRVH ODZV WR VPDOO EXVLQHVVHV�
'DWD EUHDFK RIWHQ RFFXUV WKURXJK VPDOO EXVLQHVVHV WKDW SURYLGH ODUJH
EXVLQHVVHV ZLWK PDWHULDOV� VXSSOLHV� DQG ODERU� 6XFK VPDOO EXVLQHVVHV RIWHQ
KDYH DQ HOHFWURQLF FRQQHFWLRQ WR WKH ODUJH FRPSDQLHV IRU ZKLFK WKH\ SHUIRUP
ZRUN� &\EHUFULPLQDOV WKHQ H[SORLW WKHVH HOHFWURQLF FRQQHFWLRQV WR LQILOWUDWH
WKH ODUJH EXVLQHVVHV¶ V\VWHPV���� *LYHQ WKH EUHDGWK RI VPDOO EXVLQHVV
UHODWLRQVKLSV WR ODUJH EXVLQHVVHV� WKH H[SRVXUH RI GDWD EUHDFK WR ODUJH
EXVLQHVVHV LV PDVVLYH�

6PDOO ILUPV FRPSOHPHQW ODUJH ILUPV LQ D QXPEHU RI ZD\V� 7KH\ VXSSO\
PDQ\ RI WKH FRPSRQHQWV QHHGHG E\ ELJ FRPSDQLHV� )RU H[DPSOH� WKH 8�6�
DXWRPDNHUV GHSHQG RQ PRUH WKDQ ����� VXSSOLHUV WR SURYLGH WKHP ZLWK WKH
SDUWV QHHGHG WR PDNH WKHLU FDUV� � � � >7@KHUH DUH KXQGUHGV RI VPDOOHU
FRPSDQLHV WKDW SURYLGH D VXEVWDQWLDO SRUWLRQ RI WKH ����� WR ������ SDUWV
WKDW JR LQWR HDFK YHKLFOH����

,Q 1RYHPEHU ����� KDFNHUV LQVWDOOHG PDOZDUH LQ 7DUJHW¶V FRPSXWHU
V\VWHP WR VWHDO WKH SHUVRQDO FRQVXPHU SD\PHQW LQIRUPDWLRQ RI DSSUR[LPDWHO\

���� 6HH &PW\� %DQN RI 7UHQWRQ� ���� 8�6� 'LVW� /(;,6 ������ DW 
��
���� 6HH LG� DW 
��
���� ,G� DW 
�� VHH DOVR 0F1HLO Y� %HVW %X\ &R�� 1R� ����&9���� -&+� ���� 8�6� 'LVW� /(;,6

������ DW 
�� �(�'� 0R� $SU� �� ����� �FLWLQJ 02� 5(9� 67$7� � ���������� �³7KH DWWRUQH\ JHQHUDO
VKDOO KDYH H[FOXVLYH DXWKRULW\ WR EULQJ DQ DFWLRQ WR REWDLQ DFWXDO GDPDJHV IRU � � � YLRODWLRQ RI WKLV
VHFWLRQ � � � �´���
���� &PW\� %DQN RI 7UHQWRQ� ���� 8�6� 'LVW� /(;,6 ������ DW 
�±���
���� 6HH� H�J�� %UHDFK DW 7DUJHW� VXSUD QRWH ���
���� 6HH ,PSRUWDQFH RI 6PDOO %XVLQHVV� VXSUD QRWH ���
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�� PLOOLRQ SHRSOH GXULQJ WKH EXV\ KROLGD\ VKRSSLQJ VHDVRQ���� (DUOLHU LQ
����� 7DUJHW KDG VSHQW RYHU ���� PLOOLRQ WDNLQJ F\EHUVHFXULW\ SUHFDXWLRQV����
,W ZDV ODWHU GLVFRYHUHG WKDW WKH KDFNHUV ZHUH DEOH WR REWDLQ DQG OHYHUDJH WKH
YHQGRU ORJLQ LQIRUPDWLRQ RI )D]LR 0HFKDQLFDO 6HUYLFHV� D VPDOO +9$&
EXVLQHVV ZRUNLQJ IRU 7DUJHW� WR DFFHVV 7DUJHW¶V SD\PHQW V\VWHP���� 3XUVXDQW
WR 0LQQHVRWD ODZ� 7DUJHW SDLG D ��� PLOOLRQ FODVV VHWWOHPHQW LQ FRQQHFWLRQ
ZLWK WKH GDWD EUHDFK���� :KHQ DOO ZDV VDLG DQG GRQH� 7DUJHW¶V EUHDFK FRVW WKH
FRPSDQ\ DQ DJJUHJDWH ���� PLOOLRQ LQ SHQDOWLHV� VHWWOHPHQWV� DQG
UHPHGLDWLRQ RI WKH EUHDFK���� )D]LR 0HFKDQLFDO 6HUYLFHV VWLOO DSSHDUV WR EH
RSHUDWLQJ� EXW RQH RI WKH ODUJHVW GDWD EUHDFKHV LQ KLVWRU\ LV QRZ DVVRFLDWHG
ZLWK LWV EXVLQHVV� ZKLFK OLNHO\ KDV D ODVWLQJ QHJDWLYH LPSDFW RQ LWV UHSXWDWLRQ�

$ VWDQGDUGL]HG DSSURDFK WR GDWD SURWHFWLRQ SUHYHQWV WKH OLNHOLKRRG RI D
GDPDJLQJ GDWD EUHDFK WR D ODUJH EXVLQHVV WKURXJK LWV UHODWLRQVKLS ZLWK D VPDOO
EXVLQHVV� EHFDXVH EXVLQHVVHV RI DOO VL]HV FDQ FRPSO\ ZLWK D FOHDU VHW RI GDWD
VHFXULW\ VWDQGDUGV� 7KLV� LQ WXUQ� IUHHV XS RYHUEXUGHQHG MXGLFLDO UHVRXUFHV DQG
HQVXUHV WKDW WKH ODZ LV MXVWO\ DSSOLHG WR DOO HQWLWLHV�

$GGLWLRQDOO\� FXUUHQW VWDWH�EDVHG VWDWXWHV W\SLFDOO\ DGGUHVV EUHDFK
QRWLILFDWLRQ UHTXLUHPHQWV� EXW WKRVH VWDWXWHV VKRXOG GR PRUH E\ HVWDEOLVKLQJ
PLQLPXP VHFXULW\ UHTXLUHPHQWV WR SUHYHQW EUHDFK���� 2QH RI WKH JUHDWHVW ULVNV
WR D VPDOO EXVLQHVV H[SHULHQFLQJ D EUHDFK LV WKH ORVV RI WKH EXVLQHVV GXH WR
WKH ILQDQFLDO UDPLILFDWLRQV RI D EUHDFK� 3UHYHQWDWLYH PHDVXUHV� LI FRQVLVWHQW�
DFFHVVLEOH� DQG XQGHUVWRRG� FRXOG EH OHVV FRVWO\ RYHU WLPH� &RQJUHVV PXVW
WDNH DFWLRQ WR FUHDWH D FOHDU� FRPSUHKHQVLYH F\EHUVHFXULW\ IUDPHZRUN ZLWK
VPDOO EXVLQHVV FRPSOLDQFH LQ PLQG�

)� &21*5(66 +$6 )$,/(' 72 (1$&7 ())(&7,9( )('(5$/ '$7$
/$:6

&RQJUHVV KDV IDLOHG DW VHYHUDO DWWHPSWV WR SDVV PRUH FRPSUHKHQVLYH
IHGHUDO UHJXODWLRQV ZLWK UHJDUG WR GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ����
%HJLQQLQJ LQ ����� 9HUPRQW 6HQDWRU 3DWULFN /HDK\ LQWURGXFHG WKH 3HUVRQDO
'DWD 3ULYDF\ DQG 6HFXULW\ $FW WR WKH ���WK &RQJUHVV� D ELOO LQWHQGHG ³>W@R

���� ,Q UH 7DUJHW &RUS� &XVWRPHU 'DWD 6HF� %UHDFK /LWLJ�� �� )� 6XSS� �G ���� �'� 0LQQ� ������
VHH0DJJLH 0F*UDWK� 7DUJHW 'DWD %UHDFK 6SLOOHG ,QIR RQ DV 0DQ\ DV �� 0LOOLRQ &XVWRPHUV�
)25%(6 �-DQ� ��� ����� ���� $0�� KWWS���ZZZ�IRUEHV�FRP�VLWHV�PDJJLHPFJUDWK������������WDUJHW�
GDWD�EUHDFK�VSLOOHG�LQIR�RQ�DV�PDQ\�DV����PLOOLRQ�FXVWRPHUV����GOI�ID�EGO� 0LFKDHO 5LOH\ HW
DO�� 0LVVHG $ODUPV DQG �� 0LOOLRQ 6WROHQ &UHGLW &DUG 1XPEHUV� +RZ 7DUJHW %OHZ ,W� %/220%(5*
%86� �0DU� ��� ����� ����� $0�� KWWS���ZZZ�EORRPEHUJ�FRP�EZ�DUWLFOHV������������WDUJHW�
PLVVHG�DODUPV�LQ�HSLF�KDFN�RI�FUHGLW�FDUG�GDWD�
���� 6HH 5LOH\ HW DO�� VXSUD QRWH ����
���� 6HH %UHDFK DW 7DUJHW� VXSUD QRWH ���
���� 6HH &KHQ� VXSUD QRWH �� DW ����
���� 6HH 1DWDOLH *DJOLRUGL� 7DUJHW 4� %RRVWHG E\ 2QOLQH� 'LJLWDO &KDQQHOV� 'DWD %UHDFK 7DOOLHG

���� 0LOOLRQ� ='1(7 �)HE� ��� ������ KWWSV���ZZZ�]GQHW�FRP�DUWLFOH�WDUJHW�T��
���� 6HH� H�J�� /RUG� VXSUD QRWH �� �SURYLGLQJ H[DPSOHV RI GDWD EUHDFKHV GXH WR F\EHUVHFXULW\

YXOQHUDELOLWLHV��
���� 6HH /HH� VXSUD QRWH ��� DW ����
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SUHYHQW DQG PLWLJDWH LGHQWLW\ WKHIW� WR HQVXUH SULYDF\� WR SURYLGH QRWLFH RI
VHFXULW\ EUHDFKHV� DQG WR HQKDQFH FULPLQDO SHQDOWLHV� ODZ HQIRUFHPHQW
DVVLVWDQFH� DQG RWKHU SURWHFWLRQV DJDLQVW VHFXULW\ EUHDFKHV� IUDXGXOHQW DFFHVV�
DQG PLVXVH RI SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ�´��� 7KH SURSRVHG ELOO
HQGHDYRUHG WR IHGHUDOL]H VWDWH�EDVHG EUHDFK QRWLILFDWLRQV ODZV E\ LPSRVLQJ D
FRQVLVWHQW� VL[W\ GD\ QRWLILFDWLRQ WLPHOLQH DQG IHGHUDO SHQDOWLHV IRU
QRQFRPSOLDQFH���� 8QOLNH VWDWH ODZV� KRZHYHU� WKH ELOO ZRXOG KDYH IXUWKHU
REOLJDWHG EXVLQHVVHV LQ SRVVHVVLRQ RI 3,, WR LPSOHPHQW D PLQLPXP VWDQGDUG
RI GDWD VHFXULW\ PHDVXUHV���� 8QIRUWXQDWHO\� ZKLOH 6HQDWRU /HDK\ EURXJKW WKH
ELOO WR &RQJUHVV HDFK \HDU XQWLO ����� GLIIHUHQFHV LQ WKH +RXVH RI
5HSUHVHQWDWLYHV DQG WKH 6HQDWH UHVXOWHG LQ GLVDJUHHPHQWV WKDW HQVXUHG LW ZDV
QHYHU HQDFWHG LQWR ODZ����

2QH RI WKH PRVW FRPSUHKHQVLYH F\EHUVHFXULW\ ODZV SURSRVDOV LQWURGXFHG
WR &RQJUHVV ZDV WKH &\EHUVHFXULW\ $FW RI ����� ZKLFK SURPRWHG WKH FRQFHSWV
RI SHQDOW\�IUHH VKDULQJ RI F\EHUVHFXULW\ WKUHDWV EHWZHHQ WKH SULYDWH VHFWRU
DQG WKH IHGHUDO JRYHUQPHQW� SURWHFWLRQ RI FUXFLDO SXEOLF LQIUDVWUXFWXUH VXFK
DV ZDWHU DQG HOHFWULFLW\ LQ FDVH RI F\EHUDWWDFN� DQG DXWKRULW\ JUDQWHG WR WKH
'HSDUWPHQW RI +RPHODQG 6HFXULW\ �'+6� WR PDQDJH IHGHUDO F\EHUVHFXULW\
HIIRUWV���� 7KH ELOO ZDV SURPLVLQJ� EXW LW ZDV XOWLPDWHO\ UHMHFWHG IRU SDUWLVDQ
FRQFHUQV WKDW LW JUDQWHG H[FHVVLYH SRZHU WR WKH IHGHUDO JRYHUQPHQW���� 7KLV
LV FRXQWHULQWXLWLYH� DV WKH RYHUZKHOPLQJ� FRQVWDQWO\�HYROYLQJ F\EHUVHFXULW\
ODQGVFDSH WKUHDWHQV WKH HQWLUH HFRQRP\ RQ D QDWLRQDO VFDOH� WKXV� LW VKRXOG EH
DGGUHVVHG E\ WKH IHGHUDO JRYHUQPHQW� ZKLFK KDV WKH UHVRXUFHV� H[SHUWLVH� DQG
SHUVRQQHO WR VWD\ DKHDG RI PRYLQJ WDUJHWV�

7KH ���WK &RQJUHVV ILQDOO\ HQDFWHG D ELSDUWLVDQ ELOO LQ $XJXVW ���� WKDW
SURPLVHG WR KDYH D SRVLWLYH LPSDFW RQ VPDOO EXVLQHVVHV E\ RIIHULQJ FRKHVLYH
F\EHUVHFXULW\ JXLGHOLQHV� 7KH ELOO LV NQRZQ DV WKH 1DWLRQDO ,QVWLWXWH RI
6WDQGDUGV DQG 7HFKQRORJ\ �1,67� 6PDOO %XVLQHVV &\EHUVHFXULW\ $FW����
1,67 ZDV ERUQ IURP WKH &\EHUVHFXULW\ (QKDQFHPHQW $FW RI ����� D
ELSDUWLVDQ LQLWLDWLYH SDVVHG E\ WKH ���WK &RQJUHVV WKDW HQDEOHG WKH GLUHFWRU RI
1,67 WR ZRUN ZLWK HQWLWLHV LQ WKH SULYDWH VHFWRU WR VWUHDPOLQH F\EHUVHFXULW\

���� 6HH 3HUVRQDO 'DWD 3ULYDF\ DQG 6HFXULW\ $FW RI ����� 6� ����� ���WK &RQJ� ������� 3HUVRQDO
'DWD 3ULYDF\ DQG 6HFXULW\ $FW RI ����� 6� ����� ���WK &RQJ� ������� %UHWW 9� 1HZPDQ� 1RWH�
+DFNLQJ WKH &XUUHQW 6\VWHP� &RQJUHVV¶ $WWHPSW WR 3DVV 'DWD 6HFXULW\ DQG %UHDFK 1RWLILFDWLRQ
/HJLVODWLRQ� ���� 8� ,//� -�/� 7(&+� 	 32/¶< ���� ��� �������
���� 6HH 1HZPDQ� VXSUD QRWH ���� DW ����
���� 6HH LG�
���� 6HH LG�
���� 6HH &\EHUVHFXULW\ $FW RI ����� 6� ����� ���WK &RQJ� ������� -HQQLIHU 5L]]R� &\EHUVHFXULW\

%LOOV )DLO LQ 6HQDWH� &11 �$XJ� �� ����� ���� 30�� KWWSV���ZZZ�FQQ�FRP������������
SROLWLFV�F\EHUVHFXULW\�DFW�LQGH[�KWPO�
���� 6HH 5L]]R� VXSUD QRWH ����
���� 6HH 1,67 6PDOO %XVLQHVV &\EHUVHFXULW\ $FW� 3XE� /� 1R� �������� ��� 6WDW� ���� �������

.HYLQ 7RZQVHQG� 1,67 6PDOO %XVLQHVV &\EHUVHFXULW\ $FW %HFRPHV /DZ� 6(&85,7<:.� �$XJ� ���
������ KWWSV���ZZZ�VHFXULW\ZHHN�FRP�QLVW�VPDOO�EXVLQHVV�F\EHUVHFXULW\�DFW�EHFRPHV�ODZ�
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JXLGHOLQHV���� 7KH 1,67 6PDOO %XVLQHVV &\EHUVHFXULW\ $FW DLPV WR GLUHFW
DFFHVVLEOH PLQLPXP GDWD VHFXULW\ VWDQGDUGV VSHFLILFDOO\ DW VPDOO
EXVLQHVVHV���� 7KHUH LV JUHDW RSWLPLVP VXUURXQGLQJ WKLV ODZ���� EXW LW PD\ EH
PLVJXLGHG� 7KH F\EHUVHFXULW\ IUDPHZRUN JXLGHOLQHV��� SURSDJDWHG E\ 1,67
IDOO VKRUW RI PHHWLQJ LWV JRDO� $OWKRXJK WKH JXLGHOLQHV KHOS VPDOO EXVLQHVVHV
LGHQWLI\ WKHLU YXOQHUDELOLWLHV���� WKH\ GR QRW SURYLGH VXFK EXVLQHVVHV ZLWK WKH
LQIRUPDWLRQDO DQG ILQDQFLDO UHVRXUFHV WR PLWLJDWH WKHP� )XUWKHU� WKH 1,67
6PDOO %XVLQHVV &\EHUVHFXULW\ $FW JXLGHOLQHV DUH QRW PHDQW WR EH UHJDUGHG DV
ODZ RU UHJXODWRU\ UHTXLUHPHQWV� DQG WKH\ GR QRW SUHHPSW VWDWH�EDVHG ODZV�
,QVWHDG� WKHVH JXLGHOLQHV DUH VLPSO\ VXJJHVWLRQV IRU VPDOO EXVLQHVVHV WR
HVWDEOLVK D VWUDWHJLF F\EHUVHFXULW\ VFKHPH���� :KLOH 1,67 GRHV RIIHU VPDOO
EXVLQHVVHV F\EHUVHFXULW\ WUDLQLQJ LQ FRPSOLDQFH ZLWK LWV VXJJHVWHG
JXLGHOLQHV���� LW LV XQOLNHO\ WKDW VXFK D SURJUDP ZLOO JDLQ VLJQLILFDQW WUDFWLRQ
LI LW LV QRW UHTXLUHG E\ ODZ����

$V HYLGHQFHG E\ LWV IDLOXUH WR HQDFW VHYHUDO SURSRVHG F\EHUVHFXULW\ ELOOV�
&RQJUHVV KDV WR GDWH DGGUHVVHG RQO\ VRPH RI WKH GHILFLHQFLHV LPSDFWLQJ VPDOO
EXVLQHVV E\ FUHDWLQJ WKH 6%$���� &RQJUHVV PXVW PRYH SDVW SDUWLVDQ FRQFHUQV
WR SULRULWL]H WKH HQDFWPHQW RI HQIRUFHDEOH IHGHUDO F\EHUVHFXULW\ ODZV DQG
HQVXUH WKH YLDELOLW\ RI VPDOO EXVLQHVVHV�

7KH 6%$ VKRXOG QRW EH RYHUORRNHG DV D SRZHUIXO DGYRFDWH IRU WKH
IHGHUDOL]DWLRQ RI GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZV� $V SDUW RI WKH
6PDOO %XVLQHVV 5HDXWKRUL]DWLRQ $FW RI �������� WKH 6%$ LQWURGXFHG WKH
+LVWRULFDOO\ 8QGHUXWLOL]HG %XVLQHVV =RQHV �+8%=RQH� FRQWUDFWLQJ

���� 6HH &\EHUVHFXULW\ (QKDQFHPHQW $FW RI ����� 3XE� /� 1R� �������� ��� 6WDW� ���� �������
)DGMD 7DVVH\� &XUUHQW 7RSLFV LQ ,QWHUQHW /DZ 'DWD %UHDFK /LDELOLW\� 6(721 +$// 8� �������
KWWS���VFKRODUVKLS�VKX�HGX�VWXGHQWBVFKRODUVKLS����� &DOHE 6NHDWK� &RQJUHVV 3DVVHV )LYH
&\EHUVHFXULW\ %LOOV� ,16,'( 35,9$&< �'HF� ��� ������ KWWSV���ZZZ�LQVLGHSULYDF\�FRP�XQLWHG�
VWDWHV�FRQJUHVV�SDVVHV�IRXU�F\EHUVHFXULW\�ELOOV�
���� 6HH 7RZQVHQG� VXSUD QRWH ����
���� 6HH (YDQ :ROII HW DO�� )LQDOO\� &\EHU +HOS IRU 6PDOO %XVLQHVV ,V RQ ,WV :D\� /$:���

(;3(57 $1$/<6,6 �2FW� �� ������ KWWSV���ZZZ�ODZ����FRP�DUWLFOHV���������ILQDOO\�F\EHU�KHOS�
IRU�VPDOO�EXVLQHVVHV�LV�RQ�LWV�ZD\�
���� 6HH 1$7ቴ/ ,167� 67$1'$5'6 	 7(&+�� )5$0(:25. )25 ,03529,1* &5,7,&$/

,1)5$6758&785( &<%(56(&85,7< ������� KWWSV���QYOSXEV�QLVW�JRY�QLVWSXEV�&6:3�1,67�&6:3�
���������SGI�
���� 6HH 1HZ 1,67 *XLGH +HOSV 6PDOO %XVLQHVVHV ,PSURYH &\EHUVHFXULW\� 1$7ቴ/ ,167�

67$1'$5'6 	 7(&+� �-DQ� �� ������ KWWSV���ZZZ�QLVW�JRY�QHZV�HYHQWV�QHZV���������QHZ�QLVW�
JXLGH�KHOSV�VPDOO�EXVLQHVVHV�LPSURYH�F\EHUVHFXULW\�
���� 6HH 7RZQVHQG� VXSUD QRWH ����
���� 6HH 7UDLQLQJ� 1$7ቴ/ ,167� 67$1'$5'6 	 7(&+� �1RY� ��� ������ KWWSV���ZZZ�QLVW�JRY�

LWO�VPDOOEXVLQHVVF\EHU�WUDLQLQJ�
���� 6HH 7RZQVHQG� VXSUD QRWH ����
���� 6HH )HGHUDO &\EHUVHFXULW\ 5HJXODWLRQV� &25$1(7 �-XO\ ��� ������

KWWSV���ZZZ�FRUDQHW�FRP�IHGHUDO�F\EHUVHFXULW\�UHJXODWLRQV�
���� 6HH 7KH +8%=RQH $FW RI ����� +HDULQJ RQ 6� ��� %HIRUH WKH 6XEFRPP� RQ 6PDOO %XV��

���WK &RQJ� ������ >KHUHLQDIWHU +HDULQJ RQ 6� ���@�
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SURJUDP���� ,Q UHFRJQLWLRQ RI WKH QHHG WR JURZ WKH VPDOO EXVLQHVV HFRQRP\�
+8%=RQH UHTXLUHV WKDW DW OHDVW �� RI WKH WRWDO YDOXH RI DOO IHGHUDO
JRYHUQPHQW FRQWUDFWV EH DZDUGHG WR VPDOO EXVLQHVVHV���� 7KH UHVXOWV KDYH
EHHQ VLJQLILFDQW� LQ ���� DORQH� WKH IHGHUDO JRYHUQPHQW DZDUGHG FRQWUDFWV WR
VPDOO EXVLQHVVHV WRWDOLQJ RYHU ���� ELOOLRQ����

+RZHYHU� GHVSLWH LWV VWRULHG VXFFHVVHV� WKH 6%$ KDV \HW WR DGHTXDWHO\
DGGUHVV WKH RYHUZKHOPLQJ WKUHDW RI F\EHUVHFXULW\¶V LQFRQVLVWHQW OHJDO
ODQGVFDSH RQ VPDOO EXVLQHVVHV� 2Q LWV ZHEVLWH� WKH 6%$ SURYLGHV JHQHUDO
JXLGHOLQHV IRU VPDOO EXVLQHVVHV KRSLQJ WR SUHYHQW D GDWD EUHDFK� \HW WKH
ZHEVLWH QRWDEO\ ODFNV LQWHUQDO UHVRXUFHV� DQ H[SODQDWLRQ RI FXUUHQW ODZ� RU
VWDQGDUGV IRU VPDOO EXVLQHVVHV WR IXOO\ XQGHUVWDQG DQG PLWLJDWH WKH ULVNV����
$V WKH 6%$ KDV GRQH LQ WKH SDVW WR SURPRWH WKH ZHOIDUH RI VPDOO EXVLQHVVHV�
LW VKRXOG H[SHQG DGGLWLRQDO UHVRXUFHV WR DGYRFDWH IRU VPDOO EXVLQHVV LQWHUHVWV
WKURXJK WKH IHGHUDOL]DWLRQ RI GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQV ODZV�

,9� 5(&(17/< (1$&7(' '$7$ 35,9$&< /$:6 $1' 60$//
%86,1(66(6
7KH VWDWH�EDVHG OHJDO DSSURDFK WR GDWD SULYDF\ LV RQO\ JURZLQJ PRUH

FRQYROXWHG� 5HFHQWO\� FHUWDLQ VWDWHV KDYH HQDFWHG DGGLWLRQDO GDWD SULYDF\
ODZV IROORZLQJ WKH (XURSHDQ 8QLRQ¶V �(8� HQDFWPHQW RI WKH *HQHUDO 'DWD
3URWHFWLRQ 5HJXODWLRQ �*'35� LQ HDUO\ ����� 8QOLNH GDWD EUHDFK QRWLILFDWLRQ
ODZV� *'35 DGRSWV D ³3ULYDF\ E\ 'HVLJQ´ DSSURDFK DQG DGGUHVVHV WKH
VHFXULW\ DV ZHOO DV WKH DIILUPDWLYH FRQWURO RI HDFK (8 UHVLGHQW¶V SHUVRQDO GDWD�
HYHQ EHIRUH D EUHDFK FDQ RFFXU���� *'35 KDV DSSOLFDELOLW\ ZRUOGZLGH� DQ\
EXVLQHVV LQ DQ\ FRXQWU\ PXVW QRW RQO\ H[SOLFLWO\ LQIRUP LWV (8 UHVLGHQW
FRQVXPHUV RI WKH W\SH RI GDWD EHLQJ FROOHFWHG EXW DOVR REWDLQ HDFK FRQVXPHU¶V
DIILUPDWLYH FRQVHQW WR FROOHFW WKDW GDWD����

6LPLODU WR WKH ³3ULYDF\ E\ 'HVLJQ´ VWUXFWXUH XVHG E\ *'35� &DOLIRUQLD
IROORZHG VXLW E\ HQDFWLQJ WKH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW �&&3$� LQ

���� 6HH 8�6� 60$// %86� $'0,1�� +8%=21( 48,&. )$&76 � ������� KWWSV���ZZZ�VED�JRY�
VLWHV�GHIDXOW�ILOHV�ILOHV�+8%=RQH���4XLFN���)DFWV���SGI� +8%=RQH 3URJUDP� �� &�)�5� � ���
������� VHH DOVR +HDULQJ RQ 6� ���� VXSUD QRWH ����
���� 6HH �� 8�6�&� � ����J�����$��LLL� ������� VHH DOVR+8%=21(48,&. )$&76� VXSUD QRWH ����
���� 6HH &21*� 5(6($5&+ 6(59�� 60$// %86,1(66 $'0,1,675$7,21 +8%=21( 352*5$0

������� KWWSV���IDV�RUJ�VJS�FUV�PLVF�5������SGI�
���� 6HH 6PDOO %XVLQHVV &\EHUVHFXULW\� 8�6� 60$// %86� $'0,1�� KWWSV���ZZZ�VED�JRY�

EXVLQHVV�JXLGH�PDQDJH�\RXU�EXVLQHVV�VPDOO�EXVLQHVV�F\EHUVHFXULW\ �ODVW YLVLWHG 'HF� ��� ������
���� 6HH 'DQQ\ 3DOPHU� :KDW LV *'35" (YHU\WKLQJ <RX 1HHG WR .QRZ $ERXW WKH 1HZ *HQHUDO

'DWD 3URWHFWLRQ 5HJXODWLRQV� ='1(7 �0D\ ��� ������ KWWSV���ZZZ�]GQHW�FRP�DUWLFOH�JGSU�DQ�
H[HFXWLYH�JXLGH�WR�ZKDW�\RX�QHHG�WR�NQRZ�
���� 6HH *'35 .H\ &KDQJHV� (85� 81,21 *'35� KWWS���ZHE�DUFKLYH�RUJ�ZHE�

���������������KWWSV���HXJGSU�RUJ�WKH�UHJXODWLRQ �ODVW YLVLWHG 2FW� ��� ������
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0D\ �������� ZKLFK SURYLGHV FRQVXPHUV ZLWK DIILUPDWLYH ULJKWV RYHU ZKHWKHU
WKHLU GDWD FDQ EH FROOHFWHG DQG IRU ZKDW SXUSRVHV LW FDQ EH XVHG���� 7KH &&3$
LV LQ HIIHFW DV RI -DQXDU\ ��������

7KH &&3$ ZDV KDVWLO\ HQDFWHG WR SUHYHQW D VWULFWHU &DOLIRUQLD EDOORW
LQLWLDWLYH IURP HQDFWPHQW� DQG DOWKRXJK DPHQGHG���� WKHUH UHPDLQ VHYHUDO
GHILFLHQFLHV DQG YDJXH SURYLVLRQV ZLWK XQNQRZQ LPSDFW���� 7KH &&3$¶V
DSSOLFDELOLW\ LV GHILQHG LQ JHQHUDOL]HG WHUPV DQG UHTXLUHV WKDW FRPSDQLHV
FRQGXFWLQJ EXVLQHVV LQ &DOLIRUQLD SURYLGH &DOLIRUQLD FRQVXPHUV ZLWK WKH
DELOLW\ WR ³RSW RXW´ RI GDWD FROOHFWLRQ� LQFOXGLQJ SHUVRQDO LQIRUPDWLRQ� ZKLFK
LQYROYHV DQ XQGHILQHG ³ROIDFWRU\´ LQIRUPDWLRQ UHVWULFWLRQ���� )XUWKHU� WKH
&&3$ LV WKH ILUVW ODZ RI LWV NLQG WR JUDQW &DOLIRUQLD UHVLGHQWV D SULYDWH ULJKW
RI DFWLRQ WR EULQJ ODZVXLWV DJDLQVW EXVLQHVVHV WKDW DOOHJHGO\ YLRODWH LWV
SURYLVLRQV����

$V HDFK RI WKH VWDWHV IROORZHG &DOLIRUQLD¶V OHDG WR HQDFW GDWD EUHDFK
QRWLILFDWLRQ VWDWXWHV� WKH\ DUH OLNHO\ WR GR VR DJDLQ ZLWK WKH &&3$� ,I HDFK
VWDWH HQDFWV LWV RZQ ODZ� VWDWH�VSHFLILF QXDQFHV DQG SHQDOWLHV ZLOO IXUWKHU
FKDOOHQJH VPDOO EXVLQHVV FRPSOLDQFH���� )XUWKHU DJJUDYDWLQJ WKH LVVXH LV WKDW
VRPH VWDWHV PD\ PLUURU &DOLIRUQLD¶V SULYDWH ULJKW RI DFWLRQ SURYLVLRQ ZKLOH
RWKHUV PD\ QRW� 7KLV ZRXOG IRUFH VPDOO EXVLQHVVHV WR GHFLSKHU FRPSOH[
HQIRUFHPHQW SURYLVLRQV ZLWK OLPLWHG UHVRXUFHV� 6PDOO EXVLQHVVHV LQ VXFK
FLUFXPVWDQFHV PD\ UHDOL]H VWXQWHG JURZWK DQG HYDGH FRPSOLDQFH ZLWK WKH
ODZV RI HDFK VWDWH� LQHIIHFWLYHO\ DWWHPSW FRPSOLDQFH� RU GHFLGH QRW WR GR
EXVLQHVV ZLWK FHUWDLQ VWDWHV� (DFK DSSURDFK ZLOO HLWKHU FDXVH D ILQDQFLDO ULVN
WR WKH EXVLQHVV LI WKHUH LV D GDWD EUHDFK RU PD\ GHWHU EXVLQHVV RZQHUV IURP
UXQQLQJ VPDOO EXVLQHVVHV DW DOO�

���� 6HH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW� &$/� &,9� &2'( �� ��������±���� �'HHULQJ� /(;,6
WKURXJK ���� 6HVV��� 7KH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW RI ����� &$/� 2))� $77¶< *(1� �1RY�
��� ������ KWWSV���RDJ�FD�JRY�V\VWHP�ILOHV�LQLWLDWLYHV�SGIV��������������&RQVXPHU���3ULYDF\
���9�����SGI� ,VVLH /DSRZVN\� &DOLIRUQLD 8QDQLPRXVO\ 3DVVHV +LVWRULF 3ULYDF\ %LOO� :,5('
�-XQH ��� ������ KWWSV���ZZZ�ZLUHG�FRP�VWRU\�FDOLIRUQLD�XQDQLPRXVO\�SDVVHV�KLVWRULF�SULYDF\�ELOO�
���� 6HH 3DOPHU� VXSUD QRWH ����
���� 6HH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW� $ 5DSLG 4	$� '$9,6:5,*+7 75(0$,1( //3 �-XQH

��� ������ KWWSV���ZZZ�GZW�FRP�&DOLIRUQLD�&RQVXPHU�3ULYDF\�$FW�$�5DSLG�4$������������
���� 6HH 7KH &&3$ $PHQGPHQWV WKDW 6XUYLYHG WKH &DOLIRUQLD /HJLVODWXUH� -21(6 '$< �6HSW�

������ KWWSV���ZZZ�MRQHVGD\�FRP�HQ�LQVLJKWV���������WKH�FFSD�DPHQGPHQWV�WKDW�VXUYLYHG�
���� 6HH 3HWHU 3L]]L� 3RVVLEOH 'HIHFWV LQ &DOLIRUQLD¶V 1HZ 3ULYDF\ /DZ� /$:��� �-XO\ ��� ������

KWWSV���ZZZ�ODZ����FRP�DUWLFOHV���������SRVVLEOH�GHIHFWV�LQ�FDOLIRUQLD�V�QHZ�SULYDF\�ODZ�
���� 6HH &$/� &,9� &2'( � �������� �'HHULQJ� /(;,6 WKURXJK ���� 6HVV��� 2GLD .DJDQ� 'RHV

WKH &DOLIRUQLD 3ULYDF\ $FW $SSO\ WR 0H"� )2; 527+6&+,/' //3 �0D\ ��� ������
KWWSV���ZZZ�IR[URWKVFKLOG�FRP�SXEOLFDWLRQV�GRHV�WKH�FDOLIRUQLD�FRQVXPHU�SULYDF\�DFW�DSSO\�WR�
PH�
���� 6HH $Q 8SGDWH RQ WKH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW DQG ,WV 3ULYDWH 5LJKW RI $FWLRQ�

-'6835$ �6HSW� ��� ������ KWWSV���ZZZ�MGVXSUD�FRP�OHJDOQHZV�DQ�XSGDWH�RQ�WKH�FDOLIRUQLD�
FRQVXPHU������� 7KH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW RI ����� VXSUD QRWH ����
���� 6HH 3L]]L� VXSUD QRWH ����
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9� $''5(66,1* 7+( ,668(6� 7+( 1((' )25 $
&2035(+(16,9( $3352$&+ 72 '$7$ 3527(&7,21
$1' %5($&+ 127,),&$7,21 /$:6
,W LV ILQDQFLDOO\ PRUH IHDVLEOH IRU VPDOO EXVLQHVVHV WR FRPSO\ ZLWK RQH VHW

RI UXOHV JRYHUQLQJ GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ� 7KH
VWDQGDUGL]DWLRQ RI PLQLPXP VHFXULW\ UHTXLUHPHQWV DQG SURSRUWLRQDWH
SHQDOWLHV IRU EUHDFK ZLOO HQDEOH VPDOO EXVLQHVVHV WR EHWWHU DVVHVV DQG SODQ IRU
ULVNV� $GGLWLRQDOO\� D FRQVLVWHQW VHW RI ODZV SURYLGHV FRQVXPHUV ZLWK WKH
EHQHILW RI EHWWHU XQGHUVWDQGLQJ WKHLU ULJKWV DQG SULYLOHJHV ZKHQ WKH\ WUDQVDFW
ZLWK D EXVLQHVV�

3URSRVHG VROXWLRQV� RWKHU WKDQ D FRPSUHKHQVLYH IHGHUDO DSSURDFK WR WKH
GLOHPPDV FXUUHQWO\ IDFLQJ VPDOO EXVLQHVVHV� DUH IDWDOO\ IODZHG���� 6RPH DUJXH
WKDW GDWD EUHDFK LQVXUDQFH VKRXOG VXIILFLHQWO\ FRYHU VPDOO EXVLQHVV OLDELOLW\
IRU SHQDOWLHV UHVXOWLQJ IURP D EUHDFK� WKHUHIRUH HQVXULQJ D VPDOO EXVLQHVV FDQ
VXUYLYH WKH LPSRVLWLRQ RI VXFK SHQDOWLHV���� +RZHYHU� D GDWD EUHDFK LQVXUDQFH
SROLF\ LV OLNHO\ LQVXIILFLHQW WR FRYHU HYHU\ LQVWDQFH RI EUHDFK EHFDXVH HDFK
VWDWH KDV VSHFLILF� HYHU�HYROYLQJ UHTXLUHPHQWV� $GGLWLRQDOO\� PDQ\ SROLFLHV
FRQWDLQ FRYHUDJH H[FOXVLRQV IRU VWDWH�LPSRVHG UHJXODWRU\ SHQDOWLHV DQG
OLWLJDWLRQ FRVWV���� 7KXV� D VPDOO EXVLQHVV WKDW REWDLQV GDWD EUHDFK LQVXUDQFH
WR DYRLG WKH ILQDQFLDO UDPLILFDWLRQV RI VLJQLILFDQW SHQDOWLHV DQG FRVWV LQ WKH
HYHQW RI D EUHDFK PD\ DFWXDOO\ EH UHTXLUHG WR SD\ WKRVH SHQDOWLHV DQG FRVWV�
LQ DGGLWLRQ WR SROLF\ SUHPLXPV� )XUWKHU� GDWD EUHDFK LQVXUDQFH GRHV QRW
SUHYHQW GDPDJH WR FRQVXPHUV DQG VPDOO EXVLQHVV²LW VLPSO\ FRPSHQVDWHV WKH
GDPDJH� $ VPDOO EXVLQHVV¶ UHSXWDWLRQ LV HTXDOO\ LPSRUWDQW� DQG WKH ORVV RI
FRQVXPHU FRQILGHQFH DORQH IROORZLQJ D EUHDFK FDQ FULSSOH D IRUPHUO\
VXFFHVVIXO VPDOO EXVLQHVV�

2WKHUV KDYH VXJJHVWHG EXUGHQ�VKLIWLQJ WKH RQXV RI VPDOO EXVLQHVV
F\EHUVHFXULW\ WR WKH FUHGLW FDUG FRPSDQLHV ZLWK ZKLFK WKH\ ZRUN���� %XUGHQ�
VKLIWLQJ WKH UHVSRQVLELOLW\ WR FUHGLW FDUG FRPSDQLHV GRHV QRW SURWHFW VPDOO
EXVLQHVVHV EHFDXVH PDMRU FUHGLW FDUG FRPSDQLHV DUH QRW LQFHQWLYL]HG WR ZRUN
ZLWK VPDOOHU EXVLQHVVHV IURP WKH RQVHW� $GGLWLRQDO OLDELOLW\ DQG VHFXULW\
REOLJDWLRQV RQ FUHGLW FDUG FRPSDQLHV PD\ FDXVH WKRVH FRPSDQLHV WR VWRS

���� 6HH� H�J�� 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ��� �VXJJHVWLQJ D EXUGHQ�VKLIWLQJ
DSSURDFK�� 6KDXKLQ $� 7DOHVK� 'DWD %UHDFK� 3ULYDF\� DQG &\EHU ,QVXUDQFH� +RZ ,QVXUDQFH
&RPSDQLHV $FW DV ³&RPSOLDQFH 0DQDJHUV´ IRU %XVLQHVVHV� �� /� 	 62&� ,148,5< ���� ��� ������
�VXJJHVWLQJ WKDW GDWD EUHDFK LQVXUDQFH LV DGHTXDWH WR PDQDJH WKH ULVNV DVVRFLDWHG ZLWK GDWD EUHDFK��
���� 6HH 7DOHVK� VXSUD QRWH ���� 3HQHORSH 1� /D]DURX� 6PDOO %XVLQHVVHV DQG ,GHQWLW\ 7KHIW�

5HDOORFDWLQJ WKH 5LVN RI /RVV� �� 1�&� %$1.,1* ,167� ���� ��� �������
���� 6HH 0LFKHOOH $� 5HHG HW DO�� ,VVXHV WR &RQVLGHU :KHQ (YDOXDWLQJ &\EHU &RYHUDJH LQ /LJKW

RI WKH &&3$ DQG 2WKHU 6WDWH 3ULYDF\ /DZV� $.,1 *803 675$866 +$8(5	 )(/' //3� $*'$7$
'5,9( �1RY� �� ������ KWWSV���ZZZ�DNLQJXPS�FRP�HQ�H[SHULHQFH�SUDFWLFHV�F\EHUVHFXULW\�SULYDF\�
DQG�GDWD�SURWHFWLRQ�DJ�GDWD�GLYH�LVVXHV�WR�FRQVLGHU�ZKHQ�HYDOXDWLQJ�F\EHU�FRYHUDJH�LQ�OLJKW�
RI�KWPO�
���� 6HH 6HO]QLFN 	 /D0DFFKLD� VXSUD QRWH ��� DW ����
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ZRUNLQJ ZLWK VPDOO EXVLQHVVHV DOWRJHWKHU���� ,QGHHG� FUHGLW FDUG FRPSDQLHV
KDYH FRQWLQXDOO\ LPSRVHG WKH EXUGHQ RI GDWD SURWHFWLRQ RQ VPDOO
EXVLQHVVHV���� ,I FUHGLW FDUG FRPSDQLHV DQG RWKHU ILQDQFLDO LQVWLWXWLRQV UHIXVH
WR ZRUN ZLWK VPDOO EXVLQHVVHV� WKHQ VPDOO EXVLQHVVHV FDQQRW WKULYH����

)RU WKH IRUHJRLQJ UHDVRQV� D IHGHUDO VWDQGDUG LV QHFHVVDU\� $
FRPSUHKHQVLYH IHGHUDO DSSURDFK WR GDWD SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ
ODZV VKRXOG EH LQFOXVLYH RI EXVLQHVVHV RI DOO VL]HV DQG LQFRPH OHYHOV DOORZLQJ
IRU D EHWWHU XQGHUVWDQGLQJ RI WKH UXOHV� EHWWHU FRQVXPHU GDWD SURWHFWLRQ� DQG
OLWWOH URRP IRU QRQFRPSOLDQFH�

9,� &21*5(66 0867 (1$&7 $ &2035(+(16,9(� 08/7,�
7,(5(' )('(5$/ 6&+(0(
7KH IHGHUDO JRYHUQPHQW PXVW UROO RXW DQG LPSOHPHQW DQ RYHUDUFKLQJ GDWD

SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ SROLF\ LQ VWDJHV� &RQJUHVV PXVW ILUVW HQDFW
D WHPSRUDU\ SURYLVLRQ WKDW VWUHDPOLQHV VWDWH ODZV LQWR RQH FRQVLVWHQW ODZ E\
ZKLFK DOO EXVLQHVVHV PXVW WHPSRUDULO\ DELGH ZKLOH &RQJUHVV GUDIWV D GHWDLOHG
IHGHUDO IUDPHZRUN� &RQJUHVV VKRXOG DGRSW WKH SURYLVLRQV RI WKH VWULFWHVW
VWDWH�EDVHG EUHDFK QRWLILFDWLRQ ODZ DV WR WKH WLPLQJ UHTXLUHPHQWV RI EUHDFK
QRWLILFDWLRQ� WKH SHQDOWLHV SHU UHFRUG EUHDFKHG� DQG WKH VSHFLILFLW\ E\ ZKLFK
WKDW ODZ GHILQHV WHUPV VXFK DV ³SHUVRQDO LQIRUPDWLRQ�´ &DOLIRUQLD¶V EUHDFK
QRWLILFDWLRQ ODZ LV D VXIILFLHQWO\ VWULFW ODZ IRU WHPSRUDU\ HQDFWPHQW� DV LW LV
NQRZQ WR EH UHVWULFWLYH DQG SUR�FRQVXPHU���� $GGLWLRQDOO\� PRVW RI WKH VWDWH�
HQDFWHG GDWD SULYDF\ DQG EUHDFK QRWLILFDWLRQ ODZV KDYH EHHQ PRGHOHG� DW OHDVW
LQ SDUW� RQ WKLV &DOLIRUQLD ODZ���� 2QFH DGRSWHG� WKLV ODZ VKRXOG WHPSRUDULO\
SUHHPSW��� DOO RWKHU FXUUHQW VWDWH ODZV XQWLO EXVLQHVVHV FDQ DGDSW WR WKH
UHTXLUHPHQWV RI D QHZ IHGHUDO IUDPHZRUN ZLWKLQ WZHQW\�IRXU PRQWKV RI LWV

���� 6HH� H�J�� 7RQ\ 3D\QH� 3D\PHQW &DUG ,QGXVWU\ LV 6KLIWLQJ /LDELOLW\ WR 0HUFKDQWV�
,1685(75867� KWWSV���ZZZ�LQVXUHWUXVW�FRP�SD\PHQW�FDUG�LQGXVWU\�VKLIWLQJ�OLDELOLW\�PHUFKDQWV�
�ODVW YLVLWHG )HE� ��� ����� �GLVFXVVLQJ FUHGLW FDUG FRPSDQLHV¶ LPSRVLWLRQ RQ PHUFKDQWV WR DGDSW
FUHGLW FDUG FKLS WHFKQRORJ\ ³WR VKLIW WKH OLDELOLW\ IRU GDWD EUHDFKHV EDFN RQ UHWDLOHUV ZKR GR QRW
DGRSW VHQVLEOH DQG DYDLODEOH VHFXULW\ WHFKQRORJ\� 6KRXOG D GDWD EUHDFK RFFXU� WKH FRQVHTXHQFHV IRU
QRQ�FRPSOLDQW EXVLQHVVHV ZKR FKRRVH WR IRUJR WKH OLDELOLW\ SURWHFWLRQ RI WKH FDUG LVVXHUV FRXOG PHDQ
WKH HQG RI WKHLU HQWHUSULVHV´��
���� 6HH� H�J�� LG�� <GVWLH� VXSUD QRWH ��
���� 1$7¶/ 60$// %86� $66¶1� ���� <($5�(1' (&2120,& 5(3257 �� �������

KWWSV���QVED�EL]�ZS�FRQWHQW�XSORDGV���������<HDU�(QG�(FRQRPLF�5HSRUW������SGI �GLVSOD\LQJ
VWDWLVWLFV GHWDLOLQJ WKH VPDOO EXVLQHVV FRQVHTXHQFHV RI ODFNLQJ DGHTXDWH ILQDQFLQJ��
���� 6HH $ODQ 6� :HUQLFN� 'DWD 7KHIW DQG 6WDWH /DZ� :KHQ 'DWD %UHDFKHV 2FFXU� �� 6WDWHV

5HTXLUH 2UJDQL]DWLRQV WR 6SHDN 8S� $+,0$ +,0 %2'< .12:/('*( �'HF� ������
KWWS���OLEUDU\�DKLPD�RUJ�GRF"RLG �������:�-NGK1.J�R�
���� 6HH /HH� VXSUD QRWH ��� DW ����
���� 6HH -DFRE (� *HUVHQ� 7HPSRUDU\ /HJLVODWLRQ� �� 8� &+,� /� 5(9� ���� ��� ������ �³$Q

RYHUZKHOPLQJ SRUWLRQ RI OHJLVODWLRQ HQDFWHG E\ WKH 8QLWHG 6WDWHV &RQJUHVV LV DFWXDOO\ ZKDW PLJKW
EH WHUPHG WHPSRUDU\ OHJLVODWLRQ²VWDWXWHV FRQWDLQLQJ FODXVHV OLPLWLQJ WKH GXUDWLRQ RI WKHLU RZQ
YDOLGLW\�´��
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FRQJUHVVLRQDO SDVVDJH���� $OWKRXJK WKLV DSSURDFK PD\ PDNH FHUWDLQ
SURYLVLRQV PRUH GLIILFXOW WR DGKHUH WR RYHUDOO� DOO EXVLQHVVHV ZLOO EHWWHU EH
DEOH WR LPSOHPHQW F\EHUVHFXULW\ SURWHFWLRQV DQG DVVHVV WKHLU GDWD VHFXULW\
ULVNV EDVHG XSRQ RQH VHW RI GHILQLWLRQV� UXOHV� DQG SHQDOWLHV�

:KHQ &RQJUHVV GUDIWV WKH RYHUDUFKLQJ IHGHUDO IUDPHZRUN IRU GDWD
SURWHFWLRQ DQG EUHDFK QRWLILFDWLRQ ODZ� LW PXVW FRPSUHKHQVLYHO\ WDNH LQWR
FRQVLGHUDWLRQ GDWD EUHDFK QRWLILFDWLRQ DQG PLQLPXP GDWD SURWHFWLRQ
VWDQGDUGV EDVHG XSRQ WKH VL]H RI D EXVLQHVV� LWV DQQXDO UHYHQXH� DQG WKH
LPSOHPHQWDWLRQ RI PLQLPXP VHFXULW\ UHTXLUHPHQWV EDVHG XSRQ WKH W\SH RI
GDWD EHLQJ FROOHFWHG DQG UHWDLQHG� )RU H[DPSOH� PLQLPXP VHFXULW\ VWDQGDUGV
PD\ EH VFDOHG GRZQ IRU D VPDOO EXVLQHVV UHWDLQLQJ 3,, FRPSDUHG WR D ODUJH
EXVLQHVV UHWDLQLQJ ERWK 3,, DQG 3+,� EHFDXVH WKH ODUJH EXVLQHVV KDV DFFHVV WR
PRUH UHVRXUFHV WKDQ D VPDOO EXVLQHVV DQG UHWDLQV PRUH WKDQ RQH W\SH RI
SURWHFWHG GDWD� &RQJUHVV VKRXOG DOVR PHDVXUH LWV EDVLV IRU PLQLPXP GDWD
VHFXULW\ VWDQGDUGV DURXQG ZKHWKHU GDWD LV HQFU\SWHG� EHFDXVH PRVW VWDWH�
HQDFWHG VWDWXWHV FRQVLGHU WKH EUHDFK RI HQFU\SWHG GDWD WR EH DQ DUHD RI VDIH
KDUERU���� 8OWLPDWHO\� WKH QHZ IHGHUDO IUDPHZRUN PXVW LQFOXGH DQ H[SUHVV
SUHHPSWLRQ��� SURYLVLRQ WR RYHUFRPH VWDWH ODZV�

7KH QHZ ODZ VKRXOG EH GLYLGHG LQWR WKUHH WLHUV� VPDOO EXVLQHVV �DV GHILQHG
E\ WKH 6%$�� PHGLXP EXVLQHVV� DQG ODUJH EXVLQHVV� 8QGHU WKRVH WLHUV�
DGGLWLRQDO WLHUV EDVHG RQ LQGXVWU\ DQG GDWD W\SHV VKRXOG UHYHDO FOHDU
UHTXLUHPHQWV WR DFKLHYH PLQLPXP VHFXULW\ VWDQGDUGV DQG LQFOXGH UHOHYDQW
EUHDFK QRWLILFDWLRQ SHQDOWLHV DQG UHPHGLDWLRQ UHJXODWLRQV� /DUJH FRPSOLDQFH
GHSDUWPHQWV DQG LQGHSHQGHQW EXVLQHVV RZQHUV DOLNH VKRXOG EH DEOH WR UHDG�
XQGHUVWDQG� DQG FRPSO\ ZLWK WKH UXOHV LPSRVHG RQ WKHP�

)LQDOO\� &RQJUHVV VKRXOG DSSRLQW D QHZ DGPLQLVWUDWLYH RUJDQL]DWLRQ WR
JRYHUQ DQG HQIRUFH WKH QHZ IHGHUDO IUDPHZRUN ZLWK WKH DVVLVWDQFH RI WKH 6%$
WR HQVXUH WKDW VPDOO EXVLQHVV LQWHUHVWV DUH UHSUHVHQWHG LQ WKH QHZ JRYHUQDQFH
VWUXFWXUH� 7HFKQRORJ\ LV UDSLGO\ HYROYLQJ� DQG DQ HIILFLHQW ZD\ WR HQVXUH WKDW
WKH FXUUHQW IHGHUDO ODZV DUH XS WR GDWH ZLWK UHJDUG WR FHUWDLQ ULVNV LV WR KDYH

���� ,Q -XQH ����� 7KH &DOLIRUQLD &RQVXPHU 3ULYDF\ $FW ZDV SDVVHG DQG LPSRVHG EXVLQHVV
FRPSOLDQFH ZLWK LWV SURYLVLRQV E\ -DQXDU\ ����� MXVW HLJKWHHQ PRQWKV ODWHU� 6HH -RKQ 6WHSKHQV�
&DOLIRUQLD &RQVXPHU 3ULYDF\ $FW� $0� %$5 $66ቴ1 *52836� %86� 	 &253� &200� 1(:6/� �-XO\
�� ������ KWWSV���ZZZ�DPHULFDQEDU�RUJ�JURXSV�EXVLQHVVBODZ�SXEOLFDWLRQV�FRPPLWWHHBQHZVOHWWHUV�
EFO�������������IDB��
���� 6HH /HH� VXSUD QRWH ��� DW ���� VHH� H�J�� &2/2� 5(9� 67$7� � �����������K� �/(;,6 WKURXJK

���� /HJLV� 6HVV�� �ቱታ6HFXULW\ EUHDFKቴ PHDQV WKH XQDXWKRUL]HG DFTXLVLWLRQ RI XQHQFU\SWHG
FRPSXWHUL]HG GDWD � � � �ቲ�� 1�-� 67$7� $11� � �������� �/(;,6 WKURXJK ���WK �QG $QQXDO 6HVV��
�ቱታ%UHDFK RI VHFXULW\ቴ PHDQV XQDXWKRUL]HG DFFHVV WR HOHFWURQLF ILOHV � � � FRQWDLQLQJ � � � SHUVRQDO
LQIRUPDWLRQ ZKHQ DFFHVV WR WKH SHUVRQDO LQIRUPDWLRQ KDV QRW EHHQ VHFXUHG E\ HQFU\SWLRQ � � � �ቲ��
)/$� 67$7� $11� � �����������J���� �/(;,6 WKURXJK ���� /HJLV� 6HVV�� �ቱ7KH WHUP >SHUVRQDO
LQIRUPDWLRQ@ DOVR GRHV QRW LQFOXGH LQIRUPDWLRQ WKDW LV HQFU\SWHG � � � �ቲ��
���� 7KH 6XSUHPH &RXUW UHFRJQL]HV H[SUHVV IHGHUDO SUHHPSWLRQ ቱZKHQ &RQJUHVV LQFOXGHV LQ D

VWDWXWH H[SOLFLW ODQJXDJH VWDWLQJ DQ LQWHQW WR SUHHPSW FRQIOLFWLQJ VWDWH ODZ�ቲ 6HH ,Q UH $QWKHP 'DWD
%UHDFK /LWLJ�� ��� )� 6XSS� �G ���� ���� �1�'� &DO� ����� �TXRWLQJ 'HZHHVH Y� 1DWቴO 5�5� 3DVVHQJHU
&RUS� �$PWUDN�� ��� )��G ���� ��� ��G &LU� �������



��� %522.� -� &253� ),1� 	 &20� /� >9RO� ��

D GHGLFDWHG FRPPLWWHH ZRUNLQJ RQ DPHQGPHQWV WR WKH ODZ� $GGLWLRQDOO\� WKH
HVWDEOLVKPHQW RI RQH FHQWUDOL]HG HQWLW\ WKDW FRQVXPHUV� VPDOO EXVLQHVVHV� DQG
ODUJH EXVLQHVVHV FDQ FRQWDFW HQVXUHV D UHODWLYHO\ SUHGLFWDEOH HQIRUFHPHQW
SURFHVV� 7KLV PHWKRG RI JRYHUQDQFH DQG HQIRUFHPHQW VKRXOG SUHHPSW DOO
RWKHUV�

&21&/86,21
6PDOO EXVLQHVVHV DUH WKH GULYLQJ IRUFH RI D KHDOWK\ $PHULFDQ HFRQRP\�

+RZHYHU� WKHLU OLPLWHG ILQDQFLDO DQG WHFKQRORJLFDO UHVRXUFHV PDNH LW GLIILFXOW
WR FRPSO\ ZLWK DQG HQGXUH WKH SHQDOWLHV XQGHU FXUUHQW GDWD SURWHFWLRQ DQG
EUHDFK QRWLILFDWLRQ ODZV� 'LVMRLQWHG VWDWH�EDVHG DQG OLPLWHG IHGHUDO GDWD ODZV
RYHUZKHOP VPDOO EXVLQHVVHV DQG SXW WKHP DW D KLJK ULVN RI IDLOXUH� 7KH
HQDFWPHQW RI UHFHQW GDWD SULYDF\ ODZV SRWHQWLDOO\ H[DFHUEDWHV WKDW ULVN�

3URSRVHG VROXWLRQV� VXFK DV EXUGHQ�VKLIWLQJ F\EHUVHFXULW\ OLDELOLW\ DQG
SURPRWLQJ GDWD EUHDFK LQVXUDQFH� GR QRW IXOO\ DGGUHVV WKH ULVNV WR VPDOO
EXVLQHVVHV� 7R HQFRXUDJH WKH VXFFHVV RI VPDOO EXVLQHVVHV� &RQJUHVV PXVW
H[DPLQH FXUUHQW ODZV WR FUHDWH D FRPSUHKHQVLYH GDWD SURWHFWLRQ DQG EUHDFK
QRWLILFDWLRQ IHGHUDO IUDPHZRUN WKDW SUHHPSWV VWDWH�EDVHG ODZV� VLPSOLILHV
FRPSOLDQFH� DQG FHQWUDOL]HV HQIRUFHPHQW�

1DGLD 8GHVKL



 %�'HV�� 7KH 3HQQV\OYDQLD 6WDWH 8QLYHUVLW\� ����� -�'� &DQGLGDWH� %URRNO\Q /DZ 6FKRRO�
����� 7R WKH VWDII DQG HGLWRUV RI WKH %URRNO\Q -RXUQDO RI &RUSRUDWH� )LQDQFLDO 	 &RPPHUFLDO /DZ�
WKDQN \RX IRU DOO RI \RXU HIIRUWV LQ SUHSDULQJ WKLV 1RWH IRU SXEOLFDWLRQ� 7R P\ SDUHQWV� /DFKPDQ DQG
9LPOD 8GHVKL� WKDQN \RX IRU \RXU VXSSRUW� 7R P\ KXVEDQG� -RUGDQ <DQFR� WKDQN \RX IRU HYHU\WKLQJ
WKDW \RX GR DQG DUH ተ WKLV 1RWH LV GHGLFDWHG WR \RX�


	SAVING SMALL BUSINESS FROM THE BIG IMPACT OF DATA BREACH: A TIERED FEDERAL APPROACH TO DATA PROTECTION LAW
	Recommended Citation

	bjcfc14n2_text_low

