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$%675$&7
&\EHU�DWWDFNV KDYH DIIHFWHG DOO RUJDQL]DWLRQV DQG LQGLYLGXDO FRQVXPHUV�

'LVVHPLQDWLRQ RI UHOHYDQW LQIRUPDWLRQ DQG DWWHQWLRQ WR VWURQJ LQIRUPDWLRQ
VHFXULW\ SUDFWLFHV LV DQ LPSRUWDQW WRRO LQ ILJKWLQJ WKLV F\EHU ³SDQGHPLF�´
$GGLWLRQDOO\� WKH OHJDO DQG UHJXODWRU\ OLDELOLW\ FRPSDQLHV IDFH IURP F\EHU�
DWWDFNV DV ZHOO DV JHQHUDO VWUDWHJLHV DQG SUDFWLFDO VROXWLRQV FRPSDQLHV PD\
LPSOHPHQW WR SURWHFW DJDLQVW F\EHU�LQWUXVLRQV DQG UHVSRQG HIIHFWLYHO\ LQ WKH
HYHQW RI DQ DWWDFN DUH FRQVLGHUHG� 7KHUH DUH PDQ\ LWHUDWLRQV RI F\EHU�FULPH�
DQG ZH DGGUHVV WKH YDULRXV PHWKRGV F\EHUFULPLQDOV XVH DQG WKH PDQ\ ZD\V
F\EHU�DWWDFNV FDQ WDNH SODFH� DV ZHOO DV WKH HQWLWLHV DQG YLFWLPV DIIHFWHG�
0RUHRYHU� WKH OHJDO OLDELOLW\ DQG UHJXODWRU\ RYHUVLJKW WKHVH HQWLWLHV IDFH LV D
FULWLFDO IDFWRU LQ DGGUHVVLQJ VWUDWHJLHV DQG VROXWLRQV� LQFOXGLQJ ERWK
SUHHPSWLYH DQG UHVSRQVH�RULHQWHG PHDVXUHV FRPSDQLHV PXVW WDNH WR FRPEDW
F\EHU�FULPH� &RXSOHG ZLWK WKLV YHU\ DFWLYH SUREOHP LV WKH SUHVHQW QDGLU LQ
WKH FRQJUHVVLRQDO GHEDWH DQG WKH SURSRVHG VROXWLRQV� 7KXV� WKLV $UWLFOH
VXJJHVWV D FRPSUHKHQVLYH VHW RI SURSRVDOV ZKHUH� LI DSSOLHG� FRPSDQLHV PD\
IRUWLI\ WKHLU DELOLWLHV WR ZDUG RII F\EHU�WKUHDWV DQG EHWWHU HQVXUH WKDW
FRQVXPHUV¶ SHUVRQDO LQIRUPDWLRQ VWD\V SURWHFWHG� )LQDOO\� WKHVH SURSRVDOV
ZRXOG LQFHQWLYL]H SURPSW F\EHUVHFXULW\ UHVSRQVHV DQG HQVXUH DGHTXDWH
SURWHFWLRQ RI FRPSDQ\ DQG FRQVXPHU LQIRUPDWLRQ�

,1752'8&7,21
:KLOH WKH VKLIW WKDW RXU VRFLHW\ KDV WDNHQ WRZDUGV GLJLWL]DWLRQ LQFUHDVHV

LWV H[SRVXUH WR F\EHU�DWWDFNV� QRW DOO RUJDQL]DWLRQV DQG LQGLYLGXDO FRQVXPHUV
DSSUHFLDWH WKH LPSRUWDQFH RI VWURQJ LQIRUPDWLRQ VHFXULW\ SUDFWLFHV�� 7KLV


 0U� %DGZD\ LV SDUWQHU ZLWK DQG FKDLU RI WKH 6HFXULWLHV ,QGXVWU\ *URXS RI )R[ 5RWKVFKLOG
//3 LQ 1HZ <RUN� 1HZ <RUN� DQG 0RUULVWRZQ� 1HZ -HUVH\� DV ZHOO DV D IRUPHU 6(& (QIRUFHPHQW
DWWRUQH\� DQG DQ $GMXQFW $VVLVWDQW 3URIHVVRU RI /DZ DW %URRNO\Q /DZ 6FKRRO� 0U� %DGZD\ ZRXOG
DOVR OLNH WR WKDQN KLV SDUWQHU� )UDQN &� 5D]]DQR� (VT�� IRU KLV UHVHDUFK JXLGDQFH UHJDUGLQJ WKLV
$UWLFOH DV ZHOO DV KLV FXUUHQW DQG SDVW UHVHDUFK DVVLVWDQWV� 'DYLG :� ,QNHOHV DQG <XOL\D =DKRURGD�
IRU WKHLU DVVLVWDQFH LQ WKH UHVHDUFK RI WKLV $UWLFOH�



 0V� 0F*XLQQHVV LV DQ DVVRFLDWH DW 6DXO (ZLQJ $UQVWHLQ 	 /HKU� //3� DQG JUDGXDWH RI
%URRNO\Q /DZ 6FKRRO�

�� $QGUHD 0� 0DWZ\VK\Q� 0DWHULDO 9XOQHUDELOLWLHV� 'DWD 3ULYDF\� &RUSRUDWH ,QIRUPDWLRQ
6HFXULW\� DQG 6HFXULWLHV 5HJXODWLRQ� � %(5.(/(< %86� /�-� ���� ��� ������� VHH DOVR 5REHUW 6�
0XHOOHU� ,,,� 'LU�� )HG� %XUHDX RI ,QYHVWLJDWLRQ� 56$ &\EHUVHFXULW\ &RQIHUHQFH LQ 6DQ )UDQFLVFR�
&$ �0DU� �� ������ KWWSV���DUFKLYHV�IEL�JRY�DUFKLYHV�QHZV�VSHHFKHV�FRPEDWLQJ�WKUHDWV�LQ�WKH�
F\EHU�ZRUOG�RXWVPDUWLQJ�WHUURULVWV�KDFNHUV�DQG�VSLHV �ቱ, DP FRQYLQFHG WKDW WKHUH DUH RQO\ WZR
W\SHV RI FRPSDQLHV� WKRVH WKDW KDYH EHHQ KDFNHG DQG WKRVH WKDW ZLOO EH�ቲ��
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$UWLFOH GLVFXVVHV F\EHU�FULPH IRFXVLQJ RQ WKH OHJDO DQG UHJXODWRU\ OLDELOLW\
FRPSDQLHV IDFH IURP F\EHU�DWWDFNV� *HQHUDO VWUDWHJLHV DQG SUDFWLFDO VROXWLRQV
FRPSDQLHV PD\ LPSOHPHQW WR SURWHFW DJDLQVW F\EHU�LQWUXVLRQV DQG UHVSRQG
HIIHFWLYHO\ LQ WKH HYHQW RI DQ DWWDFN DUH DOVR DGGUHVVHG�

&\EHUVHFXULW\ DWWDFNV DUH FRVWO\� LQFUHDVLQJO\ SUHYDOHQW� DQG KDYH
UHFHQWO\ LQVSLUHG FRQJUHVVLRQDO GHEDWH UHJDUGLQJ DSSURSULDWH VROXWLRQV� $
���� UHSRUW� FRQGXFWHG E\ WKH 3RQHPRQ ,QVWLWXWH� IRXQG WKDW QHDUO\ KDOI WKH
FRPSDQLHV VXUYH\HG KDG H[SHULHQFHG D GDWD EUHDFK LQ WKH SUHYLRXV \HDU��
$QRWKHU VWXG\� FRQGXFWHG WKH VDPH \HDU� ILJXUHG WKDW WKH DQQXDO FRVW RI
F\EHUFULPH ZDV ���� ELOOLRQ�� 7KH FXUUHQW OHJLVODWLYH GHEDWH KDV IRFXVHG RQ
ELOOV WKDW ZRXOG VKLHOG GDWD VKDULQJ EHWZHHQ FRPSDQLHV� DQG ZLWK WKH
JRYHUQPHQW� IURP OLDELOLW\�� 7KH 2EDPD DGPLQLVWUDWLRQ HYHQ VHW RXW
YROXQWDU\ JXLGHOLQHV GHVLJQHG WR SUHVHQW D IUDPHZRUN RI EHVW SUDFWLFHV IRU
SUHYHQWLQJ F\EHU�DWWDFNV�� 7KHVH DUH VWHSV LQ WKH ULJKW GLUHFWLRQ� EXW VWURQJHU
SURWHFWLRQV DUH QHHGHG�

3DUW , RI WKLV $UWLFOH EHJLQV ZLWK DQ RYHUYLHZ RI WKH PDQ\ LWHUDWLRQV RI
F\EHU�FULPH� $Q\ VXFK GLVFXVVLRQ PXVW DGGUHVV WKH YDULRXV PHWKRGV
F\EHUFULPLQDOV XVH DQG WKH PDQ\ ZD\V F\EHU�DWWDFNV FDQ WDNH SODFH� DV ZHOO
DV WKH HQWLWLHV DQG YLFWLPV DIIHFWHG� $GGLWLRQDOO\� 3DUW , GLVFXVVHV WKH OHJDO
OLDELOLW\ DQG UHJXODWRU\ RYHUVLJKW WKHVH HQWLWLHV IDFH� 3DUW ,, RI WKLV $UWLFOH
LQWURGXFHV VWUDWHJLHV DQG VROXWLRQV� 7KHVH LQFOXGH ERWK SUHHPSWLYH DQG
UHVSRQVH�RULHQWHG PHDVXUHV FRPSDQLHV PXVW WDNH WR FRPEDW F\EHU�FULPH�
3DUW ,,, SURYLGHV D GLVFXVVLRQ RI WKH SUHVHQW FRQJUHVVLRQDO GHEDWH DQG WKH
SURSRVHG VROXWLRQV� ,Q DGRSWLQJ WKH FRPSUHKHQVLYH VHW RI SURSRVDOV RXWOLQHG
LQ WKH $UWLFOH� FRPSDQLHV PD\ IRUWLI\ WKHLU DELOLWLHV WR ZDUG RII F\EHU�WKUHDWV
DQG EHWWHU HQVXUH WKDW FRQVXPHUV¶ SHUVRQDO LQIRUPDWLRQ VWD\V SURWHFWHG�

7KLV $UWLFOH UHFRPPHQGV D VHULHV RI SURSRVDOV WKDW LQFHQWLYL]H SURPSW
F\EHUVHFXULW\ UHVSRQVHV DQG HQVXUH DGHTXDWH SURWHFWLRQ RI FRPSDQ\ DQG
FRQVXPHU LQIRUPDWLRQ� 6SHFLILFDOO\� &RQJUHVV PXVW SDVV D FRPSUHKHQVLYH
ODZ DOORZLQJ IRU GDWD VKDULQJ EHWZHHQ FRPSDQLHV DQG WKH JRYHUQPHQW�
IHGHUDOL]H D GDWD EUHDFK QRWLILFDWLRQ VWDQGDUG WKDW UHSODFHV WKH YDU\LQJ VWDWH
QRWLILFDWLRQ ODZV� DQG WKH 6HFXULWLHV ([FKDQJH &RPPLVVLRQ �6(& RU WKH

�� (OL]DEHWK :HLVH� ��� RI &RPSDQLHV +DG D 'DWD %UHDFK LQ WKH 3DVW <HDU� 86$ 72'$<
�6HSW� ��� ������ KWWS���ZZZ�XVDWRGD\�FRP�VWRU\�WHFK������������GDWD�EUHDFK�FRPSDQLHV�
�������������

�� (OOHQ 1DNDVKLPD	$QGUHD 3HWHUVRQ� 5HSRUW� &\EHUFULPH DQG (VSLRQDJH &RVWV ���� %LOOLRQ
$QQXDOO\� :$6+� 3267 �-XQH �� ������ KWWSV���ZZZ�ZDVKLQJWRQSRVW�FRP�ZRUOG�QDWLRQDO�VHFXULW\�
UHSRUW�F\EHUFULPH�DQG�HVSLRQDJH�FRVWV�����ELOOLRQ�DQQXDOO\�������������������F�HFFH���H��
�I�F�����G����I�DBVWRU\�KWPO�

�� (ULF 1DLQJ� &RQJUHVV 8UJHG WR 3DVV &\EHU 6KDULQJ 3URWHFWLRQV� &4 52// &$//� -XQH ���
����� ���� :/ ��������

�� 6HH ([HF� 2UGHU 1R� ������ � &�)�5� � ����� ������� KWWSV���REDPDZKLWHKRXVH�DUFKLYHV�JRY
�WKH�SUHVV�RIILFH������������H[HFXWLYH�RUGHU�SURPRWLQJ�SULYDWH�VHFWRU�F\EHUVHFXULW\�LQIRUPDWLRQ�
VKDUL �GHVFULELQJ WKH VSHFLILF PHWKRGV IRU VKDULQJ F\EHUVHFXULW\ LQIRUPDWLRQ LQ WKH SULYDWH VHFWRU��



����@ ,3 DQG &\EHUVHFXULW\� &ULPLQDO� 5HJXODWRU\� DQG &LYLO ,VVXHV ���

&RPPLVVLRQ� PXVW FODULI\ LWV GLVFORVXUH JXLGHOLQHV UHOHYDQW WR F\EHUVHFXULW\
WKUHDWV DQG LQFLGHQWV�

,� 7+( 0$1< ,7(5$7,216 2) &<%(5&5,0(

$� 7+5($76

�� +DFNLQJ DQG 'DWD %UHDFKHV
$ GDWD EUHDFK LV HVVHQWLDOO\ DQ\ LQILOWUDWLRQ RI DQ LQIRUPDWLRQ WHFKQRORJ\

V\VWHP� ZKLFK LV FRPPRQO\ DFFRPSDQLHG E\ WKHIW RI VHQVLWLYH SHUVRQDO GDWD��
$ KDFNHU� LV GHILQHG DV DQ\ SHUVRQ ZKR ³XVHV FRPSXWHUV WR JDLQ XQDXWKRUL]HG
DFFHVV WR GDWD�´� $ GDWD EUHDFK FDQ UDQJH IURP XQDXWKRUL]HG DFFHVV²
KDFNLQJ²RI D FRPSXWHU QHWZRUN WR WKH WKHIW RI SRUWDEOH FRPSXWHUV RU VWRUDJH
GHYLFHV E\ DQ HPSOR\HH� RU RWKHUV��

2QFH D F\EHUFULPLQDO SHQHWUDWHV D FRPSXWHU QHWZRUN� WKH KDFNHU FDQ
HQJDJH LQ D QXPEHU RI QHIDULRXV DFWV� 7KH DWWDFNHU FDQ SXUORLQ FXVWRPHU
LQIRUPDWLRQ WR FRPPLW IUDXG� LQVWDOO PDOLFLRXV VRIWZDUH WR FDUU\ RXW IXUWKHU
DWWDFNV� RU VLPSO\ GLVUXSW VHUYLFH WR WKH WDUJHW VLWH� (YHQ LQ WKH DEVHQFH RI
WKHIW RI FXVWRPHU GDWD RU LPPHGLDWH KDUP WR D QHWZRUN V\VWHP RU VLWH� F\EHU�
DWWDFNV SRVH VLJQLILFDQW UHSXWDWLRQDO GDPDJH WR WDUJHWHG FRPSDQLHV��� 7KH
IROORZLQJ VXEVHFWLRQV ZLOO GHVFULEH VRPH RI WKH PDMRU WDFWLFV F\EHUFULPLQDOV
XVH WR FDUU\ RXW WKHLU DWWDFNV�

D� 3KLVKLQJ
+DFNHUV IUHTXHQWO\ UHO\ RQ SKLVKLQJ WR SHUSHWXDWH KLJK�SURILOH GDWD

EUHDFKHV��� ³3KLVKLQJ�´ DV GHILQHG E\ WKH 'HSDUWPHQW RI -XVWLFH �'2-�� UHIHUV
WR GHFHSWLYH SUDFWLFHV XVHG E\ F\EHUFULPLQDOV WR SLOIHU²RU ³ILVK IRU´²
SHUVRQDO LQIRUPDWLRQ��� 8VXDOO\� WKH F\EHUFULPLQDO ZLOO FUDIW DQG VHQG D IDNH
H�PDLO GLVJXLVHG DV EXVLQHVV RU RUJDQL]DWLRQ WKDW KDV D SUH�H[LVWLQJ

�� 6HH� H�J�� &DUROLQH &� &HDVH� *LYLQJ 2XW <RXU 1XPEHU� $ /RRN DW WKH &XUUHQW 6WDWH RI 'DWD
%UHDFK /LWLJDWLRQ� �� $/$� /� 5(9� ���� ���±�� ������ �GHVFULELQJ WKH FRPPRQ XQGHUO\LQJ
VHTXHQFH RI HYHQWV LQ D W\SLFDO GDWD EUHDFK DFWLRQ��

�� 7KURXJKRXW WKLV $UWLFOH WKH WHUPV ³KDFNHU�´ ³F\EHUFULPLQDO�´ DQG ³DWWDFNHU´ ZLOO EH XVHG
LQWHUFKDQJHDEO\� 7KHVH WHUPV ZLOO UHIHU WR LQGLYLGXDOV RU JURXS DFWRUV ZKR FUHDWH� ILQG� DQG LQILOWUDWH
YXOQHUDELOLWLHV LQ LQIRUPDWLRQ VHFXULW\ QHWZRUNV�

�� 0LFKDHO 3UHFLDGR� ,I <RX :LVK &\EHU 3HDFH� 3UHSDUH IRU &\EHU :DU� 7KH 1HHG IRU WKH
*RYHUQPHQW WR 3URWHFW &ULWLFDO ,QIUDVWUXFWXUH IURP &\EHU :DUIDUH� � -�/� 	 &<%(5:$5)$5( ���
���±�� �������

�� &HDVH� VXSUD QRWH �� DW ����
��� 0DWZ\VK\Q� VXSUD QRWH �� DW ���±���
��� 6HH .ULVWLQ 6KLHOGV� &\EHUVHFXULW\� 5HFRJQL]LQJ WKH 5LVN DQG 3URWHFWLQJ $JDLQVW $WWDFNV� ��

1�&� %$1.,1* ,167� ���� ��� ������ �³)RU RYHU D GHFDGH� F\EHUFULPLQDOV KDYH EHHQ � � � µSKLVKLQJ�¶
WR VWHDO FXVWRPHUV¶ LGHQWLILFDWLRQ DQG DFFRXQW LQIRUPDWLRQ�´��

��� 8�6� '(3¶7 2) -867,&(� 5(3257 21 3+,6+,1* � ������� KWWS���ZZZ�MXVWLFH�JRY�VLWHV�
GHIDXOW�ILOHV�RSD�OHJDF\������������UHSRUWBRQBSKLVKLQJ�SGI�
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UHODWLRQVKLS ZLWK WKH UHFLSLHQW��� 7KH F\EHUFULPLQDO GHFHLYHV WKH UHFLSLHQW
LQWR FOLFNLQJ RQ D OLQN WR D SKRQ\ ZHEVLWH��� ,I WKH SKLVKLQJ DWWHPSW LV
VXFFHVVIXO� WKH YLFWLP ZLOO HQWHU SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ RQ WKH
EHOLHI WKDW WKH PHVVDJH DQG VLWH DUH OHJLWLPDWH��� 2QFH WKH KDFNHU KDV DFFHVV
WR WKH LQIRUPDWLRQ� WKH F\EHUFULPLQDO FDQ XVH LW WR FRPPLW IUDXG��� $WWDFNV RQ
-3 0RUJDQ &KDVH DQG 6RQ\ &RUSRUDWLRQ LQGLFDWH WKDW SKLVKLQJ LV SHUKDSV RQH
RI WKH PRVW FRPPRQO\ XVHG� DQG HIIHFWLYH� F\EHU�WKUHDWV IDFLQJ EXVLQHVVHV
DQG WKHLU FXVWRPHUV���

E� 0DOZDUH DQG 6S\ZDUH
2QFH D KDFNHU JDLQV XQDXWKRUL]HG DFFHVV WR D QHWZRUN RU FRPSXWHU�

SHUKDSV DIWHU D VXFFHVVIXO SKLVKLQJ H[SHGLWLRQ� LW FDQ LQVWDOO ³PDOZDUH�´ RU
PDOLFLRXV VRIWZDUH� +DFNHUV LQVWDOO PDOZDUH RQ XQVXVSHFWLQJ FRPSXWHUV�
SKRQHV� RU VLPLODU GHYLFHV��� 7KLV VRIWZDUH LV XVHG WR IXUWKHU H[SORLW
YXOQHUDELOLWLHV LQ D FRPSDQ\¶V LQIRUPDWLRQ WHFKQRORJ\ �,7� QHWZRUN�
0DOZDUH LV XVHG WR IXUWKHU PDQ\ RI WKH VDPH FULPLQDO DLPV DV SKLVKLQJ� VXFK
DV VWHDOLQJ SHUVRQDO LQIRUPDWLRQ� VHQGLQJ VSDP� DQG FRPPLWWLQJ IUDXG���
³6S\ZDUH´ LV D FORVH FRXVLQ RI PDOZDUH� ,W JHQHUDOO\ UHIHUV WR VRIWZDUH WKDW
LV LQVWDOOHG ZLWKRXW DXWKRUL]DWLRQ WR PRQLWRU DFWLYLW\ DQG PLQH LQIRUPDWLRQ WR
VHQG WR D UHPRWH WKLUG�SDUW\���

F� 'HQLDO RI 6HUYLFH $WWDFNV
,Q D GHQLDO RI VHUYLFH �'R6� DWWDFN� F\EHUFULPLQDOV VZDPS VHUYHUV ZLWK

LQIRUPDWLRQ WR GLVUXSW WKH WDUJHW¶V ZHEVLWH� ,Q LWV EDUHVW IRUP� D VLQJOH SHUVRQ
ZLWK DPSOH FRPSXWLQJ UHVRXUFHV FDQ FDUU\ RXW D 'R6 DWWDFN E\ RYHUZKHOPLQJ

��� 7KH H�PDLO� SXUSRUWHGO\ IURP D EDQN� IRU H[DPSOH� PLJKW WKUHDWHQ WR FORVH DQ DFFRXQW RU WDNH
RWKHU DFWLRQ LI WKH UHFLSLHQW GRHV QRW UHVSRQG� +RZ WR 5HFRJQL]H DQG $YRLG 3KLVKLQJ 6FDPV� )('�
75$'( &200¶1 �0D\ ������ KWWS���ZZZ�FRQVXPHU�IWF�JRY�DUWLFOHV������SKLVKLQJ�

��� $OWKRXJK LW PD\ EH D OLQN WR D SKRQ\ ZHEVLWH� WKHUH DUH RWKHU WDFWLFV HPSOR\HG DV ZHOO� IRU
LQVWDQFH� DQ HPDLO PD\ GLUHFW VRPHRQH WR VHQG EDQNLQJ LQIRUPDWLRQ WR SUHYHQW D IULHQG RU ORYHG RQH
IURP EHLQJ KDUPHG� RU RIIHU D UHZDUG IRU ³DQVZHULQJ D IHZ VLPSOH TXHVWLRQV´ WKDW WXUQ RXW WR EH
QRWKLQJ PRUH WKDQ D VFKHPH WR REWDLQ SHUVRQDO LQIRUPDWLRQ WR EH XVHG E\ WKH F\EHUFULPLQDO�

��� ,G�
��� 2QFH D FXVWRPHU¶V LQIRUPDWLRQ LV VWROHQ� WKH F\EHUFULPLQDO FDQ XVH WKDW GDWD WR PDNH

SXUFKDVHV� ZLWKGUDZ PRQH\ IURP H[LVWLQJ DFFRXQWV� RU RSHQ XS SKRQ\ EDQN RU FUHGLW DFFRXQWV LQ
WKH YLFWLP¶V QDPH� /DXUHQ /� 6XOOLQV� ³3KLVKLQJ´ IRU D 6ROXWLRQ� 'RPHVWLF DQG ,QWHUQDWLRQDO
$SSURDFKHV WR 'HFUHDVLQJ 2QOLQH ,GHQWLW\ 7KHIW� �� (025< ,17¶/� /� 5(9� ���� ���±�� �������

��� 6HH -HIIUH\ 5RPDQ� &KDVH %UHDFK $IIHFWV �� 0LOOLRQ +RXVHKROGV� %$1.,1)26(&85,7<
�2FW� �� ������ KWWSV���ZZZ�EDQNLQIRVHFXULW\�FRP�FKDVH�EUHDFK�DIIHFWV����PLOOLRQ�KRXVHKROGV�D�
����� VHH DOVR.LP =HWWHU� 6RQ\ *RW +DFNHG +DUG� :KDW :H .QRZ DQG 'RQ¶W .QRZ 6R )DU� :,5('
�'HF� �� ������ KWWSV���ZZZ�ZLUHG�FRP���������VRQ\�KDFN�ZKDW�ZH�NQRZ��

��� 0DOZDUH� )('� 75$'( &200¶1 �1RY� ������ KWWSV���ZZZ�FRQVXPHU�IWF�JRY�DUWLFOHV������
PDOZDUH�

��� ,G� 0DOZDUH DQG SKLVKLQJ RIWHQ JR KDQG LQ KDQG� )RU LQVWDQFH� PDOZDUH ZDV LQVWDOOHG RQ
XQVXVSHFWLQJ GHYLFHV LQ D SKLVKLQJ DWWDFN DJDLQVW -3 0RUJDQ� 6KLHOGV� VXSUD QRWH ��� DW ����

��� 'DQLHO %� *DUULH HW DO�� 7KH /HJDO 6WDWXV RI 6S\ZDUH� �� )('� &200� /�-� ���� ��� �������
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D WDUJHW VLWH ZLWK PHDQLQJOHVV FRQQHFWLRQV XQWLO LW LV UHQGHUHG LQDFFHVVLEOH���
7\SLFDOO\� KRZHYHU� WKHVH DWWDFNV DUH RUFKHVWUDWHG DV GLVWULEXWHG GHQLDO RI
VHUYLFH �''R6� FDPSDLJQV�

$ ''R6 DWWDFN EHJLQV ZKHQ RQH XVHU JDLQV FRQWURO RYHU PXOWLSOH
FRPSXWHUV� RU ³]RPELHV�´ WKURXJK SKLVKLQJ RU WKH LQVWDOODWLRQ RI PDOZDUH���
2QFH ³UHFUXLWHG�´ WKHVH ]RPELH FRPSXWHUV DUH WKHQ VXPPRQHG E\ WKH
SHUSHWUDWRU WR ZDJH D ODUJH�VFDOH 'R6 DWWDFN RQ WKH VHUYHU��� 7KH SULPDU\ JRDO
RI VXFK DQ DWWDFN LV WR VKXW GRZQ WKH WDUJHW QHWZRUN� 6WLOO� DEVHQW D IXOO VKXW
GRZQ� DQ HIIHFWLYH DWWDFN PLJKW UHVXOW LQ EORFNLQJ RXW RU GLYHUWLQJ OHJLWLPDWH
XVHUV IURP WKH WDUJHW VLWH���

G� 7KLUG�3DUW\ 9HQGRU $WWDFNV
7R FLUFXPYHQW D WDUJHW FRPSDQ\¶V F\EHUVHFXULW\ GHIHQVH V\VWHPV�

FULPLQDOV ZLOO VHW WKHLU VLJKWV RQ WKLUG�SDUW\ YHQGRUV� 7KLUG�SDUW\ YHQGRUV
LQFOXGH ODZ ILUPV� PDUNHWLQJ FRPSDQLHV� RU RWKHU PHUFKDQWV� 8VXDOO\� WKH\
DUH FRPSDQLHV WKDW IUHTXHQWO\ FRQWUDFW ZLWK WKH WDUJHW IRU VSHFLILHG
WUDQVDFWLRQV RU SXUSRVHV� 7KH QDWXUH RI WKHVH UHODWLRQVKLSV UHTXLUHV WKH
GLVFORVXUH DQG WUDQVPLVVLRQ RI VLJQLILFDQW FXVWRPHU LQIRUPDWLRQ�
$FFRUGLQJO\� PDQ\ KDFNHUV ZLOO KRQH LQ RQ DWWDFNLQJ WKHVH YHQGRUV¶ V\VWHPV
UDWKHU WKDQ GLUHFWO\ WU\LQJ WR LQILOWUDWH D WDUJHW FRPSDQ\ WKDW LV PRUH DWWXQHG
WR WKH ULVNV DVVRFLDWHG ZLWK WKHVH KDFNV DQG KDV IRFXVHG PRUH RQ F\EHU�
SURWHFWLRQ�

+DFNHUV FDQ DOVR XVH WKLUG�SDUW\ YHQGRUV¶ FUHGHQWLDOV WR FRPPLW D
SKLVKLQJ DWWDFN RQ WKH WDUJHW FRPSDQ\� 7KLV ZDV WKH WDFWLF HPSOR\HG E\
FULPLQDOV DJDLQVW +RPH 'HSRW LQ ����� ZKR DWWHPSWHG WR HQWHU WKH
FRPSDQ\¶V QHWZRUN ZLWK D IDNH WKLUG�SDUW\ YHQGRU XVHUQDPH DQG SDVVZRUG���
7KLUG�SDUW\ YHQGRUV UHPDLQ D YLDEOH HQWU\ SRLQW IRU F\EHUFULPLQDOV WR FDUU\
RXW ODUJH�VFDOH GDWD EUHDFKHV���

H� ³'XPSVWHU 'LYLQJ´
7UDGLWLRQDO GXPSVWHU GLYLQJ LV KDFNLQJ LQ LWV PRVW FODVVLFDO VHQVH�

&ULPLQDOV VHDUFK WKURXJK WUDVK UHFHSWDFOHV EHKLQG FRUSRUDWH RIILFHV ORRNLQJ
IRU GLVFDUGHG KDUG FRSLHV RI GRFXPHQWV� 7KH JRDO� OLNH PDQ\ HOHFWURQLF GDWD

��� 6HH -RVHSK 0HQQ� &\EHU�$WWDFNV $JDLQVW %DQNV 0RUH 6HYHUH WKDQ 0RVW 5HDOL]H� 5(87(56
�0D\ ��� ����� ����� $0�� KWWS���ZZZ�UHXWHUV�FRP�DUWLFOH������������XV�F\EHU�VXPPLW�EDQNV�
LG86%5(��*�=3��������� :� &DJQH\ 0F&RUPLFN� 7KH &RPSXWHU )UDXG 	 $EXVH $FW� )DLOLQJ
WR (YROYH ZLWK WKH 'LJLWDO $JH� �� 608 6&,� 	 7(&+� /� 5(9� ���� ���±�� �������

��� -RVKXD 0F/DXULQ� 0DNLQJ &\EHUVSDFH 6DIH IRU 'HPRFUDF\� 7KH &KDOOHQJH 3RVHG E\
'HQLDO�RI�6HUYLFH $WWDFNV� �� <$/( /� 	 32/¶< 5(9� ���� ���±�� �������

��� ,G�
��� 0F&RUPLFN� VXSUD QRWH ��� DW ���±���
��� 3UHVV 5HOHDVH� 7KH +RPH 'HSRW� 7KH +RPH 'HSRW 5HSRUWV )LQGLQJV LQ 3D\PHQW 'DWD

%UHDFK ,QYHVWLJDWLRQ �1RY� �� ������ KWWSV���LU�KRPHGHSRW�FRP�QHZV�UHOHDVHV�����������������
����������

��� ,G�
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EUHDFKHV� LV WR VWHDO VHQVLWLYH FXVWRPHU RU FRPSDQ\ LQIRUPDWLRQ WR SHUSHWXDWH
IUDXGXOHQW WUDQVDFWLRQV��� :KLOH QRW QHDUO\ DV VRSKLVWLFDWHG DV WKH F\EHU�
DWWDFNV GLVFXVVHG DERYH� WUDGLWLRQDO GXPSVWHU GLYLQJ QHYHUWKHOHVV UHPDLQV D
ULVN WKDW FRPSDQLHV VKRXOG QRW RYHUORRN���

³'XPSVWHU GLYLQJ´ LQ WKH F\EHU FRQWH[W UHIHUV WR WKH XQDXWKRUL]HG
UXPPDJLQJ WKURXJK FRPSDQ\�RZQHG VHUYHUV� FRPSXWHUV� RU H�PDLO DFFRXQWV
IRU VHFUHW RU GLVFDUGHG LQIRUPDWLRQ��� 7KLV WDFWLF RIWHQ RFFXUV LQ WKH
HPSOR\PHQW FRQWH[W� $Q LQVLGHU²HPSOR\HH RU LQGHSHQGHQW FRQWUDFWRU ZLWK
DW OHDVW OLPLWHG DFFHVV WR FRPSDQ\ LQIRUPDWLRQ²ZLOO SURZO ROG IROGHUV� H�
PDLO DFFRXQWV� DQG RWKHU LQWHUQDO GRFXPHQWV IRU VHQVLWLYH LQWHOOHFWXDO
SURSHUW\ �W\SLFDOO\ WUDGH VHFUHWV� RU FXVWRPHU LQIRUPDWLRQ�

�� (PSOR\PHQW ,VVXHV²(FRQRPLF (VSLRQDJH DQG 7UDGH
6HFUHW 0LVDSSURSULDWLRQ

0DQ\ FRUSRUDWH DVVHWV GHULYH YDOXH DV D UHVXOW RI WKHLU FRQILGHQWLDO QDWXUH�
&XVWRPHU LQIRUPDWLRQ� SUHIHUHQFH GDWDEDVHV� DQG WUDGH VHFUHWV� LI SRDFKHG RU
VLPSO\ GLVFRYHUHG� PD\ VLJQLILFDQWO\ UHGXFH WKH YDOXH RI D FRPSDQ\¶V
LQWHOOHFWXDO SURSHUW\ DVVHWV� (PSOR\HHV DUH LQ D XQLTXH SRVLWLRQ WR DFFHVV
WKHVH DVVHWV DQG WKHUHIRUH SUHVHQW RSSRUWXQH HQWU\ SRLQWV IRU PDQ\
F\EHUFULPLQDOV� &RPSDQLHV PXVW FRQVLGHU SURWHFWLRQV DJDLQVW WKHVH µLQVLGH
MREV¶ ZLWK WKH VDPH GHJUHH RI FDUH DV WKH\ WUHDW VRSKLVWLFDWHG F\EHU�DWWDFNV
IURP RXWVLGHUV��� %RWK WKH 7DUJHW &RUSRUDWLRQ DQG -3 0RUJDQ GDWD EUHDFKHV
XVHG HPSOR\HHV DV LQLWLDO WDUJHWV� ,Q WKH 7DUJHW EUHDFK� WKH F\EHUFULPLQDOV
KDFNHG D FRQWUDFWRU¶V FUHGHQWLDOV��� LQ WKH -3 0RUJDQ DWWDFN� WKH KDFNLQJ
EHJDQ E\ JDLQLQJ DFFHVV WR WKH SHUVRQDO FRPSXWHU RI DQ HPSOR\HH ZRUNLQJ
IURP KRPH���

(PSOR\HHV DUH DOVR FDSDEOH RI HFRQRPLF HVSLRQDJH� ZKLFK LV
LQWHQWLRQDOO\ VWHDOLQJ GDWD RU PLVDSSURSULDWLQJ FRPSDQ\ WUDGH VHFUHWV IRU

��� 'XPSVWHU 'LYLQJ� 7(&+23(',$ �-XO\ ��� ������ KWWSV���ZZZ�WHFKRSHGLD�FRP�GHILQLWLRQ�
������GXPSVWHU�GLYLQJ�

��� 6HH 7KRPDV :� 7HGIRUG� 'XPSVWHU 'LYHUV &RXOG %H WKH 1H[W 6RQ\ +DFNHUV� 5(&2'( �0DU�
��� ������ KWWS���UHFRGH�QHW������������GXPSVWHU�GLYHUV�FRXOG�EH�WKH�QH[W�VRQ\�KDFNHUV�
�GLVFXVVLQJ WKH ULVNV RI WUDGLWLRQDO GXPSVWHU GLYLQJ WR FRPSDQLHV��

��� 7(&+23(',$� VXSUD QRWH ���
��� 7KH UHFHQW WKHIW RI WUDGH VHFUHWV IURP $YDJR 7HFKQRORJLHV DQG 6N\ZRUNV 6ROXWLRQV ,QF� E\

VWDWH�DFWRUV PDVNLQJ DV HPSOR\HHV KLJKOLJKWV WKH WKUHDW RI HFRQRPLF HVSLRQDJH� $QGUHZ *URVVPDQ�
8�6� &KDUJHV 6L[ &KLQHVH &LWL]HQV ZLWK (FRQRPLF (VSLRQDJH� :$// 67� -� �0D\ ��� ������
KWWS���ZZZ�ZVM�FRP�DUWLFOHV�X�V�FKDUJHV�VL[�FKLQHVH�FLWL]HQV�ZLWK�HFRQRPLF�HVSLRQDJH�
�����������

��� -HVVLFD 6LOYHU�*UHHQEHUJ 	 0DWWKHZ *ROGVWHLQ� $IWHU -30RUJDQ &KDVH %UHDFK� 3XVK WR
&ORVH :DOO 6W� 6HFXULW\ *DSV� 1�<� 7,0(6 �2FW� ��� ������ KWWS���GHDOERRN�Q\WLPHV�FRP���������
���DIWHU�MSPRUJDQ�F\EHUDWWDFN�D�SXVK�WR�IRUWLI\�ZDOO�VWUHHW�EDQNV�"BSKS WUXH	BW\SH EORJV	BU 
��

��� (PLO\ *OD]HU 	 'DQQ\ <DGURQ� -�3� 0RUJDQ 6D\V $ERXW �� 0LOOLRQ +RXVHV $IIHFWHG E\
&\EHU %UHDFK� :$// 67� -� �2FW� �� ������ KWWS���ZZZ�ZVM�FRP�DUWLFOHV�M�S�PRUJDQ�VD\V�DERXW����
PLOOLRQ�KRXVHKROGV�DIIHFWHG�E\�F\EHU�EUHDFK������������
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WKHLU RZQ EHQHILW��� $ WUDGH VHFUHW LV GHILQHG DV LQIRUPDWLRQ²VXFK DV D
IRUPXOD RU FRPSLODWLRQ RI GDWD²WKDW GHULYHV LWV HFRQRPLF YDOXH IURP QRW
EHLQJ UHDGLO\ DVFHUWDLQDEOH WKURXJK SURSHU PHDQV E\ WKRVH ZKR FRXOG JDLQ
YDOXH IURP LWV XVH RU GLVFORVXUH��� 7R JDLQ WUDGH VHFUHW SURWHFWLRQ� WKH
FRPSDQ\ PXVW VKRZ WKDW LW WRRN UHDVRQDEOH HIIRUWV WR PDLQWDLQ WKH VHFUHF\ RI
WKH LQIRUPDWLRQ��� 0RUHRYHU� PLVDSSURSULDWLRQ RI D WUDGH VHFUHW LQ WKH
HPSOR\PHQW FRQWH[W UHTXLUHV VKRZLQJ D GXW\ RI FRQILGHQWLDOLW\ IROORZHG E\
D EUHDFK� 7KLV LV QHFHVVDU\ ERWK WR SURWHFW LQIRUPDWLRQ DV D WUDGH VHFUHW DQG
WR VXFFHHG LQ D SRWHQWLDO PLVDSSURSULDWLRQ DFWLRQ� ,QGLFLD RI VHFUHF\ LQFOXGH
QRQ�GLVFORVXUH DJUHHPHQWV� OLPLWDWLRQV RQ DFFHVV� LQWHUQDO PHPRV� WUDLQLQJV�
DQG RWKHU SUHFDXWLRQV�

%� (17,7,(6 $7 5,6.

�� )LQDQFLDO ,QVWLWXWLRQV
)LQDQFLDO LQVWLWXWLRQV DUH IUHTXHQW WDUJHWV RI F\EHU�DWWDFNV� ,Q )HEUXDU\

����� .DVSHUVN\ /DE� D 5XVVLDQ F\EHUVHFXULW\ FRPSDQ\� UHOHDVHG D UHSRUW
GHWDLOLQJ DQ DOOHJHG �� ELOOLRQ F\EHU�KHLVW RI ��� EDQNV IURP DURXQG WKH
JOREH��� 7KH UHSRUW� ZKLFK ZLWKKHOG SXEOLFDWLRQ RI WKH YLFWLP�EDQNV¶ QDPHV
GXH WR QRQGLVFORVXUH DJUHHPHQWV��� FLWHG SKLVKLQJ DWWDFNV IROORZHG E\ WKH
LQVWDOODWLRQ RI PDOZDUH RQ HPSOR\HHV¶ FRPSXWHUV DV WKH HQWU\ SRLQWV IRU WKH
DWWDFNV� 3ULRU WR WKHVH DWWDFNV� RYHU D GR]HQ 8QLWHG 6WDWHV EDQNV� LQFOXGLQJ
:HOOV )DUJR� &LWLJURXS� -3 0RUJDQ &KDVH� DQG %DQN RI $PHULFD� ZHUH
KDFNHG EHWZHHQ 6HSWHPEHU ���� DQG 0D\ ������� 6RPH RI WKHVH VDPH
LQVWLWXWLRQV H[SHULHQFHG VLPLODU EUHDFKHV RI FRPSXWHU VHFXULW\ V\VWHPV DJDLQ
LQ �������

��� 6HH (OL]DEHWK 5RZH� 7UDGH 6HFUHWV� 'DWD 6HFXULW\ DQG (PSOR\HHV� �� &+,��.(17 /� 5(9�
���� ��� ������ �FLWLQJ UHFHQW VWDWLVWLFV VXJJHVWLQJ WKDW ��� RI FRPSXWHU FULPHV DUH FRPPLWWHG E\
HPSOR\HHV��

��� �� 8�6�&� � ���� ������� 7UDGH VHFUHW SURWHFWLRQ LV D PDWWHU RI VWDWH ODZ� 0DQ\ VWDWHV DGRSW
WKH 8QLIRUP 7UDGH 6HFUHWV $FW �876$�� 2WKHUV KDYH LPSOHPHQWHG WKHLU RZQ OHJLVODWLRQ�
1HYHUWKHOHVV� WKH FRUH HOHPHQWV RI WUDGH VHFUHW SURWHFWLRQ� DQG D PLVDSSURSULDWLRQ FDXVH RI DFWLRQ�
DUH IXQFWLRQDOO\ HTXLYDOHQW UHJDUGOHVV RI WKH H[DFW ODZ DGRSWHG E\ HDFK VWDWH�

��� ,G�
��� 7KH FULPLQDOV LQ WKLV DWWDFN DUH EHOLHYHG WR EH D PXOWLQDWLRQDO JDQJ RI KDFNHUV IURP 5XVVLD�

8NUDLQH� DQG HOVHZKHUH LQ (XURSH� 7KH *UHDW %DQN 5REEHU\� &DUEDQDN &\EHUJDQJ 6WHDOV ��EQ
IURP ��� )LQDQFLDO ,QVWLWXWLRQV :RUOGZLGH� 9,586 1(:6 �)HE� ��� ������
KWWS���ZZZ�NDVSHUVN\�FRP�DERXW�QHZV�YLUXV������&DUEDQDN�F\EHUJDQJ�VWHDOV���EQ�86'�IURP�
����ILQDQFLDO�LQVWLWXWLRQV�ZRUOGZLGH�

��� 'DYLG (� 6DQJHU 	 1LFROH 3HUOURWK� %DQN +DFNHUV 6WHDO 0LOOLRQV YLD 0DOZDUH� 1�<� 7,0(6
�)HE� ��� ������ KWWS���ZZZ�Q\WLPHV�FRP������������ZRUOG�EDQN�KDFNHUV�VWHDO�PLOOLRQV�YLD�
PDOZDUH�KWPO�

��� 0HQQ� VXSUD QRWH ��� 0F&RUPLFN� VXSUD QRWH ���
��� 'DQQ\ <DGURQ� (PLO\ *OD]HU 	 'HYOLQ %DUUHWW� )%, 3UREHV 3RVVLEOH +DFNLQJ ,QFLGHQW DW

-�3� 0RUJDQ� :$// 67� -� �$XJ� ��� ����� ���� $0�� KWWS���ZZZ�ZVM�FRP�DUWLFOHV�IEL�SUREHV�
SRVVLEOH�FRPSXWHU�KDFNLQJ�LQFLGHQW�DW�M�S�PRUJDQ������������
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%DQNV DUH DFXWHO\ VXVFHSWLEOH WR F\EHUVHFXULW\ WKUHDWV IRU VHYHUDO UHDVRQV�
$Q REYLRXV IDFWRU LV WKDW EDQNV KROG PRUH FULWLFDO FXVWRPHU LQIRUPDWLRQ WKDQ
GR UHWDLOHUV� )XUWKHU� ODUJHU ILQDQFLDO LQVWLWXWLRQV DUH FRQVWDQWO\ DFTXLULQJ
VPDOOHU EDQNV� )UHTXHQW PHUJHU DQG DFTXLVLWLRQ DFWLYLW\ FUHDWHV D UHYROYLQJ
GRRU RI QHZ VHFXULW\ V\VWHPV DQG DFFHVV SRLQWV� WKXV FKDOOHQJLQJ WKH
DFTXLULQJ�EDQN¶V DELOLW\ WR PDLQWDLQ D FRKHUHQW� FRPSDQ\�ZLGH LQIRUPDWLRQ
VHFXULW\ SROLF\��� %DQNV DOVR DWWUDFW D ZLGHU� DQG SHUKDSV PRUH VRSKLVWLFDWHG�
JURXS RI F\EHUFULPLQDOV� 0DQ\ KDFNHUV ZKR WDUJHW ILQDQFLDO LQVWLWXWLRQV DUH
LQWHUHVWHG LQ FDXVLQJ ODUJHU�VFDOH ILQDQFLDO GLVUXSWLRQV��� 7KH YLFWLPV RI WKHVH
DWWDFNV UDQJH IURP VKDUHKROGHUV WR FXVWRPHUV� DV ZHOO DV HPSOR\HHV RI
FRPSDQLHV DQG WKLUG�SDUWLHV ZLWK ZKRP WKH LQVWLWXWLRQ UHOLHV RQ IRU EXVLQHVV�

%DQNV DUH QRW WKH RQO\ ILQDQFLDO LQVWLWXWLRQV DW ULVN� DQG D UHFHQW XSWLFN LQ
F\EHU�DWWDFNV KDV JHQHUDWHG UHVSRQVHV IURP UHJXODWRUV� ,Q ����� WKH 6(&
2IILFH RI &RPSOLDQFH ,QVSHFWLRQV DQG ([DPLQDWLRQV �2&,(� DQG WKH
)LQDQFLDO ,QGXVWU\ 5HJXODWRU\ $XWKRULW\ �),15$� FRQGXFWHG D VZHHS RI
PHPEHU EURNHU�GHDOHU ILUPV WR DVVHVV WKHLU F\EHUVHFXULW\ SUDFWLFHV� ,Q �����
2&,( UHSRUWHG WKDW RXW RI ILIW\�VHYHQ UHJLVWHUHG EURNHU�GHDOHUV DQG IRUW\�QLQH
LQYHVWPHQW DGYLVHUV WKDW ZHUH H[DPLQHG� WKH UHJLVWHUHG EURNHU�GHDOHUV KDYH
KLJKHU ³F\EHUVHFXULW\ SUHSDUDWLRQ´ WKDQ WKH LQYHVWPHQW DGYLVHUV��� ,Q �����
WKH 2&,( UHYLVLWHG WKHVH LPSRUWDQW LVVXHV DQG QRWHG WKDW PRVW ILUPV LGHQWLILHG
DQG GHVFULEHG F\EHUVHFXULW\ UROHV DQG UHVSRQVLELOLWLHV� UHTXLUHG WKHLU YHQGRUV
WR DOVR SURYLGH WKHLU RZQ ULVN DVVHVVPHQWV� DQG KDG VRPH V\VWHP WR GHWHFW
DQG PRQLWRU GDWD ORVV���

+RZHYHU� 2&,( QRWHG WKDW WKHUH ZHUH LVVXHV ZLWK ILUPV LQGLYLGXDOO\
WDLORULQJ WKHLU VHFXULW\ SROLFLHV WR WKHLU ILUP DQG WKH HQIRUFHPHQW RI WKHLU RZQ
SROLFLHV��� &XVWRP�PDGH V\VWHPV JHQHUDWH SUREOHPV WKDW DUH QRW UHDGLO\
IL[DEOH DQG PD\ EH VXEMHFW WR SDUWLFXODU ULVN LI WKHUH LV QRW DQ DFKLHYDEOH ³IL[�´
0RUHRYHU� WKH IDLOXUH RI ILUPV WR PRQLWRU DQG HQIRUFH WKHLU VHFXULW\ SROLFLHV
LV DQ DJH�ROG SUREOHP�

)URP ���� WKURXJK ����� WKH 2&,( KDV LQFOXGHG F\EHUVHFXULW\ DV RQH RI
LWV SULRULWLHV HDFK \HDU� ,Q ����� WKH 2&,( QRWHG ³ZH ZLOO FRQWLQXH RXU
LQLWLDWLYH WR H[DPLQH IRU F\EHUVHFXULW\ FRPSOLDQFH SURFHGXUHV DQG FRQWUROV�

��� $QGUHD 3HWHUVRQ� %DQNV $UH 6WUXJJOLQJ ZLWK &\EHUVHFXULW\� 7KDW 'RHVQ¶W %RGH :HOO IRU
2WKHU ,QGXVWULHV� :$6+� 3267 �2FW� �� ������ KWWSV���ZZZ�ZDVKLQJWRQSRVW�FRP�EORJV�WKH�
VZLWFK�ZS������������EDQNV�DUH�VWUXJJOLQJ�ZLWK�F\EHUVHFXULW\�WKDW�GRHVQW�ERGH�ZHOO�IRU�RWKHU�
LQGXVWULHV��

��� ,G�
��� 6DPXHO :ROII HW DO�� &\EHUVHFXULW\ DQG WKH 6(&� 3DUW �� LQ �� 6(&85,7,(6 $1' )('(5$/

&25325$7( /$:5(3257 �±� �7KRPVRQ 5HXWHUV ������
��� 8�6� 6(&� 	 (;&+� &200¶1� 2)),&( 2) &203/,$1&( ,163(&7,216 $1' (;$0,1$7,216�

���� (;$0,1$7,21 35,25,7,(6 �� ������� KWWSV���ZZZ�VHF�JRY�DERXW�RIILFHV�RFLH�QDWLRQDO�
H[DPLQDWLRQ�SURJUDP�SULRULWLHV������SGI�

��� ,G�
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LQFOXGLQJ WHVWLQJ WKH LPSOHPHQWDWLRQ RI WKRVH SURFHGXUHV DQG FRQWUROV�´�� ,Q
����� WKH 2&,( UHPDUNHG WKDW ³>W@KH VFRSH DQG VHYHULW\ RI ULVNV WKDW F\EHU
WKUHDWV SUHVHQW KDYH LQFUHDVHG GUDPDWLFDOO\�´�� ,Q ����� WKH 2&,( SURFODLPHG
WKDW LW ZDV ³ZRUNLQJ ZLWK ILUPV WR LGHQWLI\ DQG PDQDJH F\EHUVHFXULW\ ULVNV
DQG WR HQFRXUDJH PDUNHW SDUWLFLSDQWV WR DFWLYHO\ DQG HIIHFWLYHO\ HQJDJH LQ
WKLV HIIRUW�´��

,Q NHHSLQJ ZLWK LWV SULRULWLHV� WKH 2&,( DOVR UHOHDVHG D VWULQJ RI ³5LVN
$OHUWV´ EHWZHHQ ���� DQG ����� )RU LQVWDQFH� LQ $XJXVW ����� WKH 6(&
LVVXHG D 5LVN $OHUW UHJDUGLQJ FRPSDQLHV LPSOHPHQWLQJ DQG DGGUHVVLQJ
VXIILFLHQW ZULWWHQ SROLFLHV UHODWHG WR WKH 6(&¶V &\EHUVHFXULW\ ,QLWLDWLYH��� 7KH
6(& IRXQG WKDW PDQ\ RI WKH ZULWWHQ SROLFLHV ZHUH JHQHULF DQG QRW VSHFLILFDOO\
WDLORUHG WR WKH LQGLYLGXDO EURNHU�GHDOHU��� 7KH 5LVN $OHUW DOVR LGHQWLILHG VRPH
HOHPHQWV RI UREXVW SROLFLHV� PDLQWHQDQFH RI DQ LQYHQWRU\ RI GDWD� YHQGRU
LQIRUPDWLRQ� GHWDLOHG F\EHUVHFXULW\�UHODWHG LQVWUXFWLRQV� DQG PDLQWHQDQFH RI
SUHVFULSWLYH VFKHGXOHV DQG SURFHVVHV IRU WHVWLQJ GDWD LQWHJULW\ DQG
YXOQHUDELOLWLHV���

,Q $SULO ����� WKH 6(& LVVXHG D 5LVN $OHUW UHODWHG WR 5HJXODWLRQ 6�3���
7KLV 5LVN $OHUW LQYROYHG DLGLQJ FRPSDQLHV LQ FRPSO\LQJ ZLWK WKHLU
REOLJDWLRQV XQGHU 5HJXODWLRQ 6�3 WR SURYLGH FXVWRPHUV ZLWK SULYDF\
QRWLFHV��� 7KH PRVW FRPPRQ FRPSOLDQFH LVVXHV LGHQWLILHG E\ WKH 5LVN $OHUW
LQYROYHG LQDFFXUDWH SULYDF\ DQG RSW�RXW QRWLFHV� IDLOXUHV WR IROORZ LQWHUQDO
SROLFLHV DQG SURFHGXUHV� DQG HYHQ DEVHQFHV RI SROLFLHV DQG SURFHGXUHV
DOWRJHWKHU��� ,QWHUHVWLQJO\� RQH RI WKH PDMRU FRPSOLDQFH LVVXHV DGGUHVVHG LQ
WKH 5LVN $OHUW ZDV WKH VWRUDJH RI LQIRUPDWLRQ RQ HPSOR\HHV¶ SHUVRQDO GHYLFHV
WKDW GLG QRW FRQWDLQ DGHTXDWH SURWHFWLRQ IRU FXVWRPHU LQIRUPDWLRQ���

��� 8�6� 6(&� 	 (;&+� &200¶1� 2)),&( 2) &203/,$1&( ,163(&7,216 	 (;$0,1$7,216�
(;$0,1$7,21 35,25,7,(6 )25 ����� DW � ������� KWWSV���ZZZ�VHF�JRY�DERXW�RIILFHV�RFLH�QDWLRQDO�
H[DPLQDWLRQ�SURJUDP�SULRULWLHV������SGI�

��� 8�6� 6(&� 	 (;&+� &200¶1� 2)),&( 2) &203/,$1&( ,163(&7,216 	 (;$0,1$7,216�
���� 1$7,21$/ (;$0 352*5$0 (;$0,1$7,21 35,25,7,(6 � �������
KWWSV���ZZZ�VHF�JRY�DERXW�RIILFHV�RFLH�QDWLRQDO�H[DPLQDWLRQ�SURJUDP�SULRULWLHV������SGI�

��� 8�6� 6(&� 	 (;&+� &200¶1� 2)),&( 2) &203/,$1&( ,163(&7,216 	 (;$0,1$7,216�
���� 1$7,21$/ (;$0 352*5$0 (;$0,1$7,21 35,25,7,(6 �� �������
KWWSV���ZZZ�VHF�JRY�ILOHV�2&,(����������3ULRULWLHV�SGI�

��� 6HH JHQHUDOO\ 8�6� 6(&� 	 (;&+� &200¶1� 2%6(59$7,216 )520 &<%(56(&85,7<
(;$0,1$7,216 �$XJ� �� ������ KWWSV���ZZZ�VHF�JRY�ILOHV�REVHUYDWLRQV�IURP�F\EHUVHFXULW\�
H[DPLQDWLRQV�SGI�

��� ,G�
��� 6HH LG�
��� 6HH JHQHUDOO\ 8�6� 6(&� 	 (;&+� &200¶1� 2)),&( 2) &203/,$1&( ,163(&7,216 	

(;$0,1$7,216� ,19(670(17 $'9,6(5 $1' %52.(5�'($/(5 &203/,$1&( ,668(6 5(/$7(' 72
5(*8/$7,21 6�3²35,9$&< 127,&(6 $1' 6$)(*8$5' 32/,&,(6 �$SU� ��� ������
KWWSV���ZZZ�VHF�JRY�ILOHV�2&,(���5LVN���$OHUW�������5HJXODWLRQ���6�3�SGI�

��� ,G�
��� ,G�
��� ,G�
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$V UHFHQWO\ DV 0D\ ��� ����� 2&,( LVVXHG D 5LVN $OHUW LQYROYLQJ VWRUDJH
RI ³HOHFWURQLF FXVWRPHU UHFRUGV DQG LQIRUPDWLRQ E\ EURNHU�GHDOHUV DQG
LQYHVWPHQW DGYLVRUV LQ YDULRXV VWRUDJH VROXWLRQV�´�� 6SHFLILFDOO\� 2&,(
LGHQWLILHG WKDW WKHVH VWRUDJH VROXWLRQV PD\ ³UDLVH FRPSOLDQFH LVVXHV XQGHU
5HJXODWLRQV 6�3 DQG 6�,'�´�� 7KH 5LVN $OHUW LGHQWLILHG WKDW PDQ\ RI WKH
LVVXHV VXUURXQGLQJ WKHVH VWRUDJH VROXWLRQV LQYROYHG ILUPV WKDW IDLOHG WR
FRQILJXUH WKHLU VHFXULW\ V\VWHPV WR SUHYHQW XQDXWKRUL]HG DFFHVV RU IDLOHG WR
LPSOHPHQW SROLFLHV WR HQVXUH WKDW WKH VHFXULW\ V\VWHPV ZHUH LQ FRPSOLDQFH
ZLWK WKHLU RZQ ILUP VWDQGDUGV���

,Q ����� ),15$ LVVXHG D UHSRUW RXWOLQLQJ LWV ILQGLQJV��� ,W SURYLGHG D VHW
RI ³SULQFLSOHV DQG HIIHFWLYH SUDFWLFHV´ WKDW PHPEHU ILUPV DUH UHFRPPHQGHG
WR LPSOHPHQW� $FFRUGLQJ WR WKH UHSRUW� ILUPV VKRXOG�

x ³>H@VWDEOLVK DQG LPSOHPHQW D F\EHUVHFXULW\ JRYHUQDQFH IUDPHZRUN WKDW
VXSSRUWV LQIRUPHG GHFLVLRQ�PDNLQJ DQG HVFDODWLRQ ZLWKLQ WKH
RUJDQL]DWLRQ WR LGHQWLI\ DQG PDQDJH F\EHUVHFXULW\ ULVNV´�

x ³>F@RQGXFW UHJXODU DVVHVVPHQWV WR LGHQWLI\ F\EHUVHFXULW\ ULVNV
DVVRFLDWHG ZLWK ILUP DVVHWV DQG YHQGRUV DQG SULRULWL]H WKHLU
UHPHGLDWLRQ´�

x ³>L@PSOHPHQW WHFKQLFDO FRQWUROV WR SURWHFW ILUP VRIWZDUH DQG KDUGZDUH
WKDW VWRUHV DQG SURFHVVHV GDWD� DV ZHOO DV WKH GDWD LWVHOI´�

x ³>H@VWDEOLVK SROLFLHV DQG SURFHGXUHV� DQG UROHV DQG UHVSRQVLELOLWLHV� IRU
HVFDODWLQJ DQG UHVSRQGLQJ WR F\EHUVHFXULW\ LQFLGHQWV´�

x ³>P@DQDJH F\EHUVHFXULW\ ULVN WKDW FDQ DULVH DFURVV WKH OLIHF\FOH RI
YHQGRU UHODWLRQVKLSV XVLQJ D ULVN�EDVHG DSSURDFK WR YHQGRU
PDQDJHPHQW´�

x ³>S@URYLGH F\EHUVHFXULW\ WUDLQLQJ WKDW LV WDLORUHG WR VWDII QHHGV´�

x ³>X@VH F\EHU WKUHDW LQWHOOLJHQFH WR LPSURYH FDSDELOLWLHV WR LGHQWLI\�
GHWHFW DQG UHVSRQG WR F\EHUVHFXULW\ WKUHDW´�

x ³>H@YDOXDWH WKH XWLOLW\ RI F\EHU LQVXUDQFH DV D ZD\ WR WUDQVIHU VRPH ULVN
� � �´��

��� 8�6� 6(&� 	 (;&+� &200¶1� 6$)(*8$5',1* &86720(5 5(&25'6 $1' ,1)250$7,21 ,1
1(7:25. 6725$*(±86( 2) 7+,5' 3$57< 6(&85,7< )($785(6 �0D\ ��� ������
KWWSV���ZZZ�VHF�JRY�ILOHV�2&,(���5LVN���$OHUW�������1HWZRUN���6WRUDJH�SGI�

��� ,G�
��� ,G�
��� ),1� ,1'86� 5(*8/$725< $87+�� 5(3257 21 &<%(56(&85,7< 35$&7,&(6 ��±�� �)HE�

������
KWWSV���ZZZ�ILQUD�RUJ�VLWHV�GHIDXOW�ILOHV�S���������5HSRUW���RQ���&\EHUVHFXULW\���3UDFWLFH
VB��SGI� 7KH TXRWHG ODQJXDJH LV FROOHFWHG IURP WKH ³3ULQFLSOHV´ VXPPDULHV LQ $SSHQGL[ , RI WKH
),15$ UHSRUW� ZKLFK RXWOLQH JXLGDQFH IRU WKHLU UHVSHFWLYH VHFWLRQV� 6HH LG�

��� ,G� DW ��±���
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,Q DGGLWLRQ WR ),15$¶V RYHUVLJKW RI EURNHU�GHDOHUV� EDQNV PXVW FRPSO\
ZLWK WKH *UDPP�/HDFK�%OLOH\ $FW� ZKLFK LPSRVHV DQ DIILUPDWLYH REOLJDWLRQ
RQ EDQNV WR JXDUG FXVWRPHUV¶ SHUVRQDO LQIRUPDWLRQ��� )LQDQFLDO LQVWLWXWLRQV
PXVW UHPDLQ YLJLODQW DQG VWD\ DEUHDVW RI FXWWLQJ�HGJH F\EHUVHFXULW\ SUDFWLFHV
WR EHVW HQVXUH WKH\ DUH DGHTXDWHO\ SURWHFWHG DJDLQVW WKHVH JURZLQJ WKUHDWV�

�� 3XEOLF &RPSDQLHV
7KHUH KDYH EHHQ VHYHUDO UHFHQW F\EHU�DWWDFNV DJDLQVW KLJK�SURILOH� SXEOLF

FRPSDQLHV��� :KHQ D SXEOLF FRPSDQ\ VXIIHUV D F\EHU�EUHDFK� FXVWRPHU
LQIRUPDWLRQ FDQ EH FRPSURPLVHG� DQG VWRFNKROGHUV PD\ VHH WKHLU VKDUH YDOXH
GHFOLQH��� 6WLOO� LQ WKH DEVHQFH RI D EUHDFK� WKH YHU\ WKUHDW RI DQ DWWDFN PD\
FKLOO LQYHVWPHQW LQ DQG SUHHPSW RQOLQH SXUFKDVHV IURP D FRPSDQ\ SHUFHLYHG
WR KDYH ZHDN F\EHUVHFXULW\� $ VWXG\ E\ WKH 3RQHPRQ ,QVWLWXWH� ZKLFK
VXUYH\HG ��� FRPSDQLHV JOREDOO\� IRXQG WKDW WKH DYHUDJH DQQXDO FRVW RI
F\EHU�EUHDFKHV ZDV ����� PLOOLRQ��� $IWHU D EUHDFK� EXVLQHVVHV DOVR VWDQG WR
ORVH UHSXWDWLRQDO FDSLWDO DQG RWKHU LQWDQJLEOH DVVHWV� OLNH LQWHOOHFWXDO SURSHUW\
DQG WUDGH VHFUHWV���

7KH 6(& KDV WDNHQ QRWLFH RI WKHVH FRVWV DQG YRZHG WR SOD\ D JUHDWHU UROH
LQ UHJXODWLQJ FRPSDQLHV¶ LQWHUQDO FRQWUROV DQG F\EHU�UHODWHG GLVFORVXUHV�
&KLFDJR 5HJLRQDO 'LUHFWRU 'DYLG *ORFNQHU DFNQRZOHGJHG WKDW F\EHUVHFXULW\
³LV DQ DUHD ZKHUH ZH KDYH QRW EURXJKW D VLJQLILFDQW QXPEHU RI FDVHV \HW�´ EXW
VWDWHG LW ³LV KLJK RQ RXU UDGDU VFUHHQ�´�� 0HPEHUV RI &RQJUHVV DJUHHG DQG
FDOOHG XSRQ WKHQ�6(& &KDLU 0DU\ -R :KLWH WR LQFUHDVH 6(& JXLGDQFH RQ
F\EHUVHFXULW\ GLVFORVXUH���

��� 6HH 6KLHOGV� VXSUD QRWH ��� DW ���� 7KH $FW¶V VXEVWDQWLYH SURYLVLRQV DUH DGGUHVVHG LQ WKH
VHFWLRQV EHORZ�

��� ,Q ���� DORQH� +RPH 'HSRW� -3 0RUJDQ &KDVH� .PDUW� 'DLU\ 4XHHQ� DQG 6RQ\ 3LFWXUH
(QWHUWDLQPHQW ZHUH HDFK KDFNHG� 1RDK *� 6XVVNLQG� &\EHUVHFXULW\ &RPSOLDQFH DQG 5LVN
0DQDJHPHQW 6WUDWHJLHV� :KDW 'LUHFWRUV� 2IILFHUV� DQG 0DQDJHUV 1HHG WR .QRZ� �� 1�<�8� -�/� 	
%86� ���� ���±�� ������� ,Q ����� (TXLID[ ZDV WKH YLFWLP RI D F\EHU�DWWDFN� 6HH -RVK )UXKOLQJHU�
(TXLID[ 'DWD %UHDFK )$4� :KDW +DSSHQHG� :KR :DV $IIHFWHG� :KDW :DV WKH ,PSDFW"� &62
21/,1( �)HE� ��� ������ KWWSV���ZZZ�FVRRQOLQH�FRP�DUWLFOH���������HTXLID[�GDWD�EUHDFK�IDT�
ZKDW�KDSSHQHG�ZKR�ZDV�DIIHFWHG�ZKDW�ZDV�WKH�LPSDFW�KWPO�

��� 6XVVNLQG� VXSUD QRWH ��� DW ����
��� +RZ 0XFK :RXOG D 'DWD %UHDFK &RVW <RXU %XVLQHVV"� ,%0� KWWSV���ZZZ�LEP�FRP�

VHFXULW\�GDWD�EUHDFK �ODVW YLVLWHG $SU� ��� ������
��� 7RQL 6FRWW 5HHG� &\EHUFULPH� /RVVHV� &ODLPV� DQG 3RWHQWLDO ,QVXUDQFH &RYHUDJH IRU WKH

7HFKQRORJ\ +D]DUGV RI WKH 7ZHQW\�)LUVW &HQWXU\� �� ),'(/,7< /�-� ��� �� �������
KWWSV���ZZZ�ILGHOLW\ODZ�RUJ�SXEOLF�SGI�YROB[[�F\EHUFULPH�SGI �GHVFULELQJ WKH JHQHUDO HIIHFWV RI
F\EHUFULPH RQ EXVLQHVVHV DQG WKH HFRQRP\��

��� 6DUDK 1� /\QFK� 6(& RQ WKH 3URZO IRU &\EHU 6HFXULW\ &DVHV� 2IILFLDO� 5(87(56 �)HE� ���
����� ���� 30�� KWWS���ZZZ�UHXWHUV�FRP�DUWLFOH������������XV�VHF�F\EHU�LG86.%1�/2��+
���������

��� 0DUN 6� 1HOVRQ� &RQJUHVVPHQ $VN &KDLU :KLWH WR 5HERRW &\EHUVHFXULW\ *XLGDQFH�
:2/7(56 ./8:(5 ),1� 6(59,&(6� 86� � �-XQH ��� ������
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7KH FXUUHQW 6(& &KDLU� -D\ &OD\WRQ� ZDV VSHFLILFDOO\ TXHVWLRQHG DERXW
F\EHUVHFXULW\ GXULQJ KLV FRQILUPDWLRQ KHDULQJV EHIRUH WKH 6HQDWH��� &OD\WRQ
DFNQRZOHGJHG LQ KLV FRQILUPDWLRQ KHDULQJV WKDW FXUUHQW F\EHUVHFXULW\
GLVFORVXUHV DUH ³FXUUHQWO\ LQFRQVLVWHQW´ DQG WKDW ³LQIRUPHG F\EHUVHFXULW\
RYHUVLJKW DW WKH ERDUG OHYHO ZRXOG EH UHOHYDQW WR LQYHVWRUV�´�� :KHQ &OD\WRQ
ZDV LQ SULYDWH SUDFWLFH SULRU WR MRLQLQJ WKH 6(&� KH RSLQHG WKDW OLWWOH ZDV
XQGHUVWRRG DERXW F\EHUVHFXULW\ DQG WKDW FRPSDQLHV ZHUH VWLOO LQ WKH HDUO\
VWDJHV RI ³FRPLQJ WR WHUPV ZLWK F\EHUVHFXULW\�´��

1RWDEO\� WKH 6(& ZHQW DIWHU )DFHERRN IROORZLQJ LWV GDWD EUHDFK��� $IWHU
WKH 6(& ILOHG D FRPSODLQW LQ ����� )DFHERRN DJUHHG WR SD\ D ���� PLOOLRQ
ILQH WR WKH 6(&��� 7KLV LV VLJQLILFDQW DV WKH )DFHERRN GDWD EUHDFK ZDV D
GHEDWHG WRSLF GXULQJ WKH ���� SUHVLGHQWLDO HOHFWLRQ�

�� 7KLUG�3DUW\ 9HQGRUV DQG 6PDOOHU &RPSDQLHV
1RQ�SXEOLF FRPSDQLHV� LQFOXGLQJ ODZ DQG SXEOLF UHODWLRQV ILUPV� DV ZHOO

DV VPDOOHU UHWDLOHUV� EDQNV� DQG FUHGLW XQLRQV� DUH DOVR DW ULVN RI VXIIHULQJ D
F\EHU�DWWDFN� ,Q IDFW� VPDOOHU FRPSDQLHV IDFH D JUHDWHU WKUHDW RI EHLQJ KDFNHG
WKDQ GR ODUJHU HQWHUSULVHV� $ ���� VXUYH\ IRXQG WKDW ��� RI F\EHU�DWWDFNV
WDNH SODFH DW ILUPV ZLWK OHVV WKDQ ��� HPSOR\HHV��� 7KLV WKUHDW LV JUHDWHVW IRU
FRPSDQLHV WKDW VHUYH DV LQWHUPHGLDULHV WR ODUJH EXVLQHVVHV WKDW HLWKHU VWRUH RU
KDYH WHPSRUDU\ DFFHVV WR YDVW DPRXQWV RI GDWD� (YHQ LI QRW SXEOLFO\ WUDGHG RU
IRUPDOO\ UHJXODWHG E\ ),15$ RU WKH 6(&� WKHVH EXVLQHVVHV IDFH HVVHQWLDOO\
WKH VDPH FLYLO OLDELOLW\ H[SRVXUH DV GR ODUJHU FRPSDQLHV� 0RUHRYHU� VPDOOHU
FRPSDQLHV VWDQG WR VXIIHU JUHDWHU GDPDJH IURP D EUHDFK EHFDXVH WKH\ PD\
ODFN UHVRXUFHV DQG DFFHVV WR VXSHULRU F\EHUVHFXULW\ VDIHJXDUGV DQG UHVSRQVH
WHDPV� 6PDOOHU FRPSDQLHV PXVW FRQVLGHU VLPLODU� EXW SURSRUWLRQDO� PHDVXUHV
DV ODUJHU LQVWLWXWLRQV DQG SXEOLF FRPSDQLHV WR JXDUG DJDLQVW F\EHU�DWWDFNV�

&� /(*$/ $1' 5(*8/$725< (;32685(
7KH IDLOXUH WR DGHTXDWHO\ SUHYHQW D F\EHU�WKUHDW H[SRVHV FRPSDQLHV WR

VLJQLILFDQW FLYLO DQG UHJXODWRU\ OLDELOLW\� 7KH IROORZLQJ VHFWLRQV RXWOLQH WKH
SULPDU\ DUHDV RI OLDELOLW\ IDFLQJ FRPSDQLHV DQG F\EHU�WKLHYHV�

��� 'DQLHOOH &� *UD\ 	 3DWULFN '� 0F.HJQH\�:KDW WR ([SHFW IURP WKH 6(&¶V 1HZ &\EHU�6DYY\
&KDLU� 1�<�/�-� �-XQH �� ����� ����� $0�� KWWSV���ZZZ�ODZ�FRP�QHZ\RUNODZMRXUQDO�DOP,'�
��������������:KDW�WR�([SHFW�)URP�WKH�6(&V�1HZ�&\EHU6DYY\�&KDLU�"VOUHWXUQ 
���������������

��� ,G�
��� ,G�
��� 3UHVV 5HOHDVH� 8�6� 6HF� 	 ([FK� &RPP¶Q� )DFHERRN WR 3D\ ���� 0LOOLRQ IRU 0LVOHDGLQJ

,QYHVWRUV $ERXW WKH 5LVNV LW )DFHG IURP 0LVXVH RI 8VHU 'DWD �-XO\ ��� ������
KWWSV���ZZZ�VHF�JRY�QHZV�SUHVV�UHOHDVH����������

��� ,G�
��� /RX 6KLSOH\� +RZ 6PDOO %XVLQHVVHV &DQ )HQG 2II +DFNHUV� :$// 67� -� �-XO\ ��� �����

���� 30�� KWWS���ZZZ�ZVM�FRP�DUWLFOHV�KRZ�VPDOO�EXVLQHVVHV�FDQ�IHQG�RII�KDFNHUV������������
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�� 5HOHYDQW 6WDWXWHV

D� &RPSXWHU )UDXG DQG $EXVH $FW
7KH &RPSXWHU )UDXG DQG $EXVH $FW �&)$$��� LV WKH SULPDU\ VWDWXWH IRU

SURVHFXWLQJ KDFNLQJ DQG RWKHU QHIDULRXV F\EHU�DFWLYLWLHV��� *HQHUDOO\� WKH
&)$$ SURKLELWV XQDXWKRUL]HG DFFHVV RI GDWD IURP SURWHFWHG FRPSXWHUV���
³3URWHFWHG FRPSXWHU´ LV EURDGO\ GHILQHG WR LQFOXGH FRPSXWHUV XVHG E\
ILQDQFLDO LQVWLWXWLRQV� WKH 8�6� *RYHUQPHQW� DQG WKRVH ³XVHG LQ RU DIIHFWLQJ
LQWHUVWDWH RU IRUHLJQ FRPPHUFH�´�� ,Q ����� WKH 6HFRQG &LUFXLW LQ 8QLWHG
6WDWHV Y� 9DOOH QRWHG WKDW WKLV GHILQLWLRQ RI ³SURWHFWHG FRPSXWHU´ ³LQFOXGHV
HIIHFWLYHO\ DOO FRPSXWHUV ZLWK ,QWHUQHW DFFHVV�´�� 7KXV� WKH &)$$ FRYHUV D
ZLGH VZDWK RI HQWLWLHV� LQFOXGLQJ WKRVH PRVW RIWHQ DIIHFWHG E\ F\EHUFULPH�

$SDUW IURP XQDXWKRUL]HG FRPSXWHU DFFHVV� WKH &)$$ SURVFULEHV VHYHUDO
RWKHU DUHDV RI RQOLQH FULPLQDO FRQGXFW� 7KH &)$$ SURKLELWV LQWHQWLRQDO RU
UHFNOHVV FDXVDWLRQ RI GDPDJH WR FRPSXWHU V\VWHPV� XQDXWKRUL]HG DFFHVV ZLWK
WKH LQWHQW WR GHIUDXG� DQG WUDIILFNLQJ LQ SDVVZRUGV DQG VLPLODU FXVWRPHU
LQIRUPDWLRQ��� 9LRODWLQJ WKH &)$$ PD\ UHVXOW LQ XS WR WHQ \HDUV
LPSULVRQPHQW� ILQHV XS WR �������� �RU WZR WLPHV WKH ORVV LQFXUUHG E\ WKH
YLFWLP�� DQG IRUIHLWXUH RU UHVWLWXWLRQ��� 7KH &)$$ LPSRVHV OLDELOLW\ IRU
SULPDU\ DFWRUV DV ZHOO DV FR�FRQVSLUDWRUV� DQG LW LV LQWHUSUHWHG EURDGO\ E\
FRXUWV���

+RZHYHU� GDPDJHV IRU GDWD SLUDF\ XQGHU WKH &)$$ DUH OLPLWHG E\ VWDWXWH
DQG KDYH EHHQ LQWHUSUHWHG WR EH OLPLWHG E\ FRXUW GHFLVLRQV��� 7KH 8�6� 'LVWULFW
&RXUW IRU WKH 6RXWKHUQ 'LVWULFW RI 1HZ <RUN QRWHG WKDW ORVVHV XQGHU WKH
&)$$ DUH ³LQWHUSUHWHG QDUURZO\´ DQG RQO\ LQFOXGH FRVWV DFWXDOO\ UHODWHG WR
WKH GDPDJH RI D FRPSXWHU V\VWHP� QRW WKH VXEVHTXHQW LQMXULHV DULVLQJ IURP
PLVDSSURSULDWHG LQIRUPDWLRQ��� 7KH GLVWULFW FRXUW REVHUYHG WKDW WKH 6HFRQG

��� �� 8�6�&� � ���� �������
��� ,G�
��� ,G�
��� ,G�
��� 8QLWHG 6WDWHV Y� 9DOOH� ��� )��G ���� ��� ��G� &LU� ������ 6LPLODUO\� FRPPHQWDWRUV KDYH

VXJJHVWHG� EDVHG RQ VWDWH ODZ� WKDW LQWDQJLEOH SURSHUW\ VXFK DV HOHFWURQLF GDWD FDQ EH FRQYHUWHG DQG
WKXV FRQVWLWXWHV D FULPH� 6HH 5LFKDUG 5D\VPDQ 	 3HWHU %URZQ� &RXUWV $GGUHVV :KHQ DQ $OOHJHG
(PSOR\HH +DFNLQJ LV D &ULPH� 1�<�/�-� �$XJ� �� ����� �FLWLQJ ,QWHJUDWHG 'LUHFW 0DUNHWLQJ Y� 0D\�
��� 6�:��G �� �$UN� �������

��� 6HH 3KLOLS )� 'L6DQWR� %OXUUHG /LQHV RI ,GHQWLW\ &ULPHV� ,QWHUVHFWLRQ RI WKH )LUVW $PHQGPHQW
DQG )HGHUDO ,GHQWLW\ )UDXG� ��� &2/80� /� 5(9� ���� ���±�� ������ �FLWLQJ WR �� 8�6�&� �
�����D����±�����

��� 5RQDOG :� %UHDX[ HW DO�� $ *XLGH WR 'DWD 3URWHFWLRQ DQG %UHDFK 5HVSRQVH ± 3DUW �� ��
,17(//� 3523� 	 7(&+� /�-� ��� ��±�� �������

��� 'L6DQWR� VXSUD QRWH ��� DW ����
��� 6KDUL /HZLV� $VVHUWLQJ 'DPDJHV IRU 'DWD 3LUDF\ 8QGHU WKH &)$$� /$:�&20 �-XQH ���

����� ���� 30�� KWWSV���ZZZ�ODZ�FRP�QHZ\RUNODZMRXUQDO�VLWHV�QHZ\RUNODZMRXUQDO������
������DVVHUWLQJ�GDPDJHV�IRU�GDWD�SLUDF\�XQGHU�WKH�FIDD�"VOUHWXUQ ���������������

��� 6HH 5HLV Y� /HQQDU� 1R� �� &LY� ����� ���� :/ �������� DW 
� �*%'� �6�'�1�<� -XO\ ��
������
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&LUFXLW KDG DOUHDG\ RSLQHG RQ WKH LVVXH DQG QRWHG WKDW WKH GDPDJHV� XQGHU WKH
&)$$� DUH WUXO\ OLPLWHG WR WKH HIIHFWV RI UHSDLULQJ GDPDJH DV D UHVXOW RI D
SULRU LQWUXVLRQ DQG GR QRW LQFOXGH PRQH\ H[SHQGHG RQ LPSURYLQJ V\VWHP
LQWHJULW\ IROORZLQJ D GDWD EUHDFK��� $Q H[DPSOH RI GDPDJHV WKDW ZRXOG EH
UHFRYHUDEOH XQGHU WKH &)$$ DUH PRQH\ H[SHQGHG WR UHSDLU D VHUYHU
IROORZLQJ D VHFXULW\ EUHDFK���

E� (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW
7KH (OHFWURQLF &RPPXQLFDWLRQV 3ULYDF\ $FW �(&3$� JRYHUQV WKH

XQDXWKRUL]HG LQWHUFHSWLRQ RI RQOLQH FRPPXQLFDWLRQV DQG LQFOXGHV WKUHH WLWOHV�
��� WKH :LUHWDS $FW� ��� WKH 6WRUHG &RPPXQLFDWLRQV $FW �6&$�� DQG ��� WKH
3HQ 5HJLVWU\ $FW���

7KH:LUHWDS $FW SURVFULEHV ZLUHWDSSLQJ� RU WKH LQWHUFHSWLRQ RI ZLUH� RUDO�
RU HOHFWURQLF FRPPXQLFDWLRQV��� 7KH 6&$ SURKLELWV XQDXWKRUL]HG DFFHVV WR
VWRUHG HOHFWURQLF FRPPXQLFDWLRQV DQG FRPPXQLFDWLRQV WUDQVDFWLRQV
UHFRUGV��� $ YLRODWLRQ RI WKH 6&$ PD\ UHVXOW LQ D ILQH RU LPSULVRQPHQW RI XS
WR WHQ \HDUV� 7KH 6&$� DV ZHOO DV WKH :LUHWDS $FW� DOORZV VHUYLFH SURYLGHUV
WR DFFHVV RU GLVFORVH VWRUHG FRPPXQLFDWLRQV XQGHU FHUWDLQ H[HPSWLRQV WR
SURWHFW WKH ULJKWV RU SURSHUW\ RI WKH SURYLGHU��� ,Q DGGLWLRQ� WKH 6&$
DXWKRUL]HV VHUYLFH SURYLGHUV WR LQIRUP ODZ HQIRUFHPHQW RI WKH FRQWHQWV RI
FXVWRPHU FRPPXQLFDWLRQV LI WKH GDWD LV ³LQDGYHUWHQWO\ REWDLQHG E\ WKH VHUYLFH
SURYLGHU´ DQG ³DSSHDU>V@ WR SHUWDLQ WR WKH FRPPLVVLRQ RI D FULPH�´��
+RZHYHU� FULWLFV DUJXH WKDW WKHVH SURYLVLRQV DUH YDJXHO\ GUDIWHG DQG DV D
UHVXOW� LQDGHTXDWHO\ SURWHFW SURYLGHUV IURP PDNLQJ JRRG IDLWK DWWHPSWV WR
QRWLI\ DXWKRULWLHV RI SRWHQWLDO WKUHDWV� DEVHQW H[SUHVV VWDWXWRU\
DXWKRUL]DWLRQ��� )LQDOO\� WKH 3HQ 5HJLVWU\ $FW PDNHV LW LOOHJDO WR XVH WUDS DQG
WUDFH GHYLFHV DQG SHQ UHJLVWHUV� ZKLFK DUH GHYLFHV WKDW PRQLWRU DQG UHFRUG
QXPEHUV GLDOHG²RU PHVVDJHV VHQW²WR DQG IURP D SDUWLFXODU GHYLFH���

6RPH DUJXH WKDW WKH (&3$¶V SURWHFWLRQV KLQGHU FULWLFDO LQIRUPDWLRQ
VKDULQJ E\ VHUYLFH SURYLGHUV IRU IHDU RI YLRODWLQJ WKH (&3$¶V SULYDF\
SURYLVLRQV��� ,PSRUWDQWO\� KRZHYHU� WKH (&3$ FRQWDLQV D QXPEHU RI NH\
H[HPSWLRQV� 8QGHU WKH :LUHWDS $FW� FRPPXQLFDWLRQV VHUYLFH SURYLGHUV� VXFK
DV WHOHFRPPXQLFDWLRQV FRPSDQLHV� PD\ LQWHUFHSW SURWHFWHG FRPPXQLFDWLRQV

��� /HZLV� VXSUD QRWH ���
��� ,G�
��� �� 8�6�&� �� ����±���� ������� �� 8�6�&� �� ����±����� �� 8�6�&� �� ����±�����
��� �� 8�6�&� �� ����±�����
��� ,G� DW �� ����±�����
��� ,G� DW � �����E�����
��� ,G� DW � �����E�����
��� .HQQHWK 3DOPHU� &ULWLFDO ,QIUDVWUXFWXUH� /HJLVODWLYH )DFWRUV IRU 3UHYHQWLQJ D ³&\EHU�3HDUO

+DUERU�´ �� 9$� -�/� 	 7(&+� ���� ��� �������
��� �� 8�6�&� �� ����� ���� �������
��� 6HH� H�J�� 3DOPHU� VXSUD QRWH ��� DW ���±��� �DUJXLQJ WKDW WKH (&3$¶V SURYLVLRQV IXQFWLRQ

DV EDUULHUV WR LQIRUPDWLRQ VKDULQJ DERXW F\EHU�DWWDFNV��



����@ ,3 DQG &\EHUVHFXULW\� &ULPLQDO� 5HJXODWRU\� DQG &LYLO ,VVXHV ���

LI GRLQJ VR LV LQFLGHQWDO WR ³WKH UHQGLWLRQ RI VHUYLFH RU WKH SURWHFWLRQ RI WKH
ULJKWV RU WKH SURSHUW\ RI WKH SURYLGHU�´ RU WR JXDUG DJDLQVW IUDXG��� 6HUYLFH
SURYLGHUV PXVW UHFHLYH D FRXUW RUGHU� KRZHYHU� EHIRUH WKH\ FDQ VKDUH
LQIRUPDWLRQ DERXW D F\EHU�WKUHDW ZLWK ODZ HQIRUFHPHQW��� 7KXV� ZKHUH WKH
VHUYLFH SURYLGHU LV QRW WKH YLFWLP RI DQ DWWDFN� WKH (&3$ SRWHQWLDOO\
³KLQGHU>V@ VKDULQJ RI LQIRUPDWLRQ DERXW F\EHU WKUHDWV�´��

F� *UDPP�/HDFK�%OLOH\ $FW
7KH *UDPP�/HDFK�%OLOH\ $FW�� �*/%$� LV DLPHG DW WKZDUWLQJ F\EHU�

DWWDFNV ZLWKLQ WKH ILQDQFLDO VHUYLFHV LQGXVWU\� 7KH */%$ H[SUHVVO\ DQG
H[FOXVLYHO\ DSSOLHV WR ILQDQFLDO LQVWLWXWLRQV� GHILQHG DV� ³DQ\ LQVWLWXWLRQ
HQJDJHG LQ WKH EXVLQHVV RI SURYLGLQJ ILQDQFLDO VHUYLFHV WR FXVWRPHUV ZKR
PDLQWDLQ D FUHGLW� GHSRVLW� WUXVW� RU RWKHU ILQDQFLDO DFFRXQW RU UHODWLRQVKLS ZLWK
WKH LQVWLWXWLRQ�´ DPRQJVW RWKHUV���

7KH $FW DXWKRUL]HV IHGHUDO DJHQFLHV� LQFOXGLQJ WKH )HGHUDO 7UDGH
&RPPLVVLRQ �)7&� DQG )HGHUDO 'HSRVLW ,QVXUDQFH &RUSRUDWLRQ �)',&�� WR
LVVXH UHJXODWLRQV JRYHUQLQJ WKH GDWD VHFXULW\ V\VWHPV RI FRYHUHG
LQVWLWXWLRQV��� )RU H[DPSOH� SXUVXDQW WR WKH */%$� WKH )HGHUDO 5HVHUYH %RDUG
LVVXHG JXLGDQFH UHTXLULQJ FRYHUHG EDQNV WR UHSRUW WR LWV ERDUG DW OHDVW
DQQXDOO\ DV WR ³WKH RYHUDOO VWDWXV´ RI LWV LQIRUPDWLRQ VHFXULW\ V\VWHPV���

7LWOH 9 RI WKH */%$ SODFHV DQ DIILUPDWLYH GXW\ RQ ILQDQFLDO LQVWLWXWLRQV
WR ³SURWHFW WKH VHFXULW\ DQG FRQILGHQWLDOLW\´ RI FXVWRPHUV¶ SHUVRQDO
LQIRUPDWLRQ���� 7R IXUWKHU WKLV HQG� FRPSDQLHV FRYHUHG E\ WKH */%$ PXVW
HVWDEOLVK FRPSUHKHQVLYH VWDQGDUGV UHODWLQJ WR DGPLQLVWUDWLYH� WHFKQLFDO� DQG
SK\VLFDO VDIHJXDUGV���� 7KHVH VDIHJXDUGV PXVW� ��� LQVXUH WKH VHFXULW\ DQG
FRQILGHQWLDOLW\ RI FXVWRPHU LQIRUPDWLRQ� ��� SURWHFW DJDLQVW DQWLFLSDWHG
WKUHDWV RU KD]DUGV WR WKH VHFXULW\ RU LQWHJULW\ RI VXFK UHFRUGV� DQG ��� SURWHFW
DJDLQVW XQDXWKRUL]HG DFFHVV WR RU XVH RI VXFK UHFRUGV RU LQIRUPDWLRQ ZKLFK
FRXOG UHVXOW LQ VXEVWDQWLDO KDUP RU LQFRQYHQLHQFH WR DQ\ FXVWRPHU����

7KH */%$ GRHV QRW RXWOLQH VSHFLILF SHQDOWLHV IRU YLRODWLQJ WKHVH
SURYLVLRQV� 5DWKHU� LW DXWKRUL]HV HQIRUFHPHQW DJHQFLHV� VXFK DV WKH )7&� WR
FKDUJH WKH LQVWLWXWLRQV IRU YLRODWLRQV���� 3HQDOWLHV UDQJH IURP PRQHWDU\

��� �� 8�6�&� ���������D��L�� �K��LL��
��� &DVH\ 0� %UXQHU� $XWKRUL]HG ,QYHVWLJDWLRQ� $ 7HPSHUDWH $OWHUQDWLYH WR &\EHU ,QVHFXULW\�

�� 6($77/( 8� /� 5(9� ����� ���� �������
��� (':$5' &� /,8 (7 $/�� &21*� 5(6($5&+ 6(59�� 5������ &<%(56(&85,7<� 6(/(&7('

/(*$/ ,668(6 �� ������� KWWSV���ZZZ�IDV�RUJ�VJS�FUV�PLVF�5������SGI�
��� �� 8�6�&� � ���� �������
��� ,G� DW � ��������
��� 1DWKDQ $OH[DQGHU 6DOHV� 5HJXODWLQJ &\EHU�6HFXULW\� ��� 1:� 8� /� 5(9� ����� ����±��

�������
��� �� &�)�5� SW� ���� $SS� ) �,,,��)� �������
���� �� 8�6�&� � �����D��
���� ,G� DW � �����E��
���� ,G�
���� 6DOHV� VXSUD QRWH ��� DW �����
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VDQFWLRQV WR VKHHU UHSXWDWLRQDO GDPDJH WKDW DFFRPSDQLHV DQ DJHQF\ EULQJLQJ
D FDVH DJDLQVW D PHPEHU LQVWLWXWLRQ���� )LQDQFLDO VHUYLFHV ILUPV KDYH PDGH
ODUJH LQYHVWPHQWV LQ LQIRUPDWLRQ VHFXULW\ V\VWHPV VLQFH WKH */%$¶V
SDVVDJH���� $V D UHVXOW� WKH */%$ LV DQ H[DPSOH RI KRZ LPSOHPHQWLQJ IHGHUDO
VWDQGDUGV²DFFRPSDQLHG E\ WKH WKUHDW RI FLYLO OLDELOLW\ IRU QRQ�FRPSOLDQFH²
FDQ SURPRWH EHWWHU F\EHUVHFXULW\ SURFHGXUHV����

G� (FRQRPLF (VSLRQDJH $FW
7KH (FRQRPLF (VSLRQDJH $FW �(($���� FULPLQDOL]HV HFRQRPLF HVSLRQDJH

DQG WUDGH VHFUHW WKHIW� ,W GHILQHV WKH IRUPHU DV ³WKHIW IRU WKH EHQHILW RI D
IRUHLJQ HQWLW\´ DQG WKH ODWWHU DV VWHDOLQJ WUDGH VHFUHWV IRU ³SHFXQLDU\ JDLQ�´���
'HVSLWH GLVWLQJXLVKLQJ EHWZHHQ WKHVH WZR W\SHV RI FULPHV� WKH (($PDLQWDLQV
D VLQJXODU GHILQLWLRQ RI ³PLVDSSURSULDWLRQ�´ 7KH (($ LPSRVHV OLDELOLW\ RQ
DQ\ LQGLYLGXDO RU HQWLW\ WKDW� ��� VWHDOV� RU DSSURSULDWHV D WUDGH VHFUHW ZLWKRXW
DXWKRUL]DWLRQ� RU E\ IUDXG� ��� FRSLHV� GRZQORDGV� RU RWKHUZLVH DOWHUV D WUDGH
VHFUHW ZLWKRXW DXWKRUL]DWLRQ� RU ��� NQRZLQJO\ EX\V� UHFHLYHV� RU SRVVHVVHV D
VWROHQ WUDGH VHFUHW���� 7KH WHUP ³WUDGH VHFUHW´ LV GHILQHG EURDGO\ WR LQFOXGH
DOPRVW DQ\ LQWHOOHFWXDO SURSHUW\ RZQHG E\ D EXVLQHVV���� 9LRODWLQJ WKH (($
PD\ UHVXOW LQ XS WR ILIWHHQ \HDUV LPSULVRQPHQW DV ZHOO DV ILQHV XS WR ��
PLOOLRQ IRU DQ LQGLYLGXDO DQG XS WR ��� PLOOLRQ �³RU WKUHH WLPHV WKH YDOXH RI
VWROHQ WUDGH VHFUHW WR WKDW RUJDQL]DWLRQ´� IRU DQ RUJDQL]DWLRQ���� 7KH (($� DV
ZLWK WKH &)$$� KROGV FR�FRQVSLUDWRUV OLDEOH IRU WKHLU UROH LQ FRPPLWWLQJ
PLVDSSURSULDWLRQ����

8QWLO UHFHQWO\� ³WUDGH VHFUHWV ZHUH RQO\ SURWHFWHG E\� �L� VWDWH ODZ� �LL�
FULPLQDO SURVHFXWLRQ XQGHU WKH >(($@ � � � �´��� 7KH 'HIHQG 7UDGH 6HFUHWV $FW
RI ���� �'76$����� DGGV D FLYLO UHPHG\ WR WKH (($� 7KH '76$ GRHV SUHHPSW
VWDWH ODZ� EXW LW LV UDWKHU LQWHQGHG WR FR�H[LVW ZLWK VWDWH ODZ� 7KH '76$
SURYLGHV FRPSDQLHV ZLWK WKH H[ SDUWH FLYLO VHL]XUH UHPHG\ WR SUHYHQW
PLVDSSURSULDWLRQ RI WUDGH VHFUHWV���� 8QGHU WKH '76$� FRPSDQLHV PD\ QRZ

���� ,G�
���� ,G� �FLWLQJ %HQMDPLQ 3RZHOO� ,V &\EHUVHFXULW\ D 3XEOLF *RRG" (YLGHQFH IURP WKH )LQDQFLDO

6HUYLFHV ,QGXVWU\� � -�/� (&21� 	 32/¶< ���� ��� ��������
���� ,G� DW �����
���� �� 8�6�&� �� ����±���� �������
���� 6HH *DYLQ &� 5HLG HW DO��:KDW¶V LW :RUWK WR .HHS D 6HFUHW"� �� '8.( /� 	 7(&+� 5(9� ����

���±�� �������
���� &KULVWRSKHU %� 6HDPDQ� 7KH &DVH $JDLQVW )HGHUDOL]LQJ 7UDGH 6HFUHF\� ���9$� /� 5(9� ����

���±�� �������
���� 6HH �� 8�6�&� � �����
���� -RVHSK )D]LROL 	0DXULFLR $� (VSDQD� (FRQRPLF (VSLRQDJH DQG 7UDGH 6HFUHWV (QIRUFHPHQW

8QGHU WKH 7UXPS $GPLQLVWUDWLRQ� 1�<�/�-�� -DQ� ��� ����� DW 6��
���� 6HDPDQ� VXSUD QRWH ���� DW ����
���� +RZDUG :LQWQHU� &LYLO 6HL]XUH 5HPHGLHV 8QGHU WKH 'HIHQG 7UDGH 6HFUHWV $FW� 1�<�/�-��

0D\ ��� ����� DW �� ��
���� 'HIHQG 7UDGH 6HFUHWV $FW RI ����� 3XE� /� 1R� �������� ��� 6WDW� ����
���� /DZUHQFH (OEDXP� ,VVXHV IRU &RPSDQLHV 8QGHU 1HZ 7UDGH 6HFUHWV /DZ� 1�<�/�-�� -XQH ���

����� DW ��
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EULQJ ODZVXLWV IRU PLVDSSURSULDWLRQ RI WUDGH VHFUHWV LQ IHGHUDO FRXUW���� ,Q
DGGLWLRQ� XQGHU WKH '76$� HPSOR\HHV ZKR ZDQW WR UHSRUW VXVSHFWHG
YLRODWLRQV RI ODZ DUH JUDQWHG ³LPPXQLW\ IURP OLDELOLW\ IRU GLVFORVLQJ WUDGH
VHFUHW PDWHULDO WR WKH JRYHUQPHQW� DQ DWWRUQH\� RU LQ D FRXUW ILOLQJ PDGH XQGHU
VHDO�´���

)RU H[DPSOH� ODVW \HDU� IHGHUDO SURVHFXWRUV� DPRQJ RWKHU WKLQJV� ILOHG
FKDUJHV XQGHU (($ DJDLQVW +XDZHL 7HFKQRORJLHV &R�� ³&KLQD¶V ODUJHVW
WHFKQRORJ\ FRPSDQ\� DOOHJLQJ LW VWROH WUDGH VHFUHWV IURP DQ $PHULFDQ ULYDO
DQG FRPPLWWHG EDQN IUDXG E\ YLRODWLQJ VDQFWLRQV DJDLQVW GRLQJ EXVLQHVV ZLWK
,UDQ�´��� 7KLV LQGLFWPHQW��� UHSUHVHQWV WKH ODWHVW LQ QRW RQO\ WHQVLRQ EHWZHHQ
WKH WZR JRYHUQPHQWV EXW DOVR WKH YHU\ UHDO WKUHDW WKDW F\EHUVHFXULW\
UHSUHVHQWV WR FRPSDQLHV DQG WKHLU WUDGH VHFUHWV� 7KLV FDVH VKRXOG EH FORVHO\
IROORZHG DV LW SURJUHVVHV EHFDXVH WKLV DFWLRQ� LI VXFFHVVIXO� FRXOG EH XVHG DV
D EDVLV IRU DFWLRQV DJDLQVW RWKHU IRUHLJQ FRPSDQLHV GRLQJ EXVLQHVV LQ WKH
8QLWHG 6WDWHV�

H� &\EHUVHFXULW\ 'LVFORVXUH $FW RI ���� DQG ����
$ ELSDUWLVDQ ELOO ZDV LQWURGXFHG LQ WKH +RXVH RI 5HSUHVHQWDWLYHV DQG WKH

6HQDWH LQ ���� UHODWHG WR F\EHUVHFXULW\ GLVFORVXUH���� 7KH ELOO WDVNV WKH 6(&
ZLWK FUHDWLQJ UXOHV UHODWHG WR SXEOLF FRPSDQLHV¶ GLVFORVXUHV UHJDUGLQJ
F\EHUVHFXULW\����

I� 6WDWH 1RWLILFDWLRQ 6WDWXWHV
&XUUHQWO\� DOO ILIW\ VWDWHV KDYH GDWD EUHDFK QRWLILFDWLRQ VWDWXWHV���� 7KHVH

ODZV W\SLFDOO\ UHTXLUH DQ HQWLW\ WKDW KDV VXIIHUHG D EUHDFK WR QRWLI\ DIIHFWHG
FXVWRPHUV ZKHQ WKHLU XQHQFU\SWHG SHUVRQDO LQIRUPDWLRQ LV FRPSURPLVHG� 7KH
VWDWH¶V DWWRUQH\ JHQHUDO PD\ WKHQ SXUVXH ODZVXLWV DJDLQVW FRPSDQLHV WKDW IDLO
WR SURYLGH VXFK QRWLILFDWLRQ� :LWKLQ WKLV JHQHUDO IUDPHZRUN� KRZHYHU� WKH
SDUWLFXODUV RI WKHVH ODZV FDQ GLIIHU VLJQLILFDQWO\ IURP VWDWH WR VWDWH����

���� 6HH LG�
���� ,G�
���� 3DWULFLD +XUWDGR 	 &KULV 6WURKP� 8�6� &KDUJHV +XDZHL ZLWK 6WHDOLQJ 7UDGH 6HFUHWV� %DQN

)UDXG� %/220%(5* �-DQ� ��� ������ KWWSV���ZZZ�EORRPEHUJ�FRP�QHZV�DUWLFOHV������������X�V�
SODQQLQJ�WR�DQQRXQFH�FULPLQDO�FKDUJHV�UHODWHG�WR�KXDZHL�MUJUGD�T�
���� ,QGLFWPHQW� 8QLWHG 6WDWHV Y� +XDZHL &R�� /WG�� 1R� &5�������560 �'� :DVK� -DQ� ���

������ DYDLODEOH DW KWWSV���ZZZ�MXVWLFH�JRY�RSD�SUHVV�UHOHDVH�ILOH���������GRZQORDG�
���� &\EHUVHFXULW\ 'LVFORVXUH $FW� 6� ���� ���WK &RQJ� �������
���� 6HH LG�
���� 6HFXULW\ %UHDFK 1RWLILFDWLRQ /DZV� 1$7¶/ &21)� 67� /(*,6/$785(6 �0DU� �� ������

KWWSV���ZZZ�QFVO�RUJ�UHVHDUFK�WHOHFRPPXQLFDWLRQV�DQG�LQIRUPDWLRQ�WHFKQRORJ\�VHFXULW\�EUHDFK�
QRWLILFDWLRQ�ODZV�DVS[�
���� 6HH� H�J�� &KULVWRSKHU -� &R[ HW DO�� )L[LQJ WKH 3DWFKZRUN� :LOO &RQJUHVV (QDFW D )HGHUDO

'DWD %UHDFK /DZ"� LQ �� :(67/$: -� &20387(5 	 ,17(51(7 � �-XQH �� ����� �GHVFULELQJ WKH
ZLGH YDULDWLRQ DPRQJ VWDWH QRWLILFDWLRQ ODZV��
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$ NH\ SRLQW RI GLIIHUHQFH EHWZHHQ VWDWH QRWLILFDWLRQ ODZV LV LQ WKH
GHILQLWLRQ RI ³SHUVRQDO LQIRUPDWLRQ�´��� 6WDWHV YDU\ DV WR KRZ VLJQLILFDQW WKH
EUHDFK PXVW EH WR UHTXLUH QRWLILFDWLRQ� $QRWKHU DUHD ZKHUH WKHVH QRWLILFDWLRQ
ODZV GLYHUJH LV LQ WKH WLPHIUDPH ZLWKLQ ZKLFK HQWLWLHV PXVW LQIRUP WKHLU
FXVWRPHUV IROORZLQJ D F\EHU�DWWDFN���� 0RUHRYHU� RQO\ VRPH RI WKHVH VWDWHV
PDLQWDLQ ODZV WKDW H[SUHVVO\ DXWKRUL]H D SULYDWH ULJKW RI DFWLRQ LQ DGGLWLRQ WR
D ODZVXLW IURP WKH VWDWH¶V DWWRUQH\ JHQHUDO���� 7KHVH GLVWLQFWLRQV FDQ PDNH
FRPSOLDQFH ZLWK VWDWH QRWLILFDWLRQ ODZV GLIILFXOW IRU FRPSDQLHV WKDW KDYH MXVW
VXIIHUHG D GDWD EUHDFK� $FFRUGLQJO\� PDQ\ DUH FDOOLQJ IRU D IHGHUDO VWDWXWH
WKDW HVWDEOLVKHV D XQLIRUP QRWLILFDWLRQ VWDQGDUG����

�� &RPPRQ /DZ &ODLPV
&RPSDQLHV WKDW VXIIHU EUHDFKHV PD\ EH VXHG E\ FXVWRPHUV DQG RWKHU

KDUPHG SDUWLHV LQ LQGLYLGXDO RU FODVV DFWLRQV ODZVXLWV� 7KHVH FODLPV DUH
XVXDOO\ EURXJKW XQGHU FRPPRQ ODZ FDXVHV RI DFWLRQ� VXFK DV QHJOLJHQFH RU
EUHDFK RI FRQWUDFW� 7KH\ PD\ DOVR EH SXUVXHG XQGHU UHOHYDQW VWDWH VWDWXWHV�
VXFK DV FRQVXPHU SURWHFWLRQ RU QRWLILFDWLRQ ODZV�

D� &ODVV $FWLRQ ,VVXHV
:KHQ D FRPSDQ\ VXIIHUV D GDWD EUHDFK� FXVWRPHUV ZLOO RIWHQ SXUVXH WKHLU

FODLPV FROOHFWLYHO\ DV D FODVV DFWLRQ� %HIRUH DGGUHVVLQJ WKH OHJDO FODLPV WKDW
SODLQWLIIV SXUVXH LQ VXFK DFWLRQV� WKUHVKROG LVVXHV UHODWHG WR VWDQGLQJ DQG
FHUWLILFDWLRQ VKRXOG EH DGGUHVVHG�

7R KDYH VWDQGLQJ WR VXH LQ IHGHUDO FRXUW� WKH SODLQWLII PXVW VXIIHU DQ LQMXU\
WKDW LV WUDFHDEOH WR WKH GHIHQGDQW¶V FRQGXFW DQG FDSDEOH RI UHGUHVV E\ D
IDYRUDEOH GHFLVLRQ���� $V GLVFXVVHG PRUH IXOO\ EHORZ� PRVW GDWD EUHDFK
SODLQWLIIV VWUXJJOH WR HVWDEOLVK D OHJDOO\ FRJQL]DEOH LQMXU\� *HQHUDOO\� FODVV
DFWLRQV IDLO ZKHQ SURVSHFWLYH FXVWRPHU FODVV PHPEHUV KDYH QR WDQJLEOH
LQMXU\ EXW LQVWHDG FODVV PHPEHUV DOOHJH VSHFXODWLYH KDUP� VXFK DV ULVN RI
IXWXUH PLVDSSURSULDWLRQ RU EUHDFK���� 7KH LQMXU\ LQ IDFW UHTXLUHPHQW LV UHDGLO\
PHW� KRZHYHU� LI WKH SODLQWLIIV FDQ VKRZ WKDW WKH EUHDFK UHVXOWHG LQ GLUHFW
ILQDQFLDO KDUP WR WKH FODVV PHPEHUV����

���� 5DFKDHO 0� 3HWHUV� 6R <RX¶YH %HHQ 1RWLILHG� 1RZ :KDW" 7KH 3UREOHP ZLWK &XUUHQW 'DWD�
%UHDFK 1RWLILFDWLRQ /DZV� �� $5,=� /� 5(9� ����� ���� �������
���� 2QO\ D KDQGIXO RI VWDWHV SUHVFULEH D VSHFLILF WLPH IUDPH� ZKLFK FDQ UDQJH IURP ILYH GD\V WR

IRUW\�ILYH GD\V� ,G�� VHH DOVR &R[ HW DO�� VXSUD QRWH ���� DW � �³2QH RI WKH PRVW ZLGHO\ FLWHG SRLQWV
RI GLYHUJHQFH DPRQJ VWDWH GDWD EUHDFK ODZV LV WKH WLPLQJ RI QRWLILFDWLRQ�´��
���� 6KLHOGV� VXSUD QRWH ��� DW ����
���� %ORRPEHUJ� 2EDPD 5HYLYHV &RQVXPHU 3ULYDF\ DQG 6HFXULW\ 3URSRVDOV� &'7 �-DQ� ���

������ KWWSV���FGW�RUJ�SUHVV�EORRPEHUJ�REDPD�UHYLYHV�FRQVXPHU�SULYDF\�DQG�VHFXULW\�SURSRVDOV��
���� /XMDQ Y� 'HIHQGHUV RI :LOGOLIH� ��� 8�6� ���� ���±�� �������
���� $QJHOR $� 6WLR ,,, HW DO�� 6WDQGLQJ DQG WKH (PHUJLQJ /DZ RI 'DWD %UHDFK &ODVV $FWLRQV� ���

1�-� /$:� �� �������
���� 6HH &HDVH� VXSUD QRWH �� DW ����
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,I VWDQGLQJ LV HVWDEOLVKHG� WKH SURVSHFWLYH FODVV PXVW VWLOO PHHW FODVV
FHUWLILFDWLRQ UHTXLUHPHQWV XQGHU IHGHUDO SURFHGXUDO UXOHV� 7KH ILUVW VWHS LV
VDWLVI\LQJ 5XOH ���D�� ZKLFK KDV IRXU SUHUHTXLVLWHV� ��� QXPHURVLW\� ���
FRPPRQDOLW\� ��� W\SLFDOLW\� DQG ��� DGHTXDF\ RI UHSUHVHQWDWLRQ����
*HQHUDOO\� SODLQWLIIV WKDW VXUYLYH WKH VWDQGLQJ LQTXLU\ ZLOO PHHW WKHVH
SUHOLPLQDU\ UHTXLUHPHQWV���� WKH UHDO EDWWOH LV ZDJHG RQ 5XOH ���E�����

(YHU\ FODVV VHHNLQJ GDPDJHV UDWKHU WKDQ LQMXQFWLYH UHOLHI PXVW PHHW WKH
SUHGRPLQDQFH UHTXLUHPHQW� 6SHFLILFDOO\� XQGHU 5XOH ���E����� WKH\ PXVW
VKRZ WKDW ³TXHVWLRQV RI ODZ RU IDFW FRPPRQ WR FODVV PHPEHUV SUHGRPLQDWH
RYHU DQ\ TXHVWLRQV DIIHFWLQJ RQO\ LQGLYLGXDO PHPEHUV�´��� 'DWD EUHDFK
SODLQWLIIV VWUXJJOH WR PHHW WKLV UHTXLUHPHQW ZKHQ LQGLYLGXDOL]HG GDPDJHV
YDU\ DFURVV PHPEHUV RI WKH FODVV���� 7KH FODVV ZLOO QRW EH FHUWLILHG ZKHQ
LQGLYLGXDO LVVXHV DV WR WKH SODLQWLIIV RYHUZKHOP FRPPRQ TXHVWLRQV UHJDUGLQJ
WKH EUHDFK RU WKH GHIHQGDQW¶V FRQGXFW LQ IDLOLQJ WR SUHYHQW WKH F\EHU�DWWDFN�
6LPLODUO\� SUHGRPLQDQFH ZLOO QRW EH PHW ZKHQ RWKHU LVVXHV� VXFK DV SURYLQJ
OLDELOLW\� GLIIHU DPRQJ FODVV PHPEHUV���� 7KXV� WKH ODUJH� FRPSOH[� DQG
LQGLYLGXDOL]HG QDWXUH RI KDUP LQ D W\SLFDO GDWD EUHDFK ZRUNV DJDLQVW WKH
SODLQWLIIV¶ IDYRU LQ GDWD EUHDFK FODVV DFWLRQV�

'HVSLWH WKHVH SURFHGXUDO KXUGOHV� ³SODLQWLIIV KDYH ILOHG QLQH IHGHUDO FODVV
DFWLRQ VHFXULWLHV IUDXG ODZVXLWV DJDLQVW SXEOLF FRPSDQLHV DIWHU GDWD VHFXULW\
LQFLGHQWV�´��� 7KHVH ODZVXLWV FRPH LQ WKH ZDNH RI PDMRU F\EHU�LQFLGHQWV
LQYROYLQJ FRPSDQLHV VXFK DV <DKRR� DQG (TXLID[� LURQLFDOO\ D FRPSDQ\
WDVNHG ZLWK SURWHFWLQJ SHRSOH¶V SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ���� 7KH
SODLQWLIIV LQ WKH (TXLID[ ODZVXLW��� DOOHJHG� LQ VXP DQG VXEVWDQFH� WKDW WKH
FRPSDQ\ RYHUVWDWHG LWV VHFXULW\ SURFHGXUH� WKHUHIRUH� WKH DOOHJHG
RYHUVWDWHPHQWV UHQGHUHG WKH FRPSDQ\¶V GLVFORVXUHV PLVOHDGLQJ���� 7KH
FRPSDQ\ KDG UHFHQWO\ GLVFORVHG LQ LWV SXEOLF ILQDQFLDO VWDWHPHQWV IRU ����
DQG ���� WKDW LW KDG GHYHORSHG ³QHZ WHFKQRORJ\ WR HQKDQFH � � � WKH VHFXULW\
RI WKH VHUYLFHV >LW@ RIIHU>V@�´���

,Q WZR RWKHU FODVV DFWLRQV� SODLQWLIIV DOOHJHG� GHVSLWH JHQHUDO
DFNQRZOHGJPHQW RI F\EHUVHFXULW\ ULVNV LQ SHULRGLF GLVFORVXUHV� FRPSDQLHV

���� 6HH )('� 5� &,9� 3� ���D��
���� 6HH &HDVH� VXSUD QRWH �� DW ����
���� )('� 5� &,9� 3� ���E�����
���� 6HH -� 7KRPDV 5LFKLH� 'DWD %UHDFK &ODVV $FWLRQV� �� %5,() ��� �� �������
���� 6HH &HDVH� VXSUD QRWH �� DW ���±�� �GHVFULELQJ� DV D GLIILFXOW\ LQ PHHWLQJ WKH SUHGRPLQDQFH

LQTXLU\� WKDW ³µGLIIHUHQW VWDWHV¶ ODZV PD\ DSSO\ WR GLIIHUHQW LQGLYLGXDOV ZLWKLQ WKH FODVV´��
���� 'HUHN %RUFKDUGW 	 &UDLJ $� 1HZPDQ� 7KH 1H[W %LJ 7KLQJ� 'DWD %UHDFK 6HFXULWLHV &ODVV

$FWLRQ /LWLJDWLRQ� 3$77(5621 %(/.1$3 :(%% 	 7</(5 //3 �)HE� ��� ������
KWWSV���ZZZ�SEZW�FRP�GDWD�VHFXULW\�ODZ�EORJ�WKH�QH[W�ELJ�WKLQJ�GDWD�EUHDFK�VHFXULWLHV�FODVV�
DFWLRQ�OLWLJDWLRQ�
���� 6HH LG�
���� 6HH &ODVV $FWLRQ &RPSODLQW IRU WKH 9LRODWLRQ RI WKH )HGHUDO 6HFXULWLHV /DZV� .XKQV Y�

(TXLID[ ,QF�� ���FY������ �1�'� *D� 6HSW� �� ������
���� 6HH %RUFKDUGW 	 1HZPDQ� VXSUD QRWH ����
���� ,G�
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IDLOHG WR GLVFORVH PRUH VSHFLILF VHFXULW\ ULVNV� DQG WKHLU VWRFN SULFH ZDV
DUWLILFLDOO\ LQIODWHG DV D UHVXOW���� 7KHVH FDVHV� ILOHG DJDLQVW ,QWHO &RUS� DQG
$GYDQFHG0LFUR 'HYLFHV� ,QF�� UDLVH VLJQLILFDQW TXHVWLRQV DV WR WKH VSHFLILFLW\
RI FRPSDQLHV¶ GLVFORVXUHV�

E� 1HJOLJHQFH
:KHQ DQ LQGLYLGXDO¶V LQIRUPDWLRQ LV FRPSURPLVHG LQ D GDWD EUHDFK� KH RU

VKH PD\ SXUVXH D QHJOLJHQFH DFWLRQ DJDLQVW WKH HQWLW\ WKDW KRXVHG WKH GDWD� $
FRPPRQ ODZ QHJOLJHQFH FODLP KDV IRXU HOHPHQWV� ��� GXW\� ��� EUHDFK� ���
FDXVDWLRQ� DQG ��� GDPDJHV RU LQMXU\���� 7\SLFDOO\� D GDWD EUHDFK SODLQWLII ZLOO
DOOHJH RQH RU ERWK RI WKH IROORZLQJ� WKH EXVLQHVV ZDV QHJOLJHQW LQ SURWHFWLQJ
WKH LQIRUPDWLRQ RU LQ IDLOLQJ WR WLPHO\ QRWLI\ KDUPHG SDUWLHV� ,I WKH SODLQWLII
FDQ GHPRQVWUDWH WKH GHIHQGDQW KDG D GXW\ WR SURWHFW WKH LQIRUPDWLRQ� WKH ILUVW
WKUHH HOHPHQWV FDQ UHDGLO\ EH VDWLVILHG���� +RZHYHU� GDWD EUHDFK SODLQWLIIV
KDYH KDG GLIILFXOW\ ZLWK WKH LQMXU\ UHTXLUHPHQW����

$ WDQJLEOH� QRQ�VSHFXODWLYH LQMXU\ LV FUXFLDO WR D VXFFHVVIXO QHJOLJHQFH
FODLP���� ,Q WKH VWURQJHVW FODLP� WKH SODLQWLII KDV EHHQ GLUHFWO\ KDUPHG� )RU
LQVWDQFH� ZKHQ SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ ZDV VWROHQ DQG PD\ EH
XVHG WR ZLWKGUDZ PRQH\ IURP WKH SODLQWLII¶V EDQN DFFRXQW RU WR FRQGXFW
IUDXGXOHQW WUDQVDFWLRQV���� 7KH PLGGOH JURXQG OLHV LQ FDVHV ZKHUH� DOWKRXJK
FXVWRPHU LQIRUPDWLRQ ZDV DFFHVVHG� QR XQDXWKRUL]HG SXUFKDVHV RU
WUDQVDFWLRQV ZHUH LQLWLDWHG���� ,Q WKHVH FDVHV� SODLQWLIIV ZLOO DUJXH WKDW RWKHU
LQMXULHV ZHUH LQFXUUHG� VXFK DV FDQFHOOLQJ WKH FUHGLW FDUG� ZDLWLQJ WR UHFHLYH
D QHZ RQH� FUHGLW PRQLWRULQJ IHHV� DQG WKH ORVV RI UHZDUG SRLQWV���� 3ODLQWLIIV
PLJKW DOVR DVVHUW ORVV RI SULYDF\ DQG HPRWLRQDO LQMXU\� WKRXJK VXFK FODLPV
KDYH QRW EHHQ ZHOO UHFHLYHG E\ FRXUWV���� )LQDOO\� WKH SODLQWLII PD\ DOOHJH WKDW�
DOWKRXJK QR XQDXWKRUL]HG DFFHVV KDV RFFXUUHG� WKH GHIHQGDQW LQDGHTXDWHO\
SURWHFWV LQIRUPDWLRQ� WKHUHIRUH� WKH GHIHQGDQW LV VXVFHSWLEOH WR D EUHDFK LQ WKH
LPPLQHQW IXWXUH���� 7KLV ODVW FDWHJRU\ LV WKH ZHDNHVW FODLP� &RXUWV KDYH�
XQVXUSULVLQJO\� KHOG WKDW LQFUHDVHG ULVN RI IXWXUH KDUP LV LQVXIILFLHQW WR VWDWH
D FRJQL]DEOH OHJDO LQMXU\����

���� 6HH LG�
���� 6HH 1RUPDQ 6LHJHO HW DO�� 6HFXULQJ 'DWD�%UHDFK &ODLPV� �� 75,$/ ��� �� �������
���� ,G�
���� ,G�
���� 6HH 'RXJODV +� 0HDO� 3ULYDWH 'DWD 6HFXULW\ %UHDFK /LWLJDWLRQ LQ WKH 8QLWHG 6WDWHV�

$63$725( �-DQ� ������ ���� :/ ������ DW 
� �REVHUYLQJ WKDW ³DEVHQW DOOHJDWLRQV RI DFWXDO�
GHWULPHQWDO PLVXVH RI WKHLU LQIRUPDWLRQ� SODLQWLIIV KDYH KDG JUHDW GLIILFXOW\ HVWDEOLVKLQJ DQ\ LQMXU\
VXIILFLHQW WR VXSSRUW WKHLU FODLPV�´��
���� 6HH &HDVH� VXSUD QRWH �� DW ����
���� 6HH LG� DW ����
���� ,G�
���� 6HH0HDO� VXSUD QRWH ���� DW 
��
���� &HDVH� VXSUD QRWH �� DW ����
���� 0HDO� VXSUD QRWH ���� VHH DOVR -DPHV 'H*UDZ� 6HWK +DUULQJWRQ	'DYLG 7� &RKHQ� 3UDFWLFDO

7LSV IRU ,Q�+RXVH &RXQVHO IURP 5HFHQW 3ULYDWH 'DWD 6HFXULW\ %UHDFK /LWLJDWLRQ� %/220%(5* /�



����@ ,3 DQG &\EHUVHFXULW\� &ULPLQDO� 5HJXODWRU\� DQG &LYLO ,VVXHV ���

F� %UHDFK RI &RQWUDFW
)ROORZLQJ D F\EHU�DWWDFN� D SODLQWLII�FXVWRPHU PD\ DOVR DWWHPSW WR EULQJ

D EUHDFK RI FRQWUDFW FODLP� :KLOH FRQWUDFW ODZ YDULHV VWDWH�E\�VWDWH� D EUHDFK
RI FRQWUDFW FODLP JHQHUDOO\ UHTXLUHV WKH SODLQWLII WR SURYH IRXU HOHPHQWV� ���
DQ HQIRUFHDEOH DJUHHPHQW� ��� IXOILOOPHQW RI REOLJDWLRQV E\ WKH QRQ�EUHDFKLQJ
SDUW\� ��� IDLOXUH WR IXOILOO E\ WKH EUHDFKLQJ SDUW\� DQG ��� GDPDJHV WR WKH QRQ�
EUHDFKLQJ SDUW\ UHVXOWLQJ IURP WKH EUHDFK���� ,Q PRVW FDVHV� GDWD EUHDFK
SODLQWLIIV ZLOO KDYH GLIILFXOW\ PHHWLQJ WKH WKUHVKROG VKRZLQJ RI D FRQWUDFWXDO
UHODWLRQVKLS EHWZHHQ WKH FXVWRPHU DQG WKH QDPHG GHIHQGDQW���� 0RUHRYHU� DQ
H[SUHVV DJUHHPHQW ZKHUH WKH DWWDFNHG FRPSDQ\ SURPLVHV WR VDIHJXDUG WKH
SODLQWLII¶V LQIRUPDWLRQ LV RIWHQ PLVVLQJ����

:LWKRXW DQ H[SUHVV DJUHHPHQW� SODLQWLIIV PD\ VHHN WR KROG WKH FRPSDQ\
OLDEOH XQGHU D WKHRU\ RI EUHDFK RI DQ LPSOLHG FRQWUDFW� 7KH HOHPHQWV RI WKLV
FODLP DUH LGHQWLFDO WR D WUDGLWLRQDO EUHDFK RI FRQWUDFW DFWLRQ H[FHSW IRU WKH
UHTXLUHPHQW RI DQ H[SUHVV DJUHHPHQW� ,QVWHDG� WKH SDUWLHV¶ PXWXDO DVVHQW LV
REMHFWLYHO\ YLHZHG WKURXJK WKHLU FRQGXFW UDWKHU WKDQ ZRUGV���� ,Q WKHVH FDVHV�
WKH FXVWRPHU ZLOO DUJXH WKDW WKH PHUFKDQW LPSOLFLWO\ DJUHHG WR VDIHJXDUG WKHLU
LQIRUPDWLRQ ZKHQ WKH GDWD ZDV SURYLGHG EHFDXVH LW ZDV JLYHQ ZLWK WKH
SXUSRVH RI EHLQJ KHOG H[FOXVLYHO\ E\ WKH PHUFKDQW� LW ZDV QRW JLYHQ ZLWK WKH
H[SHFWDWLRQ WKDW XQDXWKRUL]HG WKLUG�SDUWLHV ZRXOG DFFHVV LW���� 7KLV UDWLRQDOH
ZDV DFFHSWHG LQ 7DUJHW� ZKHUH WKH FRXUW DOORZHG WKH SODLQWLIIV¶ EUHDFK RI
LPSOLHG FRQWUDFW FODLP WR VXUYLYH D PRWLRQ WR GLVPLVV���� &RXUWV ZLOO�
KRZHYHU� JHQHUDOO\ GLVPLVV VXFK FODLPV DEVHQW SURRI RI D GLUHFW UHODWLRQVKLS
EHWZHHQ WKH SODLQWLII DQG WKH EUHDFKHG FRPSDQ\���� 0RUHRYHU� DVVXPLQJ D
FRQWUDFW GRHV H[LVW� LPSOLHG RU H[SUHVV� SODLQWLIIV ZLOO VWLOO KDYH WR SURYH
GDPDJHV� $V ZLWK QHJOLJHQFH FODLPV� SODLQWLIIV PD\ IDFH WKH VDPH GLIILFXOWLHV
LQ VKRZLQJ WKH\ VXIIHUHG OHJDOO\ FRJQL]DEOH KDUP DV D UHVXOW RI WKH EUHDFK�

�6HSW� ��� ������ KWWSV���QHZV�EORRPEHUJODZ�FRP�KHDOWK�ODZ�DQG�EXVLQHVV�SUDFWLFDO�WLSV�IRU�LQ�
KRXVH�FRXQVHO�IURP�UHFHQW�SULYDWH�GDWD�VHFXULW\�EUHDFK�OLWLJDWLRQ �H[DPLQLQJ UHFHQW FDVHV ZKLFK
VKRZ WKDW� DW WKH PRWLRQ WR GLVPLVV VWDJH� FRXUWV PD\ WDNH LQWR FRQVLGHUDWLRQ FRPSDQLHV¶ SXEOLF
VWDWHPHQWV WR GHWHUPLQH ³ZKHWKHU D VXIILFLHQW LQMXU\ H[LVWV´��
���� 6HH� H�J�� )LVFKHU 	0DQGHOO� //3 Y� &LWLEDQN� 1�$�� ��� )��G ���� ��� ��G &LU� ������ .DORH

6KLSSLQJ &R� Y� *ROWHQV 6HUYLFH &R�� ��� )� $SS¶[ ���� ��� ���WK &LU� ������
���� -RQDWKDQ -� 'DUURZ 	 6WHSKHQ '� /LFKWHQVWHLQ� ³'R <RX 5HDOO\ 1HHG 0\ 6RFLDO 6HFXULW\

1XPEHU"´ 'DWD &ROOHFWLRQ 3UDFWLFHV LQ WKH 'LJLWDO $JH� ��1�&�-�/�	7(&+� �� �� ������ �³>0@DQ\
RUJDQL]DWLRQV WKDW SRVVHVV VHQVLWLYH SHUVRQDO GDWD GR QRW KDYH FRQWUDFWXDO UHODWLRQVKLSV ZLWK
FRQVXPHUV DW DOO� VLQFH WKH\ KDYH REWDLQHG WKH LQIRUPDWLRQ HOVHZKHUH�´��
���� &RXUWV DOVR GHFOLQH WR ILQG FRPSDQ\ VWDWHPHQWV DQG SROLFLHV DERXW VHFXULW\ SUDFWLFHV

HQIRUFHDEOH� 0HDO� VXSUD QRWH ���� DW 
��
���� ,G�
���� 6HH $QGHUVRQ Y� +DQQDIRUG %URV�� ��� )��G ���� ��� ��VW &LU� ����� �³:KHQ D FXVWRPHU

XVHV D FUHGLW FDUG LQ D FRPPHUFLDO WUDQVDFWLRQ� VKH LQWHQGV WR SURYLGH WKDW GDWD IRU WKH PHUFKDQW RQO\
� � � � $ MXU\ FRXOG UHDVRQDEO\ FRQFOXGH� WKHUHIRUH� WKDW DQ LPSOLFLW DJUHHPHQW WR VDIHJXDUG WKH GDWD
LV QHFHVVDU\ WR HIIHFWXDWH WKH FRQWUDFW�´��
���� ,Q UH 7DUJHW &RUS� 'DWD 6HF� %UHDFK /LWLJDWLRQ� �� )� 6XSS� �G ����� ���� �'� 0LQQ� ������
���� 0HDO� VXSUD QRWH ���� DW 
��
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�� 'HULYDWLYH 6KDUHKROGHU 6XLWV
3XEOLFO\ WUDGHG FRPSDQLHV WKDW VXIIHU D GHFOLQH LQ VKDUH YDOXH DIWHU D

F\EHU�DWWDFN IDFH WKH WKUHDW RI D GHULYDWLYH VXLW� ,Q D GHULYDWLYH DFWLRQ�
VKDUHKROGHUV DUH SHUPLWWHG WR EULQJ D VXLW RQ WKH FRUSRUDWLRQ¶V EHKDOI IRU
ZURQJIXO DFWV WKDW GHSOHWH FRUSRUDWH DVVHWV RU FDXVH RWKHU KDUP WR WKH
HQWLW\����

,Q D GDWD EUHDFK GHULYDWLYH FODLP� VKDUHKROGHUV PD\ DVVHUW WKDW RIILFHUV RU
GLUHFWRUV LQDGHTXDWHO\ PDQDJHG WKH UHVSRQVH WR DQ DWWDFN���� 5HFHQWO\�
:\QGKDP :RUOGZLGH &RUSRUDWLRQ VKDUHKROGHUV ILOHG D GHULYDWH DFWLRQ
DJDLQVW WKH KRWHO DQG UHVRUW JLDQW� 7KH VKDUHKROGHUV DOOHJHG� DOEHLW
XQVXFFHVVIXOO\� WKDW WKH ERDUG IDLOHG WR DGHTXDWHO\ SURWHFW FXVWRPHU
LQIRUPDWLRQ DIWHU D EUHDFK� WKHUHE\ FDXVLQJ KDUP WR WKH FRPSDQ\����

6KDUHKROGHUV PD\ DOVR DOOHJH WKDW WKH FRPSDQ\ PLVUHSUHVHQWHG LWV ULVN RU
WKH H[LVWHQFH RI DQ DWWDFN� RU IDLOHG WR GLVFORVH LQILUPLWLHV LQ LWV FRQWURO
V\VWHPV���� ,Q HDUO\ ����� D GHULYDWLYH DFWLRQ ZDV EURXJKW DJDLQVW 7DUJHW¶V
ERDUG RI GLUHFWRUV���� 7KH VKDUHKROGHUV DOOHJHG WKDW 7DUJHW IDLOHG WR WDNH
DGHTXDWH VWHSV WR SUHYHQW WKH DWWDFN� DQG WKH FRPSDQ\ SURYLGHG PLVOHDGLQJ
LQIRUPDWLRQ WR FXVWRPHUV DV WR WKH H[WHQW RI WKH KDUP LQ LWV ZDNH���� $V WKH
SUHYDOHQFH RI GDWD EUHDFKHV DQG WKH VRSKLVWLFDWLRQ RI KDFNHUV LQFUHDVHV� WKH
WKUHDW RI GHULYDWLYH VXLW OLDELOLW\ LQFUHDVHV DV ZHOO� %RDUGV QHHG WR DOORFDWH
WLPH DQG UHVRXUFHV FRPPHQVXUDWH ZLWK WKHVH JURZLQJ WKUHDWV WR HQVXUH
F\EHUVHFXULW\ FRQWUROV DUH FRQVLVWHQW ZLWK LQGXVWU\ VWDQGDUGV�

�� 6(& 5HJXODWLRQV DQG 'LVFORVXUH ,VVXHV
7KH 6(&¶V HIIRUWV ZLWKLQ WKH F\EHUVHFXULW\ UHDOP IRFXV RQ DFKLHYLQJ WZR

JHQHUDO DLPV� SURWHFWLQJ LQYHVWRU GDWD DQG HQVXULQJ GLVFORVXUH RI PDWHULDO
LQIRUPDWLRQ UHODWHG WR F\EHU�ULVNV DQG GDWD EUHDFKHV���� 7KH &RPPLVVLRQ KDV
LVVXHG D QXPEHU RI VSHFLILF UXOHV WR IXUWKHU WKHVH JRDOV�

���� 6HH .HPHQ Y� .HPSHU )LQ� 6HUYV�� ,QF�� ��� 6� &W� ����� ���� �������
���� -D\ $� 'XERZ 	 3DPHOD 6� 3DOPHU� .H\ &KDOOHQJHV DQG &RQFHUQV IRU 6HFXULWLHV /DZ

'HIHQVH $WWRUQH\V� $63$725( �$SU� ������ ���� :/ �������� DW 
��
���� 7KH FRXUW HYHQWXDOO\ GLVPLVVHG WKHVH FODLPV� 3DONRQ Y� +ROPHV� 1R� ���FY������� ���� :/

�������� DW 
�� 
� �'� 1�-� 2FW� ��� ������
���� 'XERZ 	 3DOPHU� VXSUD QRWH ���� DW 
��
���� &UDLJ $� 1HZPDQ� 7DUJHW &RUS� 6KDUHKROGHUV :DON $ZD\ IURP 'HULYDWLYH /DZVXLWV�

3$77(5621 %(/.1$3 :(%% 	 7</(5 //3 �-XO\ �� ������ KWWSV���ZZZ�SEZW�FRP�GDWD�VHFXULW\�
ODZ�EORJ�WDUJHW�FRUS�VKDUHKROGHUV�ZDON�DZD\�GHULYDWLYH�ODZVXLWV�
���� -DPLH 6DQWR� 7DUJHW ([HFV 6ODSSHG ZLWK ,QYHVWRU 6XLW RYHU 'DWD %UHDFK� /$: ��� �-DQ� ���

����� ����� 30�� KWWS���ZZZ�ODZ����FRP�DUWLFOHV��������WDUJHW�H[HFV�VODSSHG�ZLWK�LQYHVWRU�
VXLW�RYHU�GDWD�EUHDFK�
���� /LVD -� 6RWWR HW DO�� 6(& &\EHUVHFXULW\ ,QYHVWLJDWLRQV� $ +RZ�7R *XLGH� �� :(67/$: -�

6(&� /,7,*� 	 5(*� � �������
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D� 5HJXODWLRQ 6\VWHPV &RPSOLDQFH DQG ,QWHJULW\
7KH 6(& DGRSWHG 5HJXODWLRQ 6\VWHPV &RPSOLDQFH DQG ,QWHJULW\ �6&,� LQ

1RYHPEHU �������� 5HJXODWLRQ 6&, DSSOLHV WR VHOI�UHJXODWRU\ RUJDQL]DWLRQV�
FHUWDLQ DOWHUQDWLYH WUDGLQJ V\VWHPV� SODQ SURFHVVRUV� DQG H[HPSW FOHDULQJ
DJHQFLHV VXEMHFW WR WKH &RPPLVVLRQ¶V $XWRPDWLRQ 5HYLHZ 3ROLF\
VWDWHPHQWV���� 7KH SXUSRVH RI WKH UHJXODWLRQ LV WR VWUHQJWKHQ WKH LQIUDVWUXFWXUH
RI WKH VHFXULWLHV PDUNHWV ZLWK WKH KRSH RI SUHYHQWLQJ PDUNHW GLVUXSWLRQV WKDW
UHVXOW IURP WHFKQRORJLFDO IDLOXUHV����

5HJXODWLRQ 6&, UHTXLUHV FRYHUHG HQWLWLHV WR LPSOHPHQW SROLFLHV DQG
SURFHGXUHV UHJDUGLQJ WKHLU WUDGLQJ� FOHDUDQFH� RUGHU URXWLQJ� PDUNHW GDWD�
UHJXODWLRQ� DQG VXUYHLOODQFH V\VWHPV���� 6HFXULWLHV H[FKDQJHV PXVW DOVR
PDLQWDLQ DQG WHVW EDFNXS V\VWHPV DQG GLVDVWHU UHFRYHU\ SODQV���� ,Q DGGLWLRQ�
5HJXODWLRQ 6&, PDQGDWHV WKDW WKHVH HQWLWLHV FRQGXFW DQQXDO UHYLHZV DQG
TXDUWHUO\ UHSRUWV� PDLQWDLQ ERRNV DQG UHFRUGV� DQG SURYLGH QRWLILFDWLRQ DQG
XSGDWHV WR WKH 6(& DV WR V\VWHPV YXOQHUDELOLWLHV����

2Q -XO\ �� ����� WUDGLQJ ZDV KDOWHG RQ WKH 1HZ <RUN 6WRFN ([FKDQJH
�1<6(� IRU DURXQG WKUHH KRXUV� SXUSRUWHGO\ GXH WR D VRIWZDUH JOLWFK���� 7KH
MXU\ LV VWLOO RXW RQ LI 5HJXODWLRQ 6&, KDV PLWLJDWHG WKH ULVN RI IXWXUH PDUNHW
GLVUXSWLRQV� :H DUH XQFHUWDLQ DV WR WKH HIILFDF\ RI 5HJXODWLRQ 6&,¶V HIIHFW
DQG LI LW ZLOO PLWLJDWH WKH HIIHFW RI IXWXUH PDUNHW GLVUXSWLRQV�

E� 5HJXODWLRQ 6�,'
5HJXODWLRQ 6�,' LV DLPHG DW SUHYHQWLQJ LGHQWLW\ WKHIW DQG DSSOLHV WR PRVW

EURNHU�GHDOHUV� PXWXDO IXQGV� DQG LQYHVWPHQW DGYLVHUV���� ,W UHTXLUHV WKHVH
HQWLWLHV WR GHYHORS SURJUDPV DQG SURFHGXUHV WR GHWHFW UHG IODJV DQG ³SUHYHQW
DQG PLWLJDWH LGHQWLW\ WKHIW�´��� (QWLWLHV PXVW DOVR REWDLQ ERDUG DSSURYDO�

���� 3UHVV 5HOHDVH� 8�6� 6HF� 	 ([FK� &RPP¶Q� 6(& $GRSWV 5XOHV WR ,PSURYH 6\VWHPV
&RPSOLDQFH DQG ,QWHJULW\� 5XOHV WR 6WUHQJWKHQ 7HFKQRORJ\ ,QIUDVWUXFWXUH RI 6HFXULWLHV 0DUNHWV
�1RY� ��� ������ KWWSV���ZZZ�VHF�JRY�QHZV�SUHVV�UHOHDVH����������
���� 5HJXODWLRQ 6\VWHPV &RPSOLDQFH DQG ,QWHJULW\� ([FKDQJH $FW 5HOHDVH 1R� ������ ���� :/

�������� DW 
� �1RY� ��� ������
���� 8�6� 6(&� 	 (;&+� &200¶1� 6327/,*+7 21 5(*8/$7,21 6&, �'HF� �� ������

KWWSV���ZZZ�VHF�JRY�VSRWOLJKW�UHJXODWLRQ�VFL�VKWPO�
���� 5HJXODWLRQ 6\VWHPV &RPSOLDQFH DQG ,QWHJULW\� ([FKDQJH $FW 5HOHDVH 1R� ������ ���� :/

�������� DW 
�� �1RY� ��� ������
���� ,G� DW 
���
���� 6HH 6WHSKHQ 0� )ODQDJDQ� 1HZ 5XOHV WR 6WUHQJWKHQ 7HFKQRORJ\ ,QIUDVWUXFWXUH RI 6HFXULWLHV

0DUNHWV� �� )/(7&+(5 &253� /� $'9,6(5 �� �������
���� 'UHZ +DUZHOO� 7KDG 0RRUH 	 -DFRE %RJDJH� 1<6( 5HVXPHV 7UDGLQJ $IWHU 8QSUHFHGHQWHG

6KXWGRZQ� :$6+� 3267 �-XO\ �� ������ KWWSV���ZZZ�ZDVKLQJWRQSRVW�FRP�EXVLQHVV�HFRQRP\�Q\VH�
WUDGLQJ�KDV�EHHQ�KDOWHG��������������E�������������H��E��F��E�G���H�H�HBVWRU\�KWPO�
���� 5HJXODWLRQ 6�,' DSSOLHV WR HQWLWLHV WKDW IDOO ZLWKLQ WKH GHILQLWLRQ RI ³ILQDQFLDO LQVWLWXWLRQ´

DQG ³FUHGLWRU´ XQGHU WKH )DLU &UHGLW 5HSRUWLQJ $FW� ,GHQWLW\ 7KHIW 5HG )ODJV 5XOHV� �� )HG� 5HJ�
������ �����±�� �$SU� ��� ����� �WR EH FRGLILHG DW �� &�)�5� SW� �����
���� ,G� DW ������



��� %522.� -� &253� ),1� 	 &20� /� >9RO� ��

GHOHJDWH VHQLRU OHYHO PDQDJHPHQW RYHUVLJKW� DQG LPSOHPHQW DGHTXDWH
WUDLQLQJ DQG XSGDWLQJ IRU LGHQWLW\ WKHIW SUHYHQWLRQ SURJUDPV����

F� 5HJXODWLRQ 6�3
5HJXODWLRQ 6�3 LV GHVLJQHG WR VDIHJXDUG FXVWRPHU LQIRUPDWLRQ DQG

DSSOLHV WR DOO EURNHU�GHDOHUV� LQYHVWPHQW FRPSDQLHV� DQG LQYHVWPHQW DGYLVHUV
UHJLVWHUHG ZLWK WKH 6(&���� *HQHUDOO\� LW UHTXLUHV FRYHUHG HQWLWLHV WR
LPSOHPHQW ZULWWHQ SROLFLHV DQG SURFHGXUHV UHDVRQDEO\ GHVLJQHG WR� ��� LQVXUH
WKH VHFXULW\ RI FXVWRPHU UHFRUGV DQG LQIRUPDWLRQ� ��� SURWHFW DJDLQVW
DQWLFLSDWHG WKUHDWV WR WKH VHFXULW\ RU LQWHJULW\ RI VXFK UHFRUGV DQG LQIRUPDWLRQ�
DQG ��� SURWHFW DJDLQVW XQDXWKRUL]HG DFFHVV WR RU XVH RI FXVWRPHU UHFRUGV DQG
LQIRUPDWLRQ WKDW FRXOG UHVXOW LQ VXEVWDQWLDO KDUP RU LQFRQYHQLHQFH WR DQ\
FXVWRPHU���� &RPSDQLHV PXVW SURYLGH ³FOHDU DQG FRQVSLFXRXV´ QRWLFH
DGHTXDWHO\ GHVFULELQJ SULYDF\ SROLFLHV WR FXVWRPHUV���� (QWLWLHV FRYHUHG
XQGHU 6�3 PXVW DOVR ZLWKKROG GLVFORVXUH RI QRQ�SXEOLF FXVWRPHU LQIRUPDWLRQ
WR XQDIILOLDWHG WKLUG�SDUWLHV����

,Q ����� FRQFHUQV PRXQWHG WKDW VRPH ILUPV ZHUH QRW UHJXODUO\
UHHYDOXDWLQJ DQG XSGDWLQJ WKHVH VDIHJXDUGV� 7KH 6(& WKHQ SURSRVHG
DPHQGLQJ 5HJXODWLRQ 6�3 WR ³VHW IRUWK PRUH VSHFLILF UHTXLUHPHQWV IRU
VDIHJXDUGLQJ LQIRUPDWLRQ DQG UHVSRQGLQJ WR LQIRUPDWLRQ VHFXULW\
EUHDFKHV�´��� :KLOH WKH DPHQGPHQW ZDV XOWLPDWHO\ VKHOYHG� FRPSDQLHV
VKRXOG UHJXODUO\ DVVHVV DQG UHHYDOXDWH WKHLU F\EHU�ULVNV DQG FRPSOLDQFH ZLWK
5HJXODWLRQ 6�3� )DLOXUH WR DGHTXDWHO\ SURWHFW FXVWRPHU LQIRUPDWLRQ FDQ OHDG
WR DQ HQIRUFHPHQW DFWLRQ DQG VXEVWDQWLDO ILQHV����

G� *HQHUDO 'LVFORVXUH 3URYLVLRQV 5HODWHG WR &\EHUVHFXULW\
5LVNV 	 $WWDFNV

,Q ����� WKH 6(& LVVXHG JXLGDQFH UHJDUGLQJ KRZ FRPSDQLHV PD\ DGGUHVV
F\EHUVHFXULW\ ULVNV� WKUHDWV� DQG LQFLGHQWV XQGHU H[LVWLQJ GLVFORVXUH LWHPV����
7KHVH JXLGHOLQHV IRFXVHG RQ GLVFORVXUH RI� ��� ULVN IDFWRUV� ��� PDQDJHPHQW¶V
GLVFXVVLRQ DQG DQDO\VLV �0'	$� RI ILQDQFLDO FRQGLWLRQ DQG UHVXOWV RI

���� %ULFH .LQGUHG� $Q 8QHDV\ %DODQFH� 3HUVRQDO ,QIRUPDWLRQ DQG &URZGIXQGLQJ 8QGHU WKH
-2%6 $FW� �� 5,&+� -�/� 	 7(&+� �� �� �������
���� �� &�)�5� � ������ �������
���� ,G� DW � �������D��
���� ,G� DW � ������D��
���� ,G� DW � �������
���� 3URSRVHG $PHQGPHQW WR 5HJXODWLRQ 6�3� 5HOHDVH 1R� ��������� DW � �SURSRVHG 0DU� ��

������ KWWS���ZZZ�VHF�JRY�UXOHV�SURSRVHG���������������SGI�
���� 6HH )UDQFRLVH *LOEHUW� 6(& )LQHV %URNHU�'HDOHU �������� IRU )DLOXUH WR 6DIHJXDUG

&XVWRPHU ,QIRUPDWLRQ� �� %$1.,1* 	 ),1� 6(59� 32/¶< 5(3� � �������
���� 8�6� 6(&� 	 (;&+� &200¶1� ',9� 2) &253� ),1�� &) ',6&/2685( *8,'$1&(� 723,& 12�

� �2FW� ��� ������ KWWSV���ZZZ�VHF�JRY�GLYLVLRQV�FRUSILQ�JXLGDQFH�FIJXLGDQFH�WRSLF��KWP
>KHUHLQDIWHU &) ',6&/2685( *8,'$1&(@�



����@ ,3 DQG &\EHUVHFXULW\� &ULPLQDO� 5HJXODWRU\� DQG &LYLO ,VVXHV ���

RSHUDWLRQV� ��� GHVFULSWLRQ RI EXVLQHVV� ��� OHJDO SURFHHGLQJV� ��� ILQDQFLDO
VWDWHPHQW GLVFORVXUHV� DQG ��� GLVFORVXUH FRQWUROV DQG SURFHGXUHV����

5HJDUGLQJ ULVN IDFWRUV� XQGHU LWHP ����F� RI 5HJXODWLRQ 6�.� FRPSDQLHV
PXVW GHVFULEH WKH QDWXUH RI PDWHULDO ULVNV IDFHG DV ZHOO DV KRZ WKH HQWLW\ LV
DIIHFWHG E\ WKRVH ULVNV� $FFRUGLQJ WR WKH 6(&� FRPSDQLHV ³VKRXOG GLVFORVH
WKH ULVN RI F\EHU LQFLGHQWV LI WKHVH LVVXHV DUH DPRQJ WKH PRVW VLJQLILFDQW
IDFWRUV WKDW PDNH DQ LQYHVWPHQW LQ WKH FRPSDQ\ VSHFXODWLYH RU ULVN\�´���

6HYHUDO IDFWRUV PXVW DOVR EH FRQVLGHUHG ZKHQ GHWHUPLQLQJ LI D F\EHU�ULVN
LV PDWHULDO DQG WKHUHIRUH PHULWV GLVFORVXUH� &RPSDQLHV VKRXOG ORRN DW WKH
SUREDELOLW\ RI VXIIHULQJ D F\EHU�LQFLGHQW DQG ERWK WKH TXDQWLWDWLYH DQG
TXDOLWDWLYH PDJQLWXGH RI WKH KDUP� RU ULVN RI KDUP� WKDW ZRXOG UHVXOW IURP WKH
LQFLGHQW� 7KH TXDQWLWDWLYH PDJQLWXGH LV PHDVXUHG PDLQO\ LQ WHUPV RI ILQDQFLDO
KDUP� ZKLOH WKH TXDOLWDWLYH FRPSRQHQW DFFRXQWV IRU LQWDQJLEOHV VXFK DV WKH
KDUP WR D FRPSDQ\¶V UHSXWDWLRQ DQG JRRG ZLOO� 5LVNV LQFOXGH
PLVDSSURSULDWLRQ RI DVVHWV RU VHQVLWLYH LQIRUPDWLRQ� FRUUXSWLRQ RI GDWD� DQG
SURORQJHG GLVUXSWLRQ RI RSHUDWLRQV���� 'LVFORVXUH DV WR WKH VFRSH RI
F\EHUVHFXULW\ LQVXUDQFH FRYHUDJH LV DOVR UHFRPPHQGHG���� *HQHULF DQG
ERLOHUSODWH GLVFORVXUH RI ULVN IDFWRUV VKRXOG EH DYRLGHG� ,PSRUWDQWO\�
KRZHYHU� WKH 6(& QRWHG WKDW FRPSDQLHV VKRXOG DYRLG RYHUO\ GHWDLOHG
GLVFORVXUHV WKDW FRXOG FRPSURPLVH D UHJLVWUDQW¶V F\EHUVHFXULW\����

7KH 6(& KDV \HW WR LVVXH DQ\ PRUH VSHFLILF GLVFORVXUH JXLGDQFH IRU
F\EHU�ULVNV DQG LQFLGHQWV� $OVR� WKH 6(& KDV PDLQWDLQHG WKDW PDWHULDOLW\ LV
WKH ³WRXFKVWRQH´ IRU GLVFORVXUH WR LQYHVWRUV���� $FFRUGLQJ WR D ���� $XGLW
$QDO\WLFV VWXG\� ³RQO\ �� RI WKH DSSUR[LPDWHO\ ����� SXEOLFO\ WUDGHG
FRPSDQLHV KDYH LQIRUPHG WKH 6(& RI D GDWD EUHDFK VLQFH -DQXDU\ �����´���
7R GDWH� WKH 6(& KDV QRW EURXJKW DQ HQIRUFHPHQW DFWLRQ DJDLQVW D SXEOLFO\
WUDGHG FRPSDQ\ IRU IDLOXUH WR GLVFORVH F\EHUVHFXULW\ ULVNV DQG LQFLGHQWV����

)XUWKHUPRUH� WKH 6(& DGYLVHV UHJLVWUDQWV WR DGGUHVV F\EHUVHFXULW\ ULVNV
DQG LQFLGHQWV LQ LWV 0'	$ GLVFORVXUHV ³LI WKH FRVWV RU RWKHU FRQVHTXHQFHV
DVVRFLDWHG ZLWK RQH RU PRUH NQRZQ LQFLGHQWV RU WKH ULVN RI SRWHQWLDO LQFLGHQWV
UHSUHVHQW D PDWHULDO HYHQW� WUHQG� RU XQFHUWDLQW\ WKDW LV UHDVRQDEO\ OLNHO\ WR
KDYH D PDWHULDO HIIHFW RQ WKH UHJLVWUDQW¶V UHVXOWV RI RSHUDWLRQV� OLTXLGLW\� RU
ILQDQFLDO FRQGLWLRQ�´��� 7KH 6(& SURYLGHV DQ H[DPSOH RI ZKHQ VXFK

���� 6HH LG�
���� ,G�
���� ,G�
���� ,G�
���� ,G�
���� 'DQLHOOH &� *UD\ 	 3DWULFN '� 0F.HJQH\� :KDW WR ([SHFW )URP WKH 6(&¶V 1HZ &\EHU�

6DYY\ &KDLU� 1�<�/�-� �-XQH �� ������ KWWSV���ZZZ�ODZ�FRP�QHZ\RUNODZMRXUQDO�DOP,'�
��������������:KDW�WR�([SHFW�)URP�WKH�6(&V�1HZ�&\EHU6DYY\�&KDLU�"VOUHWXUQ �������
�������
���� ,G�
���� ,G�
���� &) ',6&/2685( *8,'$1&(� VXSUD QRWH ��� �FLWLQJ ,WHP ��� RI 5HJXODWLRQ 6�.� DQG )RUP

���)� ,WHP ���
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GLVFORVXUH LV ZDUUDQWHG DQG FLWHV WKHIW RI LQWHOOHFWXDO SURSHUW\ WKDW LV
UHDVRQDEO\ OLNHO\ WR UHVXOW LQ PDWHULDO HIIHFWV WR WKH FRPSDQ\¶V ILQDQFLDO
FRQGLWLRQ����

,WHP ��� RI 5HJXODWLRQ 6�. JRYHUQV ³'HVFULSWLRQ RI %XVLQHVV´
GLVFORVXUHV� DQG LW UHTXLUHV GLVFORVXUHV UHODWLQJ WR WKH JHQHUDO GHYHORSPHQW RI
WKH UHJLVWUDQW¶V EXVLQHVV���� 3XUVXDQW WR WKH 6(&¶V F\EHUVHFXULW\ JXLGHOLQHV�
FRPSDQLHV VKRXOG GLVFORVH F\EHU�LQFLGHQWV LQ WKLV VHFWLRQ LI RQH RU PRUH
LQFLGHQWV ³PDWHULDOO\ DIIHFW D UHJLVWUDQW¶V SURGXFWV� VHUYLFHV� UHODWLRQVKLSV
ZLWK FXVWRPHUV RU VXSSOLHUV� RU FRPSHWLWLYH FRQGLWLRQV�´���

,WHP ��� RI 5HJXODWLRQ 6�. UHTXLUHV GLVFORVXUH RI ³PDWHULDO SHQGLQJ
OHJDO SURFHHGLQJV� RWKHU WKDQ RUGLQDU\ URXWLQH OLWLJDWLRQ LQFLGHQWDO WR WKH
EXVLQHVV�´��� 7KH 6(& DGYLVHV FRPSDQLHV WR GLVFORVH PDWHULDO SHQGLQJ
OLWLJDWLRQ LQYROYLQJ D F\EHU�LQFLGHQW WR ZKHUH LW RU LWV VXEVLGLDU\ LV D SDUW\����
&RPSDQLHV VKRXOG IROORZ WKH UXOH RI DGYLFH SURYLGHG LQ ,WHP ���� ZKLFK
H[HPSWV GLVFORVXUH RI DQ\ OLWLJDWLRQ LQYROYLQJ� SULPDULO\� D FODLP IRU GDPDJHV
ZKHQ WKH DPRXQW LQYROYHG LV OHVV WKDQ ��� RI WKH FRPSDQ\¶V FXUUHQW
DVVHWV����

5HJDUGLQJ ILQDQFLDO VWDWHPHQW GLVFORVXUH� WKH 6(& UHFRJQL]HV WKH EURDG
LPSDFW F\EHU�DWWDFNV KDYH RQ D FRPSDQ\¶V ILQDQFLDO VWDWHPHQWV EHIRUH�
GXULQJ� DQG DIWHU DQ LQFLGHQW� 7KH 6(& JXLGHOLQHV DGYLVH FRPSDQLHV WR
GLVFORVH H[SHQGLWXUHV UHODWHG WR F\EHU�LVVXHV GHSHQGLQJ RQ WKH QDWXUH DQG
VHYHULW\ RI WKH SRWHQWLDO RU DFWXDO LQFLGHQW� )RU H[DPSOH� FRPSDQLHV PLJKW
QHHG WR FRPSHQVDWH ZDUUDQW\ FODLPDQWV RU LQFXU ORVVHV UHVXOWLQJ IURP SURGXFW
UHFDOO DQG UHSODFHPHQW DIWHU D EUHDFK� 7KH 6(& VXJJHVWV WKDW FRPSDQLHV PDNH
WKHVH GLVFORVXUHV LI ORVVHV DUH SUREDEOH DQG UHDVRQDEO\ HVWLPDEOH� RU DW OHDVW
UHDVRQDEO\ SRVVLEOH���� 6XFK GLVFORVXUHV VKRXOG EH PDGH LQ DFFRUGDQFH ZLWK
H[LVWLQJ DFFRXQWLQJ JXLGHOLQHV DQG SULQFLSOHV FRPSDQLHV IROORZ ZKHQ
PDNLQJ VXFK GLVFORVXUHV����

,WHP ��� RI 5HJXODWLRQ 6�. UHTXLUHV GLVFORVXUH DV WR WKH HIIHFWLYHQHVV RI
WKH FRPSDQ\¶V GLVFORVXUH FRQWUROV DQG SURFHGXUHV���� 7KH 6(& DGYLVHV WKDW
FRPSDQLHV GLVFORVH F\EHU�LVVXHV WR WKH H[WHQW WKDW WKH\ ³SRVH D ULVN WR WKH
UHJLVWUDQW¶V DELOLW\ WR UHFRUG� SURFHVV� VXPPDUL]H� DQG UHSRUW LQIRUPDWLRQ WKDW
LV UHTXLUHG WR EH GLVFORVHG LQ &RPPLVVLRQ ILOLQJV�´��� &RPSDQLHV VKRXOG

���� ,Q WKH HYHQW WKDW WKH DWWDFN GRHV QRW UHVXOW LQ WKH ORVV RI LQWHOOHFWXDO SURSHUW\� EXW�
QRQHWKHOHVV� SURPSWV WKH UHJLVWUDQW WR PDWHULDOO\ LQFUHDVH VDIHJXDUGLQJ H[SHQVHV� WKH 6(& DGYLVHV
WKH UHJLVWUDQW WR QRWH WKRVH LQFUHDVHG H[SHQGLWXUHV� 6HH LG�
���� �� &�)�5� � ������� �������
���� &) ',6&/2685( *8,'$1&(� VXSUD QRWH ����
���� �� &�)�5� � ������� ������ �HPSKDVLV DGGHG��
���� &) ',6&/2685( *8,'$1&(� VXSUD QRWH ����
���� �� &�)�5� � ������� �������
���� ,G�
���� ,G�
���� 6HH LG� DW � ��������
���� &) ',6&/2685( *8,'$1&(� VXSUD QRWH ����
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FRQVLGHU DQ\ GHILFLHQFLHV LQ WKHLU GLVFORVXUH FRQWUROV WKDW ZRXOG UHQGHU
UHSRUWLQJ LQHIIHFWLYH LQ WKH HYHQW RI D F\EHU�LQFLGHQW� )RU LQVWDQFH� LI LW LV
UHDVRQDEO\ SRVVLEOH WKDW D F\EHU�DWWDFN ZRXOG UHQGHU LQIRUPDWLRQ UHFRUGLQJ
LPSURSHU� WKHQ D UHJLVWUDQW PD\ FRQFOXGH WKDW LWV GLVFORVXUH FRQWUROV DUH
LQHIIHFWLYH����

,,� 675$7(*,(6 $1' 62/87,216
7KH IROORZLQJ VHFWLRQV UHFRPPHQG VHFXULW\ VWUDWHJLHV WKDW FRPSDQLHV

PD\ LPSOHPHQW WR QDYLJDWH WKH FXUUHQW F\EHU�WKUHDW ODQGVFDSH� 6HFWLRQ $
DGGUHVVHV WKH SUHYHQWDWLYH VWHSV D ERDUG RI GLUHFWRUV FDQ LPSOHPHQW EHIRUH D
EUHDFK KDSSHQV� 7KH ERDUG RI GLUHFWRUV VKRXOG IRFXV RQ WKRURXJKO\ UHYLHZLQJ
FRPSDQ\ SURFHGXUHV DQG UHVRXUFHV� HVWDEOLVKLQJ DQ DFWLRQ SODQ� DQG
GHOHJDWLQJ VWDII UHVSRQVLELOLWLHV� 6HFWLRQ % GHVFULEHV WKH LPPHGLDWH DFWLRQ
VWHSV FRPSDQLHV VKRXOG FRQVLGHU XSRQ GLVFRYHULQJ D F\EHU�DWWDFN� 6HFWLRQ %
DOVR DGGUHVVHV UHVSRQVHV WR ORQJHU�WHUP FRQFHUQV� VXFK DV FRPSOLDQFH ZLWK
OHJDO� UHJXODWRU\� ILGXFLDU\� DQG SXEOLF UHODWLRQV REOLJDWLRQV� DV ZHOO DV XVLQJ
D EUHDFK WR LPSURYH FRPSDQ\ SUHSDUHGQHVV LQ WKH IXWXUH�

$� %()25( 7+( %5($&+� 35(9(17$7,9( 67(36

�� 7KH %RDUGURRP� 6HWWLQJ WKH 7RQH IRU &RPSDQ\�:LGH DQG
&URVV�'HSDUWPHQWDO 3UHSDUHGQHVV

&RUSRUDWH ERDUGV PXVW DVVXPH WKH OHDG LQ HVWDEOLVKLQJ FRPSDQ\�ZLGH
F\EHUVHFXULW\ SUHYHQWLRQ DQG UHVSRQVH VWUDWHJLHV���� ,Q -XQH ����� D VSHHFK DW
WKH 1<6( JLYHQ E\ WKHQ 6(& &RPPLVVLRQHU /XLV $JXLODU DSSURSULDWHO\
VWDWHG� ³HQVXULQJ WKH DGHTXDF\ RI D FRPSDQ\¶V F\EHUVHFXULW\ PHDVXUHV QHHGV
WR EH D FULWLFDO SDUW RI D ERDUG RI GLUHFWRU¶V ULVN RYHUVLJKW UHVSRQVLELOLWLHV�´���

%RDUGV IDFH DPSOH LQFHQWLYL]HV WR SXW F\EHUVHFXULW\ PDQDJHPHQW IURQW
DQG FHQWHU� :KHQ D EXVLQHVVHV¶ ,7 V\VWHPV DUH EUHDFKHG� LW PD\ IDFH FRVWO\
RSHUDWLRQDO GLVUXSWLRQV� VXEVWDQWLDO UHVSRQVH H[SHQVHV� QHJDWLYH SXEOLFLW\�
DQG UHSXWDWLRQDO GDPDJH���� 7KH WKUHDW RI OLWLJDWLRQ IURP KDUPHG SDUWLHV�
SRWHQWLDOO\ LQFOXGLQJ VWDWH DQG IHGHUDO DJHQFLHV� DOVR ORRPV ODUJH� $V UHFHQW
KLVWRU\ LQGLFDWHV� GLUHFWRUV PD\ EH KHOG OHJDOO\ DFFRXQWDEOH LQ GHULYDWLYH

���� ,G�
���� &RPSDQLHV VKRXOG EH PLQGIXO RI VWDWH F\EHUVHFXULW\ UHJXODWLRQV� )RU H[DPSOH� WKH 1HZ<RUN

6WDWH 'HSDUWPHQW RI )LQDQFLDO 6HUYLFHV �')6� DGRSWHG F\EHU VHFXULW\ UHJXODWLRQV� HIIHFWLYH -DQXDU\
�� ����� ³ZKLFK UHTXLUH UHJXODWHG ILQDQFLDO FRPSDQLHV GRLQJ EXVLQHVV LQ 1HZ <RUN WR DGRSW
FRPSUHKHQVLYH ZULWWHQ SURJUDPPHV DQG SURFHGXUHV WR SUHYHQW GDWD EUHDFKHV DQG RWKHU F\EHU
VHFXULW\ HYHQWV�´ %DUU\ 5� 7HPNLQ 	 5REHUW 8VLQJHU� 1HZ &\EHU 6HFXULW\ 5HJXODWLRQV 3URPXOJDWHG
E\ 1HZ <RUN¶V 'HSDUWPHQW RI )LQDQFLDO 6HUYLFHV� &253� ',636�¶ 0$*�� -DQ�±0DU� ����� DW ��
���� /XLV $JXLODU� &RPP¶U� 8�6� 6HF� 	 ([FK� &RPP¶Q� %RDUGV RI 'LUHFWRUV� &RUSRUDWH

*RYHUQDQFH DQG &\EHU�5LVNV� 6KDUSHQLQJ WKH )RFXV �-XQH ��� ������ KWWSV���ZZZ�VHF�JRY�
QHZV�VSHHFK������VSFK������ODD�
���� ,G�
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DFWLRQV DV ZHOO���� *LYHQ WKH FXUUHQW F\EHU�WKUHDW HQYLURQPHQW� SUXGHQW
GLUHFWRUV ZRXOG EH KDUG�SUHVVHG WR ILQG D FRPSHOOLQJ MXVWLILFDWLRQ WR LJQRUH
SURSHU F\EHU�ULVN PDQDJHPHQW� 0RUHRYHU� ERDUGV SUHVHQWO\ DVVXPH VLPLODU
RYHUVLJKW UHVSRQVLELOLWLHV LQ WKH UHDOP RI FUHGLW� OLTXLGLW\� DQG RSHUDWLRQDO
WKUHDWV IDFLQJ WKH FRPSDQ\���� &\EHU�DWWDFNV SRVH DV VLJQLILFDQW D WKUHDW DV
WKHVH H[LVWLQJ ULVN DUHDV PXVW EH D SDUW RI WKH ERDUG¶V RYHUDOO RYHUVLJKW GXWLHV
JRLQJ IRUZDUG�

,Q KLV UHPDUNV� &RPPLVVLRQHU $JXLODU VXJJHVWHG NH\ VWHSV ERDUGV VKRXOG
WDNH WR PLWLJDWH H[SRVXUH WR FULSSOLQJ F\EHU�DWWDFNV DQG LPSURYH FRPSDQ\
UHVSRQVHV���� 7KH LQLWLDO VWHSV LQYROYH LQYHQWRU\ DQG UHYLHZ� 'LUHFWRUV PXVW
VHOI�H[DPLQH FXUUHQW VDIHJXDUGV� H[SHQVHV� DQG GHOHJDWLRQ RI UHVSRQVLELOLW\
UHODWHG WR ,7 VHFXULW\ SURJUDPV� %RDUGV VKRXOG EHJLQ E\ ORRNLQJ WR WKH
)UDPHZRUN IRU ,PSURYLQJ &ULWLFDO ,QIUDVWUXFWXUH &\EHUVHFXULW\ �³WKH
)UDPHZRUN´�� LVVXHG E\ WKH 1DWLRQDO ,QVWLWXWH RI 6WDQGDUGV DQG 7HFKQRORJ\
LQ ����� IRU JXLGDQFH���� $JXLODU GHHPHG WKH )UDPHZRUN ³D EDVHOLQH IRU EHVW
SUDFWLFHV�´ DQG KH QRWHG WKDW LW SURYLGHV D UXEULF DJDLQVW ZKLFK ERDUGV FDQ
DVVHVV H[LVWLQJ SUDFWLFHV DQG DQ\ SRWHQWLDO GHYLDWLRQV WKDW FRXOG OHDG WR OHJDO
RU UHJXODWRU\ H[SRVXUH����

$IWHU UHYLHZLQJ H[LVWLQJ SUDFWLFHV DQG UHVRXUFHV� WKH ERDUG PXVW ZRUN WR
HQVXUH WKH FRPSDQ\ LV VWDIIHG ZLWK WKH ULJKW SHUVRQQHO WR FDUU\ RXW LWV
F\EHUVHFXULW\ SURJUDPV� 'LUHFWRUV ZKR XQGHUVWDQG ,7 DQG F\EHU�LVVXHV DUH
DVVHWV� &XUUHQWO\� ��� RI FRUSRUDWH GLUHFWRUV DFURVV LQGXVWULHV VD\ WKH\ KDYH
D ³KLJK OHYHO´ RI F\EHUVHFXULW\�UHODWHG NQRZOHGJH���� ,Q WKH DEVHQFH RI
GLUHFWRU H[SHUWLVH� ERDUGV VKRXOG� DW WKH OHDVW� KDYH D FOHDU XQGHUVWDQGLQJ RI
ZKLFK HPSOR\HHV LW FDQ UHO\ RQ DV VRXQGLQJ ERDUGV IRU F\EHU�SROLFLHV� %RDUGV
VKRXOG FRQVLGHU FDUYLQJ RXW D VHQLRU PDQDJHPHQW SRVLWLRQ GHYRWHG WR
F\EHUVHFXULW\���� :LWKRXW TXHVWLRQ� WKH ERDUG PXVW DOVR HQVXUH WKDW WKH ,7
GHSDUWPHQW GHYRWHV IXOO�WLPH SHUVRQQHO WR F\EHU�LVVXHV� ,I WKH ERDUG ILQGV WKDW
WKH FRPSDQ\ ODFNV VXIILFLHQW ,7 DQG GDWD VHFXULW\ H[SHUWLVH� WKHQ LW PXVW
LPPHGLDWHO\ KLUH FRPSHWHQW SHUVRQQHO� 6PDOOHU FRPSDQLHV PLJKW ILQG LW PRUH

���� 6HH .HYLQ 0� /D&URL[� 7DUJHW &RUSRUDWLRQ &\EHUVHFXULW\�5HODWHG 'HULYDWLYH /LWLJDWLRQ
'LVPLVVHG� '	2 ',$5< �-XO\ �� ������ KWWSV���ZZZ�GDQGRGLDU\�FRP���������DUWLFOHV�F\EHU�
OLDELOLW\�WDUJHW�FRUSRUDWLRQ�F\EHUVHFXULW\�UHODWHG�GHULYDWLYH�OLWLJDWLRQ�GLVPLVVHG��
���� %RDUGV PXVW GLVFORVH LQYROYHPHQW LQ WKH RYHUVLJKW RI FRPSDQ\ ULVN PDQDJHPHQW LQ WKH ZDNH

RI WKHVH PDWHULDO ULVNV� 6HH 3UR[\ 'LVFORVXUH (QKDQFHPHQWV� 6HFXULWLHV $FW 5HOHDVH 1R� �����
([FKDQJH $FW 5HOHDVH 1R� ������ ,QYHVWPHQW &RPSDQ\ $FW 5HOHDVH 1R� ������ �� )HG� 5HJ�
����� �'HF� ��� ������ KWWS���ZZZ�VHF�JRY�UXOHV�ILQDO��������������SGI�
���� $JXLODU� VXSUD QRWH ����
���� ,G�
���� ,G�� VHH DOVR $'$0 6('*(:,&.� 1$7¶/ ,167� 2) 67$1'$5'6 	 7(&+�� &<%(56(&85,7<

)5$0(:25.� )5$0(:25. )25 ,03529,1* &5,7,&$/ ,1)5$6758&785( &<%(56(&85,7< �)HE�
��� ������ KWWS���ZZZ�QLVW�JRY�F\EHUIUDPHZRUN�XSORDG�F\EHUVHFXULW\�IUDPHZRUN��������SGI�
���� 6HWK %HUPDQ 	 9DOpULH ,PSDUDWR� 'DWD %UHDFKHV DQG WKH %RDUG 5RRP� &253� %2$5'

0(0%(5� KWWSV���ERDUGPHPEHU�FRP�GDWD�EUHDFKHV�ERDUGURRP� �ODVW YLVLWHG $SU� �� ������
���� 6HH� H�J�� $JXLODU� VXSUD QRWH ��� �FLWLQJ D ���� VXUYH\ ILQGLQJ WKDW FRPSDQLHV WKDW GHWHFWHG

PRUH LQFLGHQWV DQG UHSRUWHG ORZHU DYHUDJH ILQDQFLDO ORVVHV SHU LQFLGHQW HPSOR\HG D IXOO�WLPH FKLHI
LQIRUPDWLRQ VHFXULW\ RIILFHU �RU HTXLYDOHQW� ZKR UHSRUWHG GLUHFWO\ WR VHQLRU PDQDJHPHQW��
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FRVW�HIIHFWLYH WR RXWVRXUFH F\EHUVHFXULW\ WR D WKLUG�SDUW\ ILUP WKDW VSHFLDOL]HV
LQ VXFK ZRUN����

)LQDOO\� ERDUGV PXVW GHYHORS FOHDU DQG FRKHUHQW GLVFORVXUH SROLFLHV�
7KHVH SODQV VKRXOG LQFOXGH KRZ F\EHU�DWWDFNV ZLOO EH GLVFORVHG LQWHUQDOO\ WR
HPSOR\HHV DQG H[WHUQDOO\ WR FXVWRPHUV� LQYHVWRUV� DQG DQ\ UHJXODWRU\
DJHQFLHV� %RDUGV VKRXOG FRQVLGHU WKH 6(&¶V GLVFORVXUH JXLGDQFH� $V
&RPPLVVLRQHU $JXLODU DGYLVHG� FRPSDQLHV VKRXOG GLVFORVH EUHDFKHV WKDW SXW
FXVWRPHU GDWD DW ULVN� HYHQ LQ WKH DEVHQFH RI PDWHULDOO\ DGYHUVH LPSDFW WR WKH
FRPSDQ\���� 7KLV VHUYHV WKH IXQFWLRQ RI DOORZLQJ YLFWLPV RI WKH EUHDFK DQ
RSSRUWXQLW\ WR SURWHFW WKHPVHOYHV E\ SURPSWO\ DXWKRUL]LQJ WKHLU FXVWRPHU
GDWD WR EH IUR]HQ WR PLQLPL]H SRWHQWLDO GDPDJH� DPRQJ RWKHU SXUSRVHV�
$QRWKHU FRQVLGHUDWLRQ LV WUDQVSDUHQF\ PD\ UHVXOW LQ JRRGZLOO DPRQJ
FRQVXPHUV DQG WKH LQGXVWU\�

�� +DYH D 3ODQ� 6WLFN WR LW� DQG 0DNH 6XUH LW :RUNV
&RPSDQLHV PXVW EHFRPH GRRPVGD\ SUHSSHUV� &\EHU�DWWDFNV RFFXU LQ

XQSUHGLFWDEOH IDVKLRQV ZLWK YDU\LQJ GHJUHHV RI LPSDFW RQ WKH WDUJHW FRPSDQ\�
7KH PRVW LPSRUWDQW SURFHGXUH WKDW FRPSDQLHV FDQ KDYH LV D GLVDVWHU SODQ�
&RPSDQLHV PXVW QRW RQO\ SODQ IRU WKH ZRUVW EXW DOVR PDNH VXUH WR WHVW� XSGDWH�
DQG HQVXUH FRPSDQ\ FRPSOLDQFH�

%XVLQHVVHV PXVW ILUVW LGHQWLI\ WKHLU ³FURZQ MHZHOV�´ RU WKH LQIRUPDWLRQ�
DVVHWV� DQG VHUYLFHV GHPDQGLQJ WKH PRVW SURWHFWLRQ���� &RPSDQLHV VKRXOG
FRQVLGHU KRZ WKHVH LWHPV DUH FROOHFWHG DQG SURWHFWHG� ZKLOH UHFRUGLQJ WKH
SK\VLFDO� DGPLQLVWUDWLYH� DQG WHFKQLFDO VDIHJXDUGV LQ SODFH IRU KDQGOLQJ
VHQVLWLYH LQIRUPDWLRQ���� )RU H[DPSOH� GRHV WKH FRPSDQ\ DVVLJQ SDVVZRUGV
DQG XVHUQDPHV IRU KDQGOLQJ FHUWDLQ LQIRUPDWLRQ" ,I VR� WKHQ WR ZKRP" $UH
WKHVH SDVVZRUGV DQG XVHUQDPHV IUHTXHQWO\ FKDQJHG" ,I DQ\� ZKDW HQFU\SWLRQ
VWDQGDUGV GRHV WKH FRPSDQ\ HPSOR\"��� :KDW LV WKH H[WHQW RI HPSOR\HH
WUDLQLQJ UHODWHG WR GDWD VHFXULW\ DQG FRPSDQ\ SROLFHV" ,V GDWD DFFHVVLEOH WR
WKLUG�SDUWLHV" +RZ DUH WKHVH UHODWLRQVKLSV WHUPLQDWHG� DQG ZKHQ LV
FRQILGHQWLDO LQIRUPDWLRQ GHVWUR\HG" ,Q DQVZHULQJ WKHVH TXHVWLRQV� FRPSDQLHV
KRQH LQ RQ WKH LQWHUQDO DQG H[WHUQDO F\EHU�ULVNV WKDW WKH VHFXULW\ SODQ ZLOO
XOWLPDWHO\ DGGUHVV� 7KH ERDUG VKRXOG WKHQ GHOHJDWH UHVSRQVLELOLW\ WR
HPSOR\HHV� ZKR FDQ WKHQ PDNH LQIRUPHG GHWHUPLQDWLRQV DV WR ZKDW DQ DFWLRQ
SODQ ZLOO FRQVLVW RI DQG LWV LPSOHPHQWDWLRQ�

���� 6KLSOH\� VXSUD QRWH ���
���� $JXLODU� VXSUD QRWH ����
���� 8�6� '(3¶7 2) -867,&(� &<%(56(&85,7< 81,7� %(67 35$&7,&(6 )25 9,&7,0 5(63216(

$1' 5(3257,1* 2) &<%(5 ,1&,'(176 � �$SU� ������ KWWS���ZZZ�MXVWLFH�JRY�VLWHV�GHIDXOW�ILOHV�
FULPLQDO�FFLSV�OHJDF\��������������������UHSRUWLQJ�F\EHU�LQFLGHQWV�ILQDO�SGI�
���� 3DWULFLD %DLOLQ 	 $ULHOOH %URZQ� 3UHSDULQJ IRU D 'DWD %UHDFK� 'DWD 6HFXULW\ 5HJXODWLRQV

DQG %HVW 3UDFWLFHV� ��:(67/$: -� &20387(5 	 ,17(51(7� DW 
� �������
���� 6HH DOVR$QQD0XUUD\�+RZ 1RW WR %H 9LFWLP RI D &\EHU�$WWDFN� 6HFXULW\ 5XOHV IRU /DZ\HUV�

��� 1�<�/�-�� -XQH �� ����� DW �� �� �UHFRPPHQGLQJ FRPSDQLHV WR ³>W@DNH D ORRN DW >WKHLU@ IRUPV�
ORJLQV� DQG SDVVZRUG�UHFRYHU\ SUDFWLFHV´ WR DYRLG IDOOLQJ YLFWLP WR KDFNHU DWWDFNV��
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2QFH D SODQ LV GHYHORSHG� LW LV LPSHUDWLYH IRU FRPSDQLHV WR FRQGXFW
IUHTXHQW WHVWLQJ RI WKHVH SURFHGXUHV� 7R WKLV HQG� FRPSDQLHV FDQ FRQGXFW
F\EHU�GULOOV� ZKLFK DUH VLPXODWHG DWWDFNV WKDW WHVW RUJDQL]DWLRQDO UHVSRQVH����
7KHVH GULOOV SUHSDUH HPSOR\HHV LQ WKH HYHQW RI DQ DWWDFN� LGHQWLI\ FKLQNV LQ
H[LVWLQJ SODQV� DQG DOORZ IRU HYDOXDWLRQ RI WKH H[LVWLQJ V\VWHP¶V VWULQJHQF\�
&\EHU�GULOOV WHVW WKH PRVW LPSRUWDQW DUHDV RI EUHDFK UHVSRQVH� HIILFLHQF\ DQG
WLPLQJ RI KDUP PLWLJDWLRQ� FDOO FHQWHUV¶ DELOLW\ WR KDQGOH DQ LQIOX[ RI
FXVWRPHU LQTXLULHV� DQG WKH FDSDELOLW\ RI HPSOR\HHV WR NHHS GHWDLOHG UHFRUGV
RI WKH EUHDFK LQ SUHSDUDWLRQ IRU DQ\ SRVW�DWWDFN OLWLJDWLRQ RU UHJXODWRU\
FRQFHUQV���� 7HVWLQJ DOORZV FRPSDQLHV WR XSGDWH WKHLU SODQV EDVHG RQ DQ\
SHUFHLYHG ZHDNQHVVHV EHIRUH WKH VWDNHV EHFRPH FDWDVWURSKLF�

,Q DGGLWLRQ WR LPSOHPHQWDWLRQ DQG WHVWLQJ� WKH FRPSDQ\ VKRXOG HQVXUH
FRPSOLDQFH DV D JRLQJ FRQFHUQ� 2QH ZD\ FRPSDQLHV FDQ DFKLHYH WKLV JRDO LV
WKURXJK HPSOR\HH WUDLQLQJ� 5HJXODU WUDLQLQJ HGXFDWHV VWDII DV WR FRPSDQ\�
ZLGH SUHYHQWLRQ� GHWHFWLRQ� DQG F\EHU�WKUHDW UHVSRQVH���� ,7 SURIHVVLRQDOV
VKRXOG DOVR FRQGXFW SHULRGLF HYDOXDWLRQV WKDW ORRN DW WKH FKDQJLQJ WKUHDW
ODQGVFDSH� DUHDV RI ZHDNQHVV� DQG WKH GHJUHH RI FRPSOLDQFH ZLWK WKH H[LVWLQJ
V\VWHP� $OVR� LQVXUDQFH DQG F\EHUVHFXULW\ ILUPV FDQ FRQGXFW DXGLWV RI WKH
FRPSDQ\���� 7KHVH ILQGLQJV PXVW EH FRPPXQLFDWHG XS WKH FKDLQ�RI�
FRPPDQG� WKURXJK VHQLRU PDQDJHPHQW� DQG XOWLPDWHO\� WR WKH ERDUG RQ D
UHJXODU EDVLV�

�� .H\ 3UDFWLFDO 5HFRPPHQGDWLRQV IRU $Q\ &\EHUVHFXULW\
3ODQ

:LWKLQ WKLV JHQHUDO IUDPHZRUN� WKHUH DUH VHYHUDO SUDFWLFDO SUHFDXWLRQV
WKDW FRPSDQLHV FDQ LPSOHPHQW WR IRUWLI\ F\EHUVHFXULW\ GHIHQVH V\VWHPV�

%XVLQHVVHV PXVW PDLQWDLQ VWURQJ SDVVZRUGV WKDW LQFOXGH QXPHURXV
FKDUDFWHUV DQG DUH IUHTXHQWO\ FKDQJHG� $OO FRPSXWHU VFUHHQV VKRXOG KDYH
WKHVH SDVVZRUGV� 8VHUV VKRXOG EH SURPSWHG WR LQSXW SDVVZRUGV ZKHQHYHU
FRPSXWHUV KDYH QRW EHHQ XVHG IRU D UHDVRQDEOH DPRXQW RI WLPH� )LQDOO\�
SDVVZRUGV VKRXOG QRW EH PDLQWDLQHG LQ ILOHV RQ FRPSDQ\ FRPSXWHUV RU RQ
RWKHU GRFXPHQWV WKDW DUH UHDGLO\ DFFHVVLEOH� &RPSDQLHV VKRXOG DOVR GHYHORS
SROLFLHV IRU HUDVLQJ XVHUQDPHV DQG SDVVZRUGV RI WHUPLQDWHG HPSOR\HHV�

(QFU\SWLRQ SURJUDPV FDQ VHFXUH GDWD NQRZQ WR KDYH D KLJK ULVN RI
XQDXWKRUL]HG H[SRVXUH���� (QFU\SWLRQ ³LQYROYHV UXQQLQJ D UHDGDEOH PHVVDJH

���� %DLOLQ 	 %URZQ� VXSUD QRWH ���� DW 
��
���� ,G�
���� 7KH 6(&¶V 'LYLVLRQ RI ,QYHVWPHQW 0DQDJHPHQW LVVXHG JXLGDQFH LQ $SULO ����� VXJJHVWLQJ

IUHTXHQW HPSOR\HH WUDLQLQJ DV WR F\EHU WKUHDWV� SUHYHQWLRQ� GHWHFWLRQ� DQG UHVSRQVH DW UHJLVWHUHG
LQYHVWPHQW FRPSDQLHV� $OO FRPSDQLHV VKRXOG IROORZ WKLV DGYLFH� 6HH 8�6� 6(&� 	 (;&+� &200¶1�
',9� 2) ,19� 0*07�� ,0 *8,'$1&( 83'$7( 12� �������� &<%(56(&85,7< *8,'$1&( � �$SU�
������ KWWS���ZZZ�VHF�JRY�LQYHVWPHQW�LP�JXLGDQFH���������SGI�
���� 6XVVNLQG� VXSUD QRWH ��� DW ����
���� 0(*$1 &267(//2� � '$7$ 6(&� 	 35,9$&< /$: � ���� �������
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NQRZQ DV µSODLQWH[W¶ WKURXJK D FRPSXWHU SURJUDP WKDW WUDQVODWHV WKH PHVVDJH
DFFRUGLQJ WR DQ HTXDWLRQ RU DOJRULWKP LQWR XQUHDGDEOH µFLSKHUWH[W�¶´��� 7KLV
SURFHVV HIIHFWLYHO\ HQFRGHV GDWD WR HQVXUH WKDW RQO\ DXWKRUL]HG XVHUV DUH DEOH
WR ³GHFU\SW´ HQFU\SWHG PHVVDJHV LQWR SODLQWH[W XVLQJ D FRPSDWLEOH ³NH\�´���
%RWK SK\VLFDO SURSHUW\� VXFK DV WKXPE GULYHV DQG ODSWRSV� DQG ZLUHOHVV
QHWZRUNV VKRXOG EH SURWHFWHG ZLWK HQFU\SWLRQ FRGHV� ,QIRUPDWLRQ WKDW LV
EDFNHG XS LQ D FORXG VKRXOG DOVR EH HQFU\SWHG�

&RPSDQLHV PXVW DYRLG VKDULQJ HQFU\SWLRQ DFFHVV FRGHV ZLWK HPSOR\HHV
DQG WKLUG�SDUW\ YHQGRUV� WKXV OLPLWLQJ DFFHVV RQO\ WR HVVHQWLDO SHUVRQQHO�
:KHQ HQFU\SWLRQ FRGHV DUH SURYLGHG WR VWDII� ORJV VKRXOG EH PDLQWDLQHG WR
WUDFN WKLV LQIRUPDWLRQ DQG HQVXUH WKDW ZKHQ HPSOR\HHV DUH WHUPLQDWHG VR WRR
LV WKHLU DFFHVV�

&RPSDQLHV VKRXOG DOVR HVWDEOLVK SURJUDPV WKDW FRQWLQXRXVO\ PRQLWRU
QHWZRUN DFWLYLW\ WR GHWHFW UHG IODJV DQG DFFHVV SRLQWV IRU F\EHUFULPLQDOV����
7KHVH ORJJLQJ SURJUDPV JDWKHU LQIRUPDWLRQ DERXW QRUPDO QHWZRUN DFWLYLW\
DQG DOHUW ,7 SURIHVVLRQDOV ZKHQ XVHUV HQJDJH LQ LUUHJXODU DFFHVV WKURXJKRXW
WKH FRPSDQ\���� 7KLV DOORZV FRPSDQLHV WR VWDPS RXW SRWHQWLDO DWWDFNV EHIRUH
WKH\ VSUHDG�

7KH FRPSDQ\ PXVW VWD\ DEUHDVW RI WKH FRQVWDQWO\ FKDQJLQJ WKUHDW
ODQGVFDSH� 7KLV ZLOO HQWDLO PHHWLQJ ZLWK ODZ HQIRUFHPHQW RIILFLDOV�
PRQLWRULQJ QHWZRUN DFWLYLW\� DQG KROGLQJ UHJXODU GLVFXVVLRQV ZLWK VWDII WR
VWUDWHJL]H IRU FULVLV PDQDJHPHQW DQG SRVW�GLVDVWHU FRQWLQXLW\�

$OO FRPSDQLHV VKRXOG REWDLQ F\EHU�LQVXUDQFH� $V RI ����� RYHU ILYH
KXQGUHG FDUULHUV RIIHU WKHVH SROLFLHV���� &\EHU�LQVXUDQFH DOORZV FRPSDQLHV WR
REWDLQ ILQDQFLDO FRYHUDJH IRU WKH YDULRXV H[SHQVHV FRPPRQO\ UHVXOWLQJ IURP
GDWD EUHDFKHV� LQFOXGLQJ FRVWV UHODWHG WR UHSXWDWLRQDO KDUP� EXVLQHVV
LQWHUUXSWLRQV� DQG EUHDFK UHVSRQVH DQG QRWLILFDWLRQ REOLJDWLRQV���� ,Q DGGLWLRQ
WR F\EHU�LQVXUDQFH� VRPH FRPSDQLHV PLJKW FRQVLGHU GLUHFWRUV DQG RIILFHU¶V
OLDELOLW\ LQVXUDQFH WR VKRXOGHU FRVWV UHODWHG WR GHIHQGLQJ GHULYDWLYH VXLWV DQG
UHJXODWRU\ DFWLRQV����

���� %HUQVWHLQ Y� 8�6� 'HS¶W RI 6WDWH� ��� )� 6XSS� ����� ���� �1�'� &DO� ������
���� ,G�
���� 8�6� '(3¶7 2) -867,&(� VXSUD QRWH ���� DW ��
���� 6KLHOGV� VXSUD QRWH ��� DW ����
���� 6WDWH RI WKH &\EHU ,QVXUDQFH 0DUNHW²7RS 7UHQGV� ,QVXUHUV DQG &KDOOHQJHV� $�0� %HVW� ,16�

-� �-XQH ��� ������ KWWSV���ZZZ�LQVXUDQFHMRXUQDO�FRP�QHZV�QDWLRQDO�������������������KWP�
���� 6HH 7RS � 5HDVRQV )LUPV $UH %X\LQJ &\EHU ,QVXUDQFH� ,16� -� �-XQH ��� ������

KWWS���ZZZ�LQVXUDQFHMRXUQDO�FRP�QHZV�QDWLRQDO�������������������KWP�
���� :LOOLDP 7� 8P 	 3DXO 7� 0RXUD� 6KDUHKROGHUV DQG 5HJXODWRUV &ODPS 'RZQ RQ %RDUGV

2YHU &RUSRUDWH *RYHUQDQFH RI &\EHU 5LVN� ��:(67/$: -� '(5,9$7,9(6 �� � �-DQ� ��� ������
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�� &RQWUDFWLQJ ZLWK 7KLUG�3DUW\ 9HQGRUV
$QRWKHU ZD\ WR PLWLJDWH F\EHU�ULVN LV GXH GLOLJHQFH DQG DFFXUDWH

GUDIWVPDQVKLS RI DJUHHPHQWV ZLWK WKLUG�SDUW\ YHQGRUV���� &RPSDQLHV VKRXOG
PDNH VHYHUDO FRQVLGHUDWLRQV ZKHQ VFRXWLQJ SRWHQWLDO YHQGRUV� 7KHVH IDFWRUV
LQFOXGH WKH YHQGRU¶V OLPLWDWLRQV RQ GDWD DFFHVV E\ HPSOR\HHV� YLUXV
SURWHFWLRQ� DQG GDWD HQFU\SWLRQ VWUDWHJLHV� DV ZHOO DV EXVLQHVV UHFRYHU\
SUDFWLFHV DQG SURJUDP FRGLQJ PHWKRGRORJLHV���� 2QFH EXVLQHVVHV GHWHUPLQH
WKDW D YHQGRU¶V F\EHU�FRQWUROV PHHW FRPSDQ\ VWDQGDUGV� WKH\ PD\ DGGUHVV
DQ\ UHPDLQLQJ FRQFHUQV E\ FRQWUDFW�

7KHUH DUH VHYHUDO SURYLVLRQV FRPSDQLHV VKRXOG FRQVLGHU ZKHQ GUDIWLQJ
FRQWUDFWXDO DJUHHPHQWV JRYHUQLQJ WKH QDWXUH RI WKH YHQGRU UHODWLRQVKLS����

x &OHDUO\ GHILQH WKH WHUP ³EUHDFK´ DV LW UHODWHV WR WKH GDWD DQG V\VWHPV
LQYROYHG LQ WKH UHODWLRQVKLS�

x &RQVLGHU QRQ�GLVFORVXUH RU FRQILGHQWLDOLW\ DJUHHPHQWV WR HQVXUH WKDW
LQIRUPDWLRQ REWDLQHG XQGHU WKH FRQWUDFW ZLOO QRW EH VKDUHG ZLWK DQ\
H[WUDQHRXV SDUWLHV�

x 'HYHORS FOHDU FRQWUDFWXDO ODQJXDJH UHODWHG WR GDWD VWRUDJH� UHWHQWLRQ�
DQG GHOLYHU\� 7KLV PXVW GHVFULEH KRZ FRPSDQ\ GDWD LV VWRUHG DQG
WUDQVPLWWHG ZKLOH LQ WKH YHQGRU¶V V\VWHPV� LQFOXGLQJ DQ\ HQFU\SWLRQ
UHTXLUHPHQWV�

x ,QFOXGH ULJKW�WR�DXGLW FODXVHV WKDW JLYH WKH FRPSDQ\ WKH DELOLW\ WR
SHUIRUP SK\VLFDO DXGLWV RI WKH YHQGRU¶V GDWD VWRUDJH DQG FRQWUROV�

x ,GHQWLI\ WKH W\SH DQG ORFDWLRQ RI VHUYHUV XVHG DQG WKH H[WHQW RI UHFRYHU\
VDIHJXDUGV�

x $GGUHVV WKH PDQQHU DQG WLPLQJ ZKHQ WKH YHQGRU QRWLILHV WKH FRPSDQ\
RI D EUHDFK DQG WKH SDUW\ UHVSRQVLEOH IRU QRWLI\LQJ FXVWRPHUV�

x ,QFOXGH OLPLWV RQ YHQGRU�HPSOR\HH DFFHVV DQG REOLJDWLRQV XSRQ
WHUPLQDWLRQ RI WKH UHODWLRQVKLS�

&\EHU�DWWDFNV DUH LQHYLWDEOH DQG XQSUHGLFWDEOH� +RZHYHU� FRPSDQLHV WKDW
FRPELQH GXH GLOLJHQFH� FRPSUHKHQVLYH DJUHHPHQWV� DQG WKH SUDFWLFDO
UHFRPPHQGDWLRQV GLVFXVVHG DERYH ZLOO EH EHWWHU SUHSDUHG LQ WKH HYHQW RI D
EUHDFK�

���� ),1� ,1'86� 5(*8/$725<$87+�� 5(3257 21&<%(56(&85,7< 35$&7,&(6 �� �)HE� ������
KWWSV���ZZZ�ILQUD�RUJ�VLWHV�GHIDXOW�ILOHV�S���������5HSRUW���RQ���&\EHUVHFXULW\���3UDFWLFH
VB��SGI�
���� ,G� DW ���
���� 7KH VXJJHVWHG FRQWUDFWXDO WHUPV SURYLGHG LQ WKLV SDUDJUDSK DUH GUDZQ ODUJHO\ IURP WKH ����

),15$ 5HSRUW¶V GLVFXVVLRQ RQ YHQGRU PDQDJHPHQW DQG FRQWUDFWLQJ� ,G� DW ��±���
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%� ,1&,'(17 $1' 7+5($7 5(63216(
,Q PDQ\ LQVWDQFHV� RQO\ D FURVV�GHSDUWPHQWDO F\EHU�FULVLV UHVSRQVH ZLOO

XQFRYHU WKH WUXH H[WHQW RI DQ DWWDFN¶V RUJDQL]DWLRQDO LPSDFW� 5HVSRQVH WHDPV
PXVW HOLPLQDWH WKH VHFXULW\ EUHDFK DV TXLFNO\ DV SRVVLEOH DQG UHFRYHU DQ\
SXUORLQHG GDWD� /DWHU� FRPSDQLHV VKRXOG HQOLVW HPSOR\HHV IURP YDULRXV
GHSDUWPHQWV WR FRUUHFW WKH ORQJ�WHUP� HQWHUSULVH�ZLGH FRQFHUQV RYHU WKH
HQVXLQJ ZHHNV DQG PRQWKV�

�� ,PPHGLDWH $FWLRQ 6WHSV
2QFH DQ DWWDFN LV XQGHUZD\ RU GLVFRYHUHG� WKH EXVLQHVV PXVW DFWLYDWH LWV

FRPSDQ\�ZLGH LQFLGHQW UHVSRQVH SURJUDP� 7KH FRPSDQ\ PXVW FRQGXFW D
SUHOLPLQDU\ LQYHVWLJDWLRQ WR GHWHUPLQH WKH YDOLGLW\� VRXUFH� DQG VFRSH RI D
SXUSRUWHG DWWDFN� 6RXQG QHWZRUN ORJJLQJ FDSDELOLWLHV DUH FUXFLDO LQ PDNLQJ
WKHVH GHWHUPLQDWLRQV� DQG EXVLQHVVHV PXVW HQVXUH WKDW VXFK PRQLWRULQJ
SURJUDPV DUH LQ SODFH SULRU WR DQ DWWDFN���� 7KH '2- UHFRPPHQGV XVLQJ ORJ
LQIRUPDWLRQ WR LVRODWH WKH DIIHFWHG V\VWHPV� WKH RULJLQ RI WKH LQWUXVLRQ� DQ\
PDOZDUH XVHG RU UHPRWH VHUYHUV WR ZKLFK GDWD ZHUH VHQW� DQG LI SRVVLEOH� WKH
LGHQWLW\ RI DQ\ RWKHU YLFWLP RUJDQL]DWLRQV����

+RZ D FRPSDQ\ ERWWOHV XS WKH EUHDFK PD\ WDNH PDQ\ IRUPV GHSHQGLQJ
XSRQ WKH W\SH RI DWWDFN DQG LWV VL]H� )RU H[DPSOH� FRPSDQLHV PD\ QHHG WR
ILOWHU RXW D ''R6 DWWDFN� RU LQ WKH FDVH RI DQ LQWUXVLRQ� EORFN IXUWKHU LOOHJDO
DFFHVV RU PRQLWRU WKH DFWLYLW\ WR IXUWKHU XQGHUVWDQG WKH VFRSH RI WKH
LQILOWUDWLRQ���� 2WKHU UHVSRQVHV LQFOXGH UHURXWLQJ QHWZRUN WUDIILF� DEDQGRQLQJ
WKH QHWZRUN� DQG UHVWRULQJ LW WR D SULRU VWDWH �SURYLGHG WKHUH LV D EDFNXS�����

,Q DGGLWLRQ WR VWRSSLQJ WKH EUHDFK DQG SUHYHQWLQJ IXUWKHU LQILOWUDWLRQ�
UHVSRQVH WHDPV VKRXOG GRFXPHQW WKH VWHSV WDNHQ LQ UHPHG\LQJ WKH VLWXDWLRQ�
5HFRUGLQJ WKH SURFHGXUHV IROORZHG DIWHU D EUHDFK LQIRUPV IXWXUH UHVSRQVHV
DQG DLGV SRWHQWLDO OLWLJDWLRQ RU UHJXODWRU\ LQYHVWLJDWLRQV� 6LPLODUO\�
FRPSDQLHV VKRXOG QRW GHOHWH VXVSLFLRXV ILOHV RU GDWD F\EHUFULPLQDOV VWRUHG RQ
WKH QHWZRUN WR RUFKHVWUDWH WKHLU DWWDFN���� &RPSDQLHV VKRXOG PDLQWDLQ DQ\
UHOHYDQW ILOHV DQG FRPPXQLFDWLRQV� DQG DYRLG PRGLI\LQJ GDWD���� 7KH '2-
UHFRPPHQGV PDLQWDLQLQJ IRUHQVLF LPDJHV RI WKH DIIHFWHG FRPSXWHUV LQ RUGHU
WR SUHVHUYH D UHFRUG RI WKH V\VWHP DW WKH WLPH RI WKH LQFLGHQW���� $ VRXQG
LQFLGHQW UHVSRQVH SODQ ZLOO GHOHJDWH WKH UHVSRQVLELOLW\ RI UHWDLQLQJ FXVWRG\ RI
WKHVH UHFRUGV SULRU WR WKH DWWDFN�

���� 8�6� '(3¶7 2) -867,&(� VXSUD QRWH ���� DW ��
���� ,G� DW ��
���� ,G�
���� ,G� DW �±��
���� ,G� DW ��
���� ,G�
���� ,G� DW ��
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�� $VVHVVLQJ /HJDO ,PSOLFDWLRQV
2QFH WKH EUHDFK LV VWRSSHG� WKH FRPSDQ\ PXVW EHJLQ DVVHVVLQJ WKH

EURDGHU RUJDQL]DWLRQDO FRQFHUQV EHJLQQLQJ ZLWK DQ\ OHJDO DQG UHJXODWRU\
LPSOLFDWLRQV� $V VRRQ DV SRVVLEOH� WKH OHJDO WHDP VKRXOG WDNH WKH OHDG LQ
PHHWLQJ ZLWK PDQDJHPHQW� ,7� DQG FRPSOLDQFH SURIHVVLRQDOV WR GHWHUPLQH
WKH H[WHQW RI WKH EUHDFK� 7KLV ZLOO EH QHFHVVDU\ IRU LQIRUPLQJ DQ\ GLVFORVXUH
REOLJDWLRQV DQG SRWHQWLDO UHJXODWRU\ H[SRVXUH� 7KH FRPSDQ\ PXVW DOVR
FRQVLGHU DQG DQWLFLSDWH DQ\ SULYDWH OLDELOLW\ FDXVHV RI DFWLRQV WKDW DUH OLNHO\
WR IORZ IURP WKH F\EHU�DWWDFN� LQFOXGLQJ WKH FRPPRQ WKHRULHV RI OLDELOLW\
GLVFXVVHG VXSUD 6HFWLRQ ,�&���� DQG EHJLQ PRXQWLQJ D GHIHQVH WR DQ\ VXFK
FRPSODLQWV� 6SROLDWLRQ PD\ EH WKH WKLUG UDLO IRU IHQGLQJ RII WKHVH FODLPV� VR
HYLGHQFH FROOHFWHG LQ UHVSRQVH WR WKH EUHDFK QHHGV WR EH SUHVHUYHG DW DOO FRVWV�

:KLOH WKH FRPSDQ\ ZLOO OLNHO\ EH WKH WDUJHW RI SRVW�EUHDFK OLWLJDWLRQ RU
UHJXODWRU\ VFUXWLQ\� LW LV FULWLFDO QRW WR IRUJHW WKDW WKHVH EXVLQHVVHV DUH YLFWLPV�
&RPSDQLHV PD\ SXUVXH FODLPV DJDLQVW WKHLU DWWDFNHUV XQGHU IHGHUDO VWDWXWHV�
VXFK DV WKH 6&$ RU (($� 2UJDQL]DWLRQV PD\ DOVR ZLVK WR SXUVXH FRPPRQ
ODZ FODLPV XQGHU VWDWH SURSHUW\ RU WUDGH VHFUHW ODZ� ,I WKH F\EHUFULPLQDO LV DQ
HPSOR\HH� WKHQ WKH FRPSDQ\ FDQ FRQVLGHU DQ DFWLRQ UHO\LQJ RQ WKDW �IRUPHU�
VWDII PHPEHU¶V WHUPV RI HPSOR\PHQW����

,Q PRVW FDVHV� KRZHYHU� LW ZLOO EH LQ WKH FRPSDQ\¶V EHVW LQWHUHVW WR IRUHJR
DIILUPDWLYH OLWLJDWLRQ IROORZLQJ D F\EHU�DWWDFN� )URP D SUDFWLFDO SHUVSHFWLYH�
WKH DELOLW\ WR EULQJ DQ\ VXFK OLWLJDWLRQ KLQJHV RQ LGHQWLI\LQJ WKH SHUSHWUDWRUV�
&\EHUFULPLQDOV DUH RIWHQ GLIILFXOW WR WUDFN DV WKH\ PD\ EH DQRQ\PRXV DFWRUV�
VRSKLVWLFDWHG FULPLQDO RUJDQL]DWLRQV� RU HYHQ QDWLRQ VWDWHV���� 0RUHRYHU�
OLWLJDWLRQ PD\ QRW EH LQ D FRPSDQ\¶V EHVW LQWHUHVW IURP D SXEOLF UHODWLRQV RU
ILQDQFLDO SHUVSHFWLYH� 3XEOLFL]LQJ WKH EUHDFK PD\ GLPLQLVK FXVWRPHU
JRRGZLOO� GLYHUW UHVRXUFHV DQG HPSOR\HH WLPH� DV ZHOO DV KDUP VKDUHKROGHU
YDOXH���� ,QVWHDG� FRPSDQLHV PD\ EH EHWWHU RII FRQVXOWLQJ ZLWK ODZ
HQIRUFHPHQW RIILFLDOV� VXFK DV WKH )%,� LPPHGLDWHO\ DIWHU WKH F\EHU�LQFLGHQW�
/DZ HQIRUFHPHQW PD\ ZRUN ZLWK WKH FRPSDQ\ WR FRQGXFW D GLVFUHHW
LQYHVWLJDWLRQ ZLWKRXW IXUWKHU GLVUXSWLRQ RI EXVLQHVV RSHUDWLRQV���� 7KHVH
JRYHUQPHQW HQIRUFHPHQW DJHQFLHV PD\ UHO\ RQ DXWKRULWLHV DQG LQYHVWLJDWLYH
WRROV QRW DFFHVVLEOH WR SULYDWH RUJDQL]DWLRQV����

�� 1RWLILFDWLRQ
)ROORZLQJ D F\EHUVHFXULW\ EUHDFK� D FRPSDQ\¶V ILUVW VHW RI QRWLILFDWLRQV

VKRXOG DOZD\V EH PDGH WR LWV SHUVRQQHO� 7KH H[WHQW RI LQIRUPDWLRQ UHOD\HG

���� %UHDX[ HW DO�� VXSUD QRWH ��� DW ���
���� 6HH� H�J�� -RUJH &RQWUHUDV HW DO�� 0DSSLQJ 7RGD\¶V &\EHUVHFXULW\ /DQGVFDSH� �� $0� 8� /�

5(9� ����� ���� �������
���� %UHDX[ HW DO�� VXSUD QRWH ��� DW ���
���� 8�6� '(3¶7 2) -867,&(� VXSUD QRWH ���� DW ���
���� ,G� DW ���
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PD\ YDU\ GHSHQGLQJ RQ ZKHWKHU HPSOR\HH LQIRUPDWLRQ ZDV FRPSURPLVHG�
DQG ZKHWKHU WKH FRPSDQ\ SODQV WR GLVFORVH WKH LQFLGHQW WR WKH SXEOLF RU
UHJXODWRUV� $ VHFRQG±EXW FULWLFDO±SDUW\ WKDW FRPSDQLHV PXVW LQIRUP LV ODZ
HQIRUFHPHQW� 'HYHORSLQJ D UDSSRUW ZLWK ODZ HQIRUFHPHQW PD\ DVVLVW LQ
DSSUHKHQGLQJ WKH DWWDFNHUV� 0RUHRYHU� RQFH DOHUWHG� WKHVH RIILFLDOV PD\
KHLJKWHQ VXUYHLOODQFH WR SRWHQWLDOO\ SUHYHQW IXUWKHU DWWDFNV����

$ FRPSDQ\ PLJKW EH XQGHU H[LVWLQJ REOLJDWLRQV WR QRWLI\ XQGHU IHGHUDO
ODZ �VXFK DV WKH */%$� RU D VWDWH QRWLILFDWLRQ ODZ� 'LVFORVXUH PLJKW EH
UHTXLUHG SXUVXDQW WR 6(& JXLGHOLQHV� ,Q VXFK FDVHV� WLPHO\ QRWLILFDWLRQ LV D
IRUHJRQH FRQFOXVLRQ� (YHQ LI D FRPSDQ\ LV QRW IRUPDOO\ REOLJDWHG WR GR VR� LW
VKRXOG FRQVLGHU UHDFKLQJ RXW WR WKH 6(&� )',&� RU UHOHYDQW JRYHUQLQJ
DJHQF\� 7KLV DOORZV WKH EXVLQHVV WR VKDUH FRQFHUQV RYHU WKH QDWXUH RI WKH
EUHDFK DQG DQ\ XQUHVROYHG GLVFORVXUH LVVXHV�

5HJDUGLQJ SRVW�EUHDFK QRWLILFDWLRQ SURFHGXUHV� FRPSDQLHV PXVW NHHS LQ
PLQG WKDW WKH FRYHU XS LV DOZD\V ZRUVH WKDQ WKH FULPH²RU QHJOLJHQW FRQGXFW�
%XVLQHVVHV VKRXOG EH XSIURQW DQG WLPHO\ LQ GLVFORVLQJ D VLJQLILFDQW EUHDFK WR
WKH SXEOLF� 3URPSW QRWLILFDWLRQ WR KDUPHG SDUWLHV²FXVWRPHUV RU
HPSOR\HHV²PD\ PLWLJDWH WKH WKUHDW RI ODZVXLWV RU DW OHDVW OHVVHQ GDPDJHV�
:KHQ QRWLI\LQJ WKH SXEOLF� FRPSDQLHV PXVW HQVXUH WKDW FXVWRPHU VXSSRUW LV
LQ SODFH WR UHVSRQG WR LQTXLULHV DERXW WKH LQFLGHQW� &RPSDQLHV VKRXOG KDYH
DQVZHUV DV WR KRZ LW ZLOO UHVSRQG LQ WKH IXWXUH WR IXUWKHU EUHDFKHV� DQG WKH
VWHSV LW KDV WDNHQ WR SUHYHQW WKH PRVW FRPPRQ W\SHV RI EUHDFKHV� 0DLQWDLQLQJ
D FRKHUHQW DQG XQLILHG WRQH WR WKH SXEOLF LV DOVR FULWLFDO LQ KROGLQJ RQWR
VKDUHKROGHUV DIWHU D VLJQLILFDQW EUHDFK����

�� ³)DLOXUH ,VQ¶W )DWDO� EXW )DLOXUH WR &KDQJH 0LJKW %H´����
/HDUQLQJ IURP WKH 3RVW�%UHDFK ,QYHVWLJDWLYH 3URFHVV

7KH SRVW�EUHDFK LQYHVWLJDWLYH SURFHVV LV FUXFLDO WR IXOILOOLQJ VHYHUDO
LPSRUWDQW JRDOV� 7KH EXVLQHVV PXVW IXOO\ XQGHUVWDQG WKH DWWDFN WR PDNH
WDQJLEOH LPSURYHPHQWV WR WKH FRPSDQ\¶V SROLFLHV DQG UHVSRQVH SODQV�
'HYHORSLQJ D FOHDU WLPHOLQH RI WKH HYHQWV SUHFLSLWDWLQJ WKH DWWDFN DOORZV
FRPSDQLHV WR IRFXV RQ DQG FRUUHFW WHFKQLFDO YXOQHUDELOLWLHV LQ ,7 V\VWHPV�
&RQILUPLQJ WKH VRXUFH RI WKH EUHDFK PLJKW UHVXOW LQ DQ DOWHUDWLRQ RI

���� &RPSDQLHV VKRXOG FUHDWH SRVLWLYH UHODWLRQVKLSV ZLWK HQIRUFHPHQW DJHQFLHV DQG HQJDJH LQ
³F\EHU RXWUHDFK DQG LQIRUPDWLRQ VKDULQJ SURJUDPV VSRQVRUHG´ E\ JRYHUQPHQW DJHQFLHV� 6HH (GZDUG
-� 0F$QGUHZ� 3HUVSHFWLYH� +RZ &RPSDQLHV &DQ :RUN ZLWK WKH 8�6� *RYHUQPHQW RQ &\EHUVHFXULW\
7KUHDWV� %/220%(5* /� �$SU� �� ������ KWWSV���ELJODZEXVLQHVV�FRP�SHUVSHFWLYH�KRZ�FRPSDQLHV�
FDQ�ZRUN�ZLWK�WKH�X�V�JRYHUQPHQW�RQ�F\EHU�WKUHDWV��
���� 6HH 0HOLVVD 6DZ\HU 	 $XGUD &RKHQ� )LYH ,VVXHV 'LUHFWRUV RI &RQVXPHU DQG 5HWDLO

&RPSDQLHV 6KRXOG &RQVLGHU ,PPHGLDWHO\ )ROORZLQJ D &\EHUVHFXULW\ %UHDFK� %/220%(5* %1$
�-XO\ ��� ������
KWWSV���ZZZ�VXOOFURP�FRP�ILOHV�XSORDG�%ORRPEHUJB&\EHUVHFXULW\B6DZ\HUB&RKHQB�����SGI�
���� 7KLV TXRWH FRPHV IURP FRDFKLQJ OHJHQG -RKQ 5� :RRGHQ� 6HH 7KH :L]DUG¶V :LVGRP�

µ:RRGHQLVPV¶� (631 �-XQH �� ������ KWWSV���ZZZ�HVSQ�FRP�PHQV�FROOHJH�EDVNHWEDOO�QHZV�
VWRU\"LG ��������
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HPSOR\PHQW SROLFLHV RU QHWZRUN PRQLWRULQJ SURFHGXUHV� ,W PD\ DOVR
XQGHUVFRUH WKH LPSRUWDQFH RI GHYHORSLQJ DQ RQJRLQJ� FROODERUDWLYH
UHODWLRQVKLS ZLWK ODZ HQIRUFHPHQW�

7KH ERDUG PXVW ZRUN ZLWK PDQDJHPHQW DQG DFURVV GHSDUWPHQWV WR
GLVFXVV WKH H[HFXWLRQ RI LWV SRVW�EUHDFK UHVSRQVH� ,W VKRXOG IRFXV RQ LI WKH
RUJDQL]DWLRQ IROORZHG LWV GLVDVWHU SODQ DQG LGHQWLI\LQJ DQ\ JDSV EHWZHHQ WKH
DFWXDO UHVSRQVH DQG WKH SURFHGXUHV RXWOLQHG LQ WKH SODQ� $ GLDORJXH ZLWK VWDII
PXVW DVFHUWDLQ ZK\ SURFHGXUHV ZHUH PLVVHG� LI WKH\ ZHUH PLVVHG� DQG KRZ WR
SUHYHQW WKHVH RPLVVLRQV LQ WKH IXWXUH� &RPSDQLHV VKRXOG FRQVLGHU KLULQJ DQ
REMHFWLYH WKLUG�SDUW\ WR FRQGXFW WKHVH LQYHVWLJDWLRQV� LQFOXGLQJ EXW QRW
OLPLWHG WR ODZ ILUPV� F\EHUVHFXULW\ ILUPV� RU FRQVXOWDQWV WKDW VSHFLDOL]H LQ WKH
DUHD�

,,,� ,03529,1* &<%(56(&85,7<� &855(17 '(%$7( 	
3266,%/( 62/87,216
'XH WR UHFHQW GDWD LQWUXVLRQV DW JRYHUQPHQW DJHQFLHV DQG SULYDWH

FRPSDQLHV� F\EHUVHFXULW\ KDV FDWDSXOWHG WR WKH WRS RI &RQJUHVV¶ OLVW RI
OHJLVODWLYH SULRULWLHV� 7KH +RXVH RI 5HSUHVHQWDWLYHV DQG 6HQDWH KDYH
FRQVLGHUHG WKUHH VLJQLILFDQW ELOOV UHODWHG WR F\EHUVHFXULW\� 7KH 3URWHFWLQJ
&\EHU 1HWZRUNV $FW �3&1$� DQG 1DWLRQDO &\EHUVHFXULW\ 3URWHFWLRQ
$GYDQFHPHQW $FW RI ���� �1&3$$� ZHUH UHFHQWO\ SDVVHG LQ WKH +RXVH� 7KH
&\EHUVHFXULW\ ,QIRUPDWLRQ 6KDULQJ $FW �&,6$� SDVVHG LQ WKH 6HQDWH LQ
2FWREHU �������� $OWKRXJK WKHVH ELOOV KDYH NH\ GLIIHUHQFHV� WKH\ VKDUH VLPLODU
DSSURDFKHV� WKDW LV� LQIRUPDWLRQ VKDULQJ EHWZHHQ WKH JRYHUQPHQW DQG SULYDWH
HQWLWLHV PXVW EH HQFRXUDJHG� IDFLOLWDWHG� DQG OHJDOO\ SURWHFWHG LI ZH ZDQW WR
ZLQ WKH ZDU DJDLQVW F\EHUFULPH� 7KH IROORZLQJ GLVFXVVLRQ VXPPDUL]HV WKH
FRUH FRPSRQHQWV RI HDFK SLHFH RI OHJLVODWLRQ ZKLOH DQ HYDOXDWLRQ RI WKHLU
EHQHILWV DQG FRVWV ZLOO IROORZ�

$� :,// &21*5(66 7$.( 7+( 2))(16,9(" 7+( &855(17
'(%$7( 29(5 ,1)250$7,21 6+$5,1* /(*,6/$7,21

�� 7KH +RXVH %LOOV� 7KH 3URWHFWLQJ &\EHU 1HWZRUNV $FW 	
7KH 1DWLRQDO &\EHUVHFXULW\ 3URWHFWLRQ $GYDQFHPHQW $FW RI
����

7RJHWKHU� WKH WZR +RXVH ELOOV DXWKRUL]H DQG SURYLGH OLDELOLW\ SURWHFWLRQV
IRU WKH VKDULQJ RI F\EHU�WKUHDW GDWD EHWZHHQ SULYDWH FRPSDQLHV DQG WKH
JRYHUQPHQW� 7KH ILUVW ELOO� WKH 3&1$ SDVVHG E\ D ������� PDUJLQ RQ $SULO

���� (ULF *HOOHU� 6HQDWH 3DVVHV 0DMRU &\EHUVHFXULW\ ,QIR�6KDULQJ %LOO &,6$� '$,/< '27 �2FW�
��� ������ KWWSV���ZZZ�GDLO\GRW�FRP�GHEXJ�FLVD�VHQDWH�SDVVDJH�F\EHUVHFXULW\�LQIRUPDWLRQ�
VKDULQJ�DFW�FRQJUHVV��
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��� �������� 7KH 3&1$ DXWKRUL]HV YROXQWDU\ VKDULQJ RI F\EHU�WKUHDW
LQGLFDWRUV RU GHIHQVLYH PHDVXUHV EHWZHHQ SULYDWH FRPSDQLHV DQG YDULRXV
JRYHUQPHQW DJHQFLHV���� %HIRUH VKDULQJ GDWD� D FRPSDQ\ PXVW ³WDNH
UHDVRQDEOH HIIRUWV´ WR UHPRYH ZKDW LW UHDVRQDEO\ EHOLHYHV WR EH SHUVRQDOO\
LGHQWLILDEOH LQIRUPDWLRQ XQUHODWHG WR D F\EHU�WKUHDW���� )HGHUDO HQWLWLHV PXVW
PDNH VLPLODU HIIRUWV� 0RUHRYHU� WKH 3&1$ UHTXLUHV WKH 3ULYDF\ DQG &LYLO
/LEHUWLHV 2YHUVLJKW %RDUG WR UHSRUW WR &RQJUHVV DQG WKH 3UHVLGHQW HYHU\ WZR
\HDUV DV WR WKH VXIILFLHQF\ RI SURFHGXUHV WR DGGUHVV SULYDF\ DQG FLYLO OLEHUWLHV
FRQFHUQV���� &RPSDQLHV WKDW� LQ JRRG IDLWK� VKDUH LQIRUPDWLRQ LQ DFFRUGDQFH
ZLWK WKH SURFHGXUHV RXWOLQHG LQ WKH ELOO DYRLG FLYLO OLDELOLW\����

7KH 1&3$$ SDVVHG WKH IROORZLQJ GD\ E\ D ������ YRWH���� 7KH 1&3$$
LV JHQHUDOO\ VLPLODU WR WKH 3&1$ EXW IRU WKH IDFW WKDW LW DXWKRUL]HV VKDULQJ
H[FOXVLYHO\ EHWZHHQ SULYDWH HQWLWLHV DQG WKH 'HSDUWPHQW RI +RPHODQG
6HFXULW\¶V �'+6� 1DWLRQDO &\EHUVHFXULW\ DQG &RPPXQLFDWLRQV ,QWHJUDWLRQ
&HQWHU �1&,&����� $QRWKHU FUXFLDO GLIIHUHQFH OLHV LQ WKH W\SH RI FULPLQDO
EHKDYLRU WKH JRYHUQPHQW FDQ SURVHFXWH XQGHU HDFK ELOO� 7KH 1&3$$
DXWKRUL]HV WKH 6HFUHWDU\ RI '+6 WR XVH LQIRUPDWLRQ REWDLQHG WKURXJK LWV
SURFHGXUHV WR LQYHVWLJDWH DQG SURVHFXWH D OLPLWHG FDWHJRU\ RI RIIHQVHV� ���
FULPLQDO FRPSXWHU IUDXG� ��� LPPLQHQW WKUHDW RI GHDWK RU VHULRXV ERGLO\ KDUP�
��� D VHULRXV WKUHDW WR D PLQRU� RU ��� DQ DWWHPSW RU FRQVSLUDF\ WR FRPPLW DQ\
RI VXFK RIIHQVHV���� ,Q FRQWUDVW� WKH 3&1$ DOORZV DJHQFLHV UHFHLYLQJ
LQIRUPDWLRQ� SXUVXDQW WR LWV SURYLVLRQV� WR SURVHFXWH D EURDGHU UDQJH RI
RIIHQVHV� LQFOXGLQJ IUDXG DQG LGHQWLW\ WKHIW� HVSLRQDJH DQG FHQVRUVKLS� RU
WUDGH VHFUHW WKHIW����

8QGHU WKH 1&3$$� SULYDWH FRPSDQLHV FDQ DOVR FRQGXFW QHWZRUN
DZDUHQHVV RI WKHLU ,7 V\VWHPV ZLWKRXW FLYLO OLDELOLW\���� 1HWZRUN DZDUHQHVV LV
GHILQHG DV VFDQQLQJ� LGHQWLI\LQJ� DFTXLULQJ� PRQLWRULQJ� ORJJLQJ� RU DQDO\]LQJ
LQIRUPDWLRQ WKDW LV VWRUHG RQ� SURFHVVHG E\� RU WUDQVLWLQJ DQ LQIRUPDWLRQ
V\VWHP���� /LNH WKH 3&1$� WKH 1&3$$ FRQWDLQV D QXPEHU RI SULYDF\

���� 1DWDVKD *� .RKQH HW DO�� 6HQDWH 3DVVHV %XUU�)HLQVWHLQ &\EHUVHFXULW\ %LOO� $.,1*803 �2FW�
��� ������ KWWSV���ZZZ�DNLQJXPS�FRP�HQ�H[SHULHQFH�SUDFWLFHV�FRUSRUDWH�DJ�GHDO�GLDU\�VHQDWH�
SDVVHV�EXUU�IHLQVWHLQ�F\EHUVHFXULW\�ELOO�KWPO�
���� 6HH +�5� ����� ���WK &RQJ� � ��� ������ �SURPRWLQJ ³WLPHO\ VKDULQJ RI FODVVLILHG DQG

GHFODVVLILHG F\EHU WKUHDW LQGLFDWRUV LQ SRVVHVVLRQ RI WKH IHGHUDO JRYHUQPHQW ZLWK SULYDWH HQWLWLHV�
QRQ�IHGHUDO JRYHUQPHQW DJHQFLHV� RU VWDWH� WULEDO� RU ORFDO JRYHUQPHQWV´��
���� +�5� ����� � ����
���� ,G� DW � ����E�����$��
���� ,G� DW � ����
���� &DW =DNU]HZVNL� +RXVH 3DVVHV &RPSOHPHQWDU\ &\EHU ,QIRUPDWLRQ�6KDULQJ %LOO�

7(&+&581&+ �$SU� ��� ������ KWWSV���WHFKFUXQFK�FRP������������KRXVH�SDVVHV�FRPSOHPHQWDU\�
F\EHU�LQIRUPDWLRQ�VKDULQJ�ELOO��
���� +�5� ����� ���WK &RQJ� � � �������
���� +�5� ����� ���WK &RQJ� � ����E�����
���� 6HH +�5� ����� ���WK &RQJ�
���� ,G� DW � ��
���� ,G� DW � ��D�����
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SURWHFWLRQV� ZKLFK� LI IROORZHG LQ JRRG IDLWK� PD\ SUHFOXGH FLYLO OLDELOLW\� ���
&RPSDQLHV PXVW� SULRU WR VKDULQJ� WDNH UHDVRQDEOH HIIRUWV WR VDIHJXDUG DQG
UHPRYH SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ XQUHODWHG WR F\EHU�ULVNV���� 7KH
1&,& PXVW GR WKH VDPH SULRU WR VKDULQJ�

�� 7KH 6HQDWH %LOO� 7KH &\EHUVHFXULW\ ,QIRUPDWLRQ 6KDULQJ
$FW

/LNH WKH WZR +RXVH ELOOV� WKH 6HQDWH¶V &,6$��� VHHNV WR HQFRXUDJH
VKDULQJ RI F\EHU�WKUHDW GDWD EHWZHHQ SULYDWH FRPSDQLHV DQG WKH JRYHUQPHQW�
$V ZLWK WKH 3&1$ DQG 1&3$$� LQIRUPDWLRQ VKDULQJ XQGHU &,6$ LV
YROXQWDU\� 3ULYDWH HQWLWLHV PD\ DOVR PRQLWRU DQG RSHUDWH GHIHQVLYH PHDVXUHV
WR GHWHFW� SUHYHQW� RU PLWLJDWH F\EHU�WKUHDWV RQ WKHLU RZQ ,7 V\VWHPV� DV ZHOO
DV WKH V\VWHPV RI RWKHU HQWLWLHV LI SURYLGHG ZULWWHQ FRQVHQW���� 0RUHRYHU� WKH
6HQDWH ELOO DOORZV JRYHUQPHQW DJHQFLHV WR XVH VKDUHG LQIRUPDWLRQ QRW RQO\ WR
SURVHFXWH F\EHUFULPHV� WUDGH VHFUHW WKHIW� DQG HFRQRPLF HVSLRQDJH EXW DOVR
WHUURULVW DWWDFNV WKDW PD\ OHDG WR LPPLQHQW GHDWK� VHULRXV ERGLO\ RU HFRQRPLF
KDUP� RU SURFXUHPHQW RI D ZHDSRQ RI PDVV GHVWUXFWLRQ����

&,6$ UHTXLUHV FRPSDQLHV DQG WKH JRYHUQPHQW WR SUHYHQW XQDXWKRUL]HG
DFFHVV WR DQG ³VFUXE´ SHUVRQDOO\ LGHQWLILDEOH GDWD IURP WKH VKDUHG
LQIRUPDWLRQ���� ,W DOVR SURYLGHV OLDELOLW\ SURWHFWLRQ IRU FRPSDQLHV WKDW FRPSO\
ZLWK WKH ELOO¶V SURFHGXUHV���� &RPSDQLHV WKDW H[FKDQJH WKUHDW LQGLFDWRUV RU
DVVLVWDQFH UHODWLQJ WR SUHYHQWLRQ� LQYHVWLJDWLRQ� RU PLWLJDWLRQ RI F\EHU�WKUHDWV
DUH H[HPSW IURP SULYDWH DQWLWUXVW VXLWV VR ORQJ DV VKDULQJ LV IRU F\EHUVHFXULW\
SXUSRVHV���� 7KLV H[HPSWLRQ LV LQDSSOLFDEOH WR RWKHUZLVH FROOXVLYH EHKDYLRU�
VXFK DV SULFH�IL[LQJ RU H[FKDQJLQJ SULFH RU FRVW LQIRUPDWLRQ� FXVWRPHU OLVWV�
RU GDWD DERXW IXWXUH FRPSHWLWLYH SODQQLQJ����

�� $UJXPHQWV )RU DQG $JDLQVW 3URSRVHG &\EHUVHFXULW\
/HJLVODWLRQ

$W WKH KHDUW RI WKH GHEDWH RYHU WKHVH SURSRVHG F\EHUVHFXULW\ ELOOV OLHV WKH
DJH�ROG WUDGHRII EHWZHHQ DXWRQRP\ DQG SULYDF\ RQ WKH RQH KDQG DQG VHFXULW\
RQ WKH RWKHU� 2SSRQHQWV RI &,6$� 3&1$� DQG 1&3$$ EHOLHYH WKH ELOOV
WKUHDWHQ SULYDF\ DQG FLYLO OLEHUWLHV ZKLOH XQGHUPLQLQJ� UDWKHU WKDQ HQKDQFLQJ�
F\EHUVHFXULW\� 6XSSRUWHUV DUJXH WKDW IDFLOLWDWLQJ WLPHO\ LQIRUPDWLRQ VKDULQJ

���� ,G�
���� ,G�
���� 6� ���� ���WK &RQJ� �������
���� ,G� DW � ����
���� ,G�
���� ,G�
���� ,G� DW � ����
���� ,G� DW � ����
���� 6� ���� ���WK &RQJ� �������
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RI F\EHU�WKUHDWV LV WKH EHVW ZD\ WR HQKDQFH 8�6� F\EHUVHFXULW\ ZLWKRXW XQGXO\
WUDPSOLQJ RQ FLWL]HQV¶ FLYLO OLEHUWLHV�

$ FKLHI IHDU LV WKDW WKH ELOOV ZRXOG H[SDQG XQDXWKRUL]HG PRQLWRULQJ RI
XVHUV¶ RQOLQH DFWLYLWLHV���� 2WKHUV ZRUU\ WKDW WKH SURSRVHG OHJLVODWLRQ LV
RYHUEURDG DV LW DXWKRUL]HV LQIRUPDWLRQ VKDULQJ WR SUHYHQW FULPHV QRW OLPLWHG
WR F\EHUVHFXULW\� VXFK DV WHUURULVP RU LPPLQHQW ERGLO\ KDUP���� 'HVSLWH WKHVH
FRQFHUQV� WKHUH LV DOVR GRXEW WKDW LQFUHDVHG GDWD VKDULQJ ZLOO DGGUHVV WKH URRW
FDXVH RI F\EHUVHFXULW\ DWWDFNV� IRU H[DPSOH� LQ D VXUYH\ RI ,7 SURIHVVLRQDOV�
��� VWDWHG WKDW PRUH LQIRUPDWLRQ VKDULQJ ZRXOG QRW VLJQLILFDQWO\ UHGXFH
SULYDF\ EUHDFKHV���� 7R VRPH� DPDOJDPDWLQJ GDWD IURP YDULRXV VRXUFHV FRXOG
KDYH WKH XQLQWHQGHG FRQVHTXHQFH RI FUHDWLQJ DQ DWWUDFWLYH� RQH�VWRS WDUJHW IRU
F\EHUFULPLQDOV���� &XUUHQWO\� WKHUH DUH DW OHDVW WZHQW\ IHGHUDO LQIRUPDWLRQ�
VKDULQJ RIILFHV���� %HWZHHQ ���� DQG ����� KRZHYHU� WKH QXPEHU RI IHGHUDO
LQIRUPDWLRQ VHFXULW\ IDLOXUHV KDV LQFUHDVHG E\ RYHU ���������� 7KH
JRYHUQPHQW¶V LQDELOLW\ WR VHFXUH WKH GDWD LW FROOHFWV XQGHU H[LVWLQJ VKDULQJ
PHFKDQLVPV FDVWV IXUWKHU GRXEW RQ WKH ELOOV¶ HIIHFWLYHQHVV����

3URSRQHQWV RI WKH ELOOV DFNQRZOHGJH WKDW LQIRUPDWLRQ VKDULQJ LV E\ QR
PHDQV D SDQDFHD� :KLOH VWRSSLQJ HYHU\ SRVVLEOH LQWUXVLRQ LV SUREDEO\ DQ
XQWHQDEOH JRDO� SRROLQJ RI F\EHU�WKUHDW GDWD JUHDWO\ LPSURYHV WKH JRYHUQPHQW
DQG SULYDWH VHFWRU¶V DELOLW\ WR WKZDUW FDWDVWURSKLF GDWD EUHDFKHV� ,QIRUPDWLRQ
VKDULQJ HQDEOHV ,7 H[SHUWV WR DQDO\]H D ODUJHU GDWD VHW� WKXV HQKDQFLQJ WKH
GHWHFWLRQ DQG DGYDQFHG ZDUQLQJ RI F\EHU�DWWDFNV���� 0DQ\ FRPSDQLHV DYRLG
VKDULQJ LQIRUPDWLRQ DERXW F\EHU�WKUHDWV ZLWK RQH DQRWKHU DQG WKH JRYHUQPHQW

���� 6HH $QG\ *UHHQEHUJ� &,6$ &\EHUVHFXULW\ %LOO $GYDQFHV 'HVSLWH 3ULYDF\ &RQFHUQV� :,5('
�0DU� �� ����� ���� 30�� KWWS���ZZZ�ZLUHG�FRP���������FLVD�F\EHUVHFXULW\�ELOO�DGYDQFHV�GHVSLWH�
SULYDF\�FULWLTXHV�� &RDOLWLRQ /HWWHU )URP �� &LYLO 6RFLHW\ *URXSV� 6HFXULW\ ([SHUWV� DQG $FDGHPLFV
2SSRVLQJ 3&1$� $&/8 �$SU� ��� ������ KWWSV���ZZZ�DFOX�RUJ�VLWHV�GHIDXOW�ILOHV�ILHOGBGRFXPHQW�
SFQDBOHWWHUBILQDO�SGI�
���� &RDOLWLRQ /HWWHU )URP �� &LYLO 6RFLHW\ *URXSV� 6HFXULW\ ([SHUWV� DQG $FDGHPLFV 2SSRVLQJ

3&1$� VXSUD QRWH ����
���� $QGUHD &DVWLOOR� &\EHUVHFXULW\ %LOO 0RUH /LNHO\ WR 3URPRWH ,QIRUPDWLRQ 2YHUORDG WKDQ

3UHYHQW &\EHUDWWDFNV� 7+( +,// �0D\ �� ����� ���� 30�� KWWS���WKHKLOO�FRP�EORJV�FRQJUHVV�
EORJ�KRPHODQG�VHFXULW\��������F\EHUVHFXULW\�ELOO�PRUH�OLNHO\�WR�SURPRWH�LQIRUPDWLRQ�
���� ,G�
���� ,G�
���� (OL 'RXUDGR 	 $QGUHD &DVWLOOR� )HGHUDO &\EHUVHFXULW\ %UHDFKHV 0RXQW 'HVSLWH ,QFUHDVHG

6SHQGLQJ� 0(5&$786 &75�� *(2� 0$621 8� �-DQ� ��� ������ KWWS���PHUFDWXV�RUJ�SXEOLFDWLRQ�
IHGHUDO�F\EHUVHFXULW\�EUHDFKHV�PRXQW�GHVSLWH�LQFUHDVHG�VSHQGLQJ� )HGHUDO $JHQFLHV¶
&\EHUVHFXULW\ )DLOXUHV /HDYLQJ $PHULFDQV¶ 3HUVRQDO ,QIRUPDWLRQ DW 5LVN� 6(&85,7< 0DJ� �-XQ�
��� ������ KWWSV���ZZZ�VHFXULW\PDJD]LQH�FRP�DUWLFOHV�������IHGHUDO�DJHQFLHV�F\EHUVHFXULW\�
IDLOXUHV�OHDYLQJ�DPHULFDQV�SHUVRQDO�LQIRUPDWLRQ�DW�ULVN�
���� &DVWLOOR� VXSUD QRWH ���� VHH JHQHUDOO\ &200� 21 +20(/$1' 6(&� 	 *29(510(17$/

$))$,56� )('(5$/ &<%(56(&85,7<� $0(5,&$¶6 '$7$ $7 5,6. �������
KWWSV���ZZZ�SRUWPDQ�VHQDWH�JRY�VLWHV�GHIDXOW�ILOHV��������������������
36,���5HSRUW���)LQDO���83'$7(�SGI�
���� $QGUHZ 7DQQHQEDXP� 7R 3UHYHQW &\EHUDWWDFNV� 6KDUH WKH 7KUHDW 'DWD� :$// 67� -� �-XO\

�� ������ KWWS���ZZZ�ZVM�FRP�DUWLFOHV�WR�SUHYHQW�F\EHUDWWDFNV�VKDUH�WKH�WKUHDW�GDWD������������
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IRU IHDU RI OLDELOLW\���� 7KXV� SURSRQHQWV RI WKH ELOOV DUJXH OLDELOLW\ SURWHFWLRQV
DUH QHFHVVDU\ WR LQFHQWLYL]H PHDQLQJIXO LQIRUPDWLRQ VKDULQJ�

7KRVH ZKR VXSSRUW WKHVH ELOOV DVVHUW WKDW WKH SULYDF\ DQG FLYLO OLEHUWLHV
DUJXPHQWV DUH RYHUEORZQ� LI QRW UHG KHUULQJV� $FFRUGLQJ WR $QGUHZ
7DQQHQEDXP� F\EHUVHFXULW\ FRXQVHO DW ,%0� SHUVRQDOO\ LGHQWLILDEOH GDWD
SOD\V QR UROH LQ WKH GHWHFWLRQ RI F\EHU�WKUHDWV���� 5DWKHU� WHFKQLFDO GDWD PXVW
EH VKDUHG WR IHQG RII F\EHU�DWWDFNV� DQG WKH ELOOV FRQWDLQ UREXVW SURWHFWLRQV
ZKLFK HQVXUH WKDW LW LV H[FOXVLYHO\ WKLV W\SH RI GDWD WKDW LV VKDUHG� %HIRUH
VKDULQJ LQIRUPDWLRQ� FRPSDQLHV PXVW ³VFUXE´ RU UHPRYH SHUVRQDOO\
LGHQWLILDEOH LQIRUPDWLRQ XQUHODWHG WR F\EHU�ULVNV� 7KH JRYHUQPHQW� XSRQ
UHFHLSW� WKHQ LQLWLDWHV D VHFRQG VFUXEELQJ� )DLOXUH WR FRPSO\ ZLWK WKHVH
SULYDF\ SURWHFWLRQV PD\ SUHFOXGH UHOLDQFH RQ OLDELOLW\ VDIH KDUERUV����

%� 5(&200(1'$7,216

�� ,QIRUPDWLRQ 6KDULQJ /HJLVODWLRQ ZLWK %XLOW�,Q 3ULYDF\
3URWHFWLRQV

&RQJUHVV PXVW HQDFW FRPSUHKHQVLYH F\EHUVHFXULW\ OHJLVODWLRQ WKDW
IDFLOLWDWHV LQIRUPDWLRQ VKDULQJ EHWZHHQ SULYDWH HQWLWLHV DQG WKH JRYHUQPHQW�
3URYLVLRQV VLPLODU WR WKRVH RXWOLQHG LQ WKH 3&1$� 1&3$$� DQG &,6$ VKRXOG
EH DGRSWHG DV WKH\ VWULNH WKH ULJKW EDODQFH EHWZHHQ HQFRXUDJLQJ GDWD VKDULQJ
WKDW VWUHQJWKHQV RXU F\EHUVHFXULW\ LQIUDVWUXFWXUH ZKLOH SURYLGLQJ UHDVRQDEOH
SURWHFWLRQV WKDW VDIHJXDUG LQGLYLGXDO SULYDF\�

7KLV OHJLVODWLRQ VKRXOG H[SUHVVO\ DXWKRUL]H YROXQWDU\ VKDULQJ RI
WHFKQLFDO� QRQ�SHUVRQDOO\ LGHQWLILDEOH LQIRUPDWLRQ EHWZHHQ FRPSDQLHV DQG
ZLWK WKH JRYHUQPHQW� :KHQ WKUHDW LQGLFDWRUV DUH VKDUHG� FRPSDQLHV DQG WKH
JRYHUQPHQW ZRXOG EH EHWWHU SRVLWLRQHG WR GHWHFW DQG XOWLPDWHO\ GHIHQG
DJDLQVW SRWHQWLDO F\EHU�DWWDFNV�

7KH F\EHU�WKUHDW ODQGVFDSH LV FRPSOH[ DQG FRQVWDQWO\ FKDQJLQJ� ,W
GHPDQGV WKDW FRPSDQLHV DQG WKH JRYHUQPHQW EH DEOH WR UDSLGO\ FRPPXQLFDWH
EHVW SUDFWLFHV� WKUHDWV� DQG YXOQHUDELOLWLHV LQ D WLPHO\ PDQQHU DQG ZLWKRXW IHDU
RI OLDELOLW\� 7KLV LV QR VHFUHW� 7KH :KLWH +RXVH���� D ELSDUWLVDQ FRDOLWLRQ LQ

���� 6� 5HS� 1R� ���±��� DW � ������ �&RQI� 5HS��� VHH DOVR -HQQLIHU 6WHLQKDXHU� +RXVH 3DVVHV
&\EHUVHFXULW\ %LOO $IWHU &RPSDQLHV )DOO 9LFWLP WR 'DWD %UHDFKHV� 1�<� 7,0(6 �$SU� ��� ������
KWWS���ZZZ�Q\WLPHV�FRP������������XV�SROLWLFV�FRPSXWHU�DWWDFNV�VSXU�FRQJUHVV�WR�DFW�RQ�
F\EHUVHFXULW\�ELOO�\HDUV�LQ�PDNLQJ�KWPO"BU ��
���� 7DQQHQEDXP� VXSUD QRWH ����
���� 6HH +�5� ����� ���WK &RQJ� � ��� ������� +�5� ����� ���WK &RQJ� � � �������
���� -HK -RKQVRQ� )HGHUDO &\EHUVHFXULW\ 1HHGV ,PSURYHPHQW� 32/,7,&2 �-XO\ ��� ������

KWWS���ZZZ�SROLWLFR�FRP�PDJD]LQH�VWRU\���������IHGHUDO�F\EHUVHFXULW\�QHHGV�LPSURYHPHQW�
�������KWPO��9E$7VLS9LNT� 3UHVV 5HOHDVH� *UDQW 6FKQHLGHU� )HG� &KLHI ,QIR� 6HF� 2IILFHU DQG
6HQLRU 'LU� IRU &\EHUVHFXULW\ 3ROLF\� 3UHVLGHQW 7UXPS 8QYHLOV $PHULFD¶V )LUVW &\EHUVHFXULW\
6WUDWHJ\ LQ �� <HDUV �6HS� ��� ������ KWWSV���ZZZ�ZKLWHKRXVH�JRY�DUWLFOHV�SUHVLGHQW�WUXPS�
XQYHLOV�DPHULFDV�ILUVW�F\EHUVHFXULW\�VWUDWHJ\����\HDUV�� VHH DOVR� H�J�� &200� 21 +20(/$1' 6(&�
	 *29(510(17$/ $))$,56� VXSUD QRWH ���� DW � �������
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&RQJUHVV���� WKH 8�6� &KDPEHU RI &RPPHUFH /HDGHUVKLS &RXQFLO���� DQG
PDMRU VRIWZDUH GHYHORSHUV���� VXFK DV $SSOH� ,%0� DQG 0LFURVRIW� HDFK
VXSSRUW GDWD VKDULQJ OHJLVODWLRQ DV D QHFHVVDU\ WRRO WR FRPEDW WRGD\¶V F\EHU�
WKUHDW FOLPDWH�

7KLV OHJLVODWLRQ PXVW FRQWDLQ VDIHJXDUGV WKDW HQVXUH SHUVRQDO LQIRUPDWLRQ
LV QRW VKDUHG ZLWKRXW DXWKRUL]DWLRQ� ,QLWLDOO\� WKH W\SH RI LQIRUPDWLRQ VKDUHG
VKRXOG EH OLPLWHG WR WHFKQLFDO GDWD� 7R JXDUDQWHH WKLV RXWFRPH� HQWLWLHV PXVW
ILUVW GHWHUPLQH LI LQIRUPDWLRQ LV UHDVRQDEO\ UHODWHG WR F\EHUVHFXULW\ WKUHDWV RU
GHIHQVHV� ,I WKH GDWD LV UHOHYDQW� DOO SHUVRQDOO\ LGHQWLILDEOH HOHPHQWV PXVW EH
UHPRYHG EHIRUH VKDULQJ� ,QIRUPDWLRQ ZLOO WKHQ XQGHUJR D VHFRQG VFUXEELQJ
E\ WKH UHFLSLHQW� $Q\ OLDELOLW\ SURWHFWLRQV ZLOO EH SUH�FRQGLWLRQHG RQ D JRRG
IDLWK DWWHPSW WR FRPSO\ ZLWK WKHVH SURFHGXUHV� )LQDOO\� DQ REMHFWLYH WKLUG�
SDUW\� VXFK DV WKH 3ULYDF\ DQG &LYLO /LEHUWLHV 2YHUVLJKW %RDUG� FDQ UHSRUW EL�
DQQXDOO\ RQ DQ\ SULYDF\ FRQFHUQV����

,QIRUPDWLRQ VKDULQJ LV QRW WKH EH�DOO�HQG�DOO VROXWLRQ WR WRGD\¶V F\EHU
ZRHV� 7R IRUWLI\ F\EHUVHFXULW\ V\VWHPV� WKLV OHJLVODWLYH VROXWLRQ VKRXOG EH
FRQVLGHUHG DORQJVLGH LPSOHPHQWLQJ PDQ\ RI WKH UHFRPPHQGHG F\EHU�
VWUDWHJLHV DOUHDG\ GLVFXVVHG� 7RS�GRZQ� FURVV�GHSDUWPHQWDO F\EHUVHFXULW\
SURFHGXUHV� GLVDVWHU SODQV� HQFU\SWLRQ� VWURQJ SDVVZRUG SURWHFWLRQ� HPSOR\HH
HGXFDWLRQ� DQG QHWZRUN PRQLWRULQJ DUH VRPH RI WKH PDQ\ WRROV WKDW VKRXOG EH
XVHG WR EXWWUHVV WKH SURSRVHG OHJLVODWLRQ�

�� $ )HGHUDO 'DWD %UHDFK 1RWLILFDWLRQ 6WDQGDUG
&RQJUHVV PXVW HQDFW D FOHDU� FRKHUHQW IHGHUDO GDWD EUHDFK QRWLILFDWLRQ

VWDQGDUG� 7KHUH LV FXUUHQWO\ QR XQLIRUP GDWD EUHDFK QRWLILFDWLRQ VWDQGDUG�
5DWKHU� DOO ILIW\ VWDWHV PDLQWDLQ WKHLU RZQ QRWLILFDWLRQ VWDWXWHV���� 7KH FXUUHQW
PpODQJH RI VWDWH GDWD EUHDFK QRWLILFDWLRQ ODZV SRVHV D VHULRXV SUREOHP IRU
ERWK FRPSDQLHV DQG FRQVXPHUV� :KHQ D EXVLQHVV VXIIHUV D EUHDFK� LW PXVW
ILUVW GHWHUPLQH LI LW LV XQGHU D OHJDO GXW\ WR QRWLI\ FXVWRPHUV� 7KLV GHFLVLRQ LV
PDGH XQGXO\ FRPSOLFDWHG� FRVWO\� DQG RIWHQ DPELJXRXV EHFDXVH ILIW\ VWDWHV

���� 6HH 3UHVV 5HOHDVH� &RPP� RQ +RPHODQG 6HF�� %LSDUWLVDQ &\EHUVHFXULW\ %LOO
2YHUZKHOPLQJO\ 3DVVHV +RXVH �$SU� ��� ������ KWWSV���KRPHODQG�KRXVH�JRY�QHZV�OHJLVODWLRQ�
ELSDUWLVDQ�F\EHUVHFXULW\�ELOO�RYHUZKHOPLQJO\�SDVVHV�KRXVH�
���� 7KH /HDGHUVKLS &RXQFLO LV PDGH XS RI &KDPEHU RI &RPPHUFH EXVLQHVVHV� LQFOXGLQJ

$OOLDQFH RI $XWRPRELOH 0DQXIDFWXUHV� %ODFNEHUU\� &7,$�7KH :LUHOHVV $VVRFLDWLRQ� 'XNH (QHUJ\�
1DWLRQDO &DEOH DQG 7HOHFRPPXQLFDWLRQV $VVRFLDWLRQ� 5HWDLO ,QGXVWU\ /HDGHUV $VVRFLDWLRQ� 7KH
%RHLQJ &RPSDQ\� -�3� 0RUJDQ &KDVH� DQG PDQ\ RWKHUV� 6HH $DURQ %R\G� 1HZ &\EHUVHFXULW\
&RXQFLO %DFNV ,QIR 6KDULQJ /HJLVODWLRQ� )('� 7,0(6 �-XO\ �� ����� ���� 30��
KWWS���ZZZ�IHGHUDOWLPHV�FRP�VWRU\�JRYHUQPHQW�F\EHUVHFXULW\������������F\EHUVHFXULW\�
OHDGHUVKLS�FRXQFLO�����������
���� 6HH 9LFWRULD (VSLQHO� (IIHFWLYH ,QIRUPDWLRQ 6KDULQJ /HJLVODWLRQ 1HHGHG WR &RPEDW &\EHU�

$WWDFNV� +8)),1*721 3267 �-XO\ ��� ����� ����� $0�� KWWS���ZZZ�KXIILQJWRQSRVW�FRP�YLFWRULD�
HVSLQHO�HIIHFWLYH�LQIRUPDWLRQ�VKDBEB��������KWPO�
���� 6HH JHQHUDOO\ +LVWRU\ DQG 0LVVLRQ� 35,9$&< 	 &�/� 29(56,*+7 %2$5'�

KWWSV���ZZZ�SFORE�JRY�DERXW� �ODVW YLVLWHG 0DU� ��� ������
���� 6HH� H�J�� 1$7¶/ &21)� 67� /(*,6/$785(6� VXSUD QRWH ����
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FXUUHQWO\ KDYH WKHLU RZQ QRWLILFDWLRQ ODZV���� 1RW RQO\ PXVW D FRPSDQ\
GHFLGH ZKLFK ODZV DSSO\� LW PXVW PDNH GLIILFXOW LQWHUSUHWDWLRQV XQGHU WKH
YDULRXV VWDWH QRWLILFDWLRQ VWDWXWHV VLQFH WKH\ DUH FRQVWDQWO\ FKDQJLQJ����
0RUHRYHU� PRVW VWDWH QRWLILFDWLRQ VWDWXWHV FRQIOLFW RQ NH\ LVVXHV� VXFK DV
OHQJWK RI WLPH UHTXLUHG WR QRWLI\ SDUWLHV DQG WKH GHILQLWLRQ RI ZKDW FRQVWLWXWHV
D EUHDFK���� 7KLV ODFN RI XQLIRUPLW\ GHPDQGV D FODULILHG VROXWLRQ�

)RUWXQDWHO\� D :KLWH +RXVH SURSRVDO SURYLGHV WKH IUDPHZRUN IRU VKDSLQJ
D IHGHUDO QRWLILFDWLRQ VWDQGDUG���� 7KH SURSRVDO DSSOLHV WR EXVLQHVVHV WKDW XVH�
DFFHVV� WUDQVPLW� VWRUH� GLVSRVH RI� RU FROOHFW VHQVLWLYH� SHUVRQDOO\ LGHQWLILDEOH
LQIRUPDWLRQ RI RYHU ������ LQGLYLGXDOV GXULQJ DQ\ WZHOYH�PRQWK SHULRG����
,Q WKH HYHQW RI D EUHDFK� WKHVH HQWLWLHV PXVW SURYLGH QRWLFH WR DIIHFWHG
LQGLYLGXDOV ZLWKRXW ³XQUHDVRQDEOH GHOD\�´ RU ZLWKLQ WKLUW\ GD\V���� $ EUHDFK
LV JHQHUDOO\ GHILQHG DV DQ\ FRPSURPLVH RI GDWD UHVXOWLQJ LQ XQDXWKRUL]HG
DFTXLVLWLRQ RI SHUVRQDO LQIRUPDWLRQ���� ,PSRUWDQWO\� FRPSDQLHV DUH QRW
UHTXLUHG WR QRWLI\ LQGLYLGXDOV LI WKHUH LV QR ULVN RI KDUP RU IUDXG WR
FXVWRPHUV���� %XVLQHVVHV ZRXOG DOVR KDYH WR SURYLGH QRWLFH WR '+6ZKHQHYHU
D EUHDFK DIIHFWV PRUH WKDQ ����� LQGLYLGXDOV����

7KH :KLWH +RXVH SURSRVDO FRQWDLQV D VHULHV RI H[HPSWLRQV� 1RWLFH LV QRW
UHTXLUHG LI WKH )%, RU 6HFUHW 6HUYLFH GHWHUPLQHV WKDW QRWLILFDWLRQ RI WKH EUHDFK
³FRXOG EH H[SHFWHG WR FDXVH GDPDJH WR WKH QDWLRQDO VHFXULW\�´��� 1RWLILFDWLRQ
LV DOVR H[FXVHG� LI XSRQ FRQGXFWLQJ D ULVN DVVHVVPHQW WKDW LV VXEPLWWHG WR WKH
)7&� WKH EXVLQHVV GHWHUPLQHV WKDW WKHUH LV ³QR UHDVRQDEOH ULVN WKDW D VHFXULW\
EUHDFK KDV UHVXOWHG LQ� RU ZLOO UHVXOW LQ� KDUP WR DIIHFWHG LQGLYLGXDOV�´���
)LQDOO\� HQWLWLHV DUH H[HPSW IURP QRWLILFDWLRQ LI WKH\ XWLOL]H VHFXULW\ SURJUDPV
WKDW HIIHFWLYHO\ EORFN WKH XVH RI WKH VHQVLWLYH SHUVRQDOO\ LGHQWLILDEOH
LQIRUPDWLRQ WR LQLWLDWH XQDXWKRUL]HG ILQDQFLDO WUDQVDFWLRQV EHIRUH WKH\ DUH

���� ,G�
���� 'LYRQQH 6PR\HU 	 &KULVWLQH 1LHOVHQ &]XSU\QVNL� �� $WWRUQH\V *HQHUDO WR &RQJUHVV�

)HGHUDO %UHDFK /HJLVODWLRQ 6KRXOG 1RW 3UHHPSW WKH 6WDWHV� 5((' 60,7+� */2%$/ 5(*8/$725<
(1)25&(0(17 %/2* �-XO\ �� ������ KWWS���ZZZ�JOREDOUHJXODWRU\HQIRUFHPHQWODZEORJ�FRP������
���DUWLFOHV�GDWD�VHFXULW\����DWWRUQH\V�JHQHUDO�WR�FRQJUHVV�IHGHUDO�EUHDFK�OHJLVODWLRQ�VKRXOG�QRW�
SUHHPSW�WKH�VWDWHV��
���� 6HH0DU\ %RQR� 7KH 1HHG IRU D 1DWLRQDO 'DWD %UHDFK 1RWLILFDWLRQ /DZ� 7+( +,// �-DQ� ���

����� ���� $0�� KWWS���WKHKLOO�FRP�EORJV�SXQGLWV�EORJ�WHFKQRORJ\��������WKH�QHHG�IRU�D�QDWLRQDO�
GDWD�EUHDFK�QRWLILFDWLRQ�ODZ�
���� 6HH +�5� ����� ���WK &RQJ� �������
���� 6HH +�5� ����� ���WK &RQJ� � ����D� ������ �DV SURSRVHG E\ 3UHVLGHQW 2EDPD��

,QFRUSRUDWHG LQWR +�5� ����� ���WK &RQJ� 6HH +�5� ����� )XUWKHU &RQVROLGDWHG $SSURSULDWLRQV
$FW� ����� *2975$&.� KWWSV���ZZZ�JRYWUDFN�XV�FRQJUHVV�ELOOV�����KU�����
���� 6HH +�5� �����
���� ,G� DW � ��J�����
���� ,G� DW � ����D��
���� ,G� DW � ����D��
���� ,G� DW � ����D��
���� 7KLV DVVHVVPHQW PXVW LQFOXGH GHWDLOHG ORJJLQJ GDWD FRYHULQJ DW OHDVW VL[ PRQWKV SULRU WR

VXEPLVVLRQ� +�5� ����� ���WK &RQJ� � ����E� �������
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FKDUJHG WR WKH DFFRXQW RI WKH LQGLYLGXDO���� 8QGHU WKLV WKLUG H[HPSWLRQ�
FRPSDQLHV PXVW VWLOO SURYLGH QRWLFH WR DIIHFWHG FXVWRPHUV LI D VHFXULW\ EUHDFK
UHVXOWV LQ DQ\ IUDXG RU XQDXWKRUL]HG WUDQVDFWLRQV����

$ VHULRXV SRLQW RI IULFWLRQ OLHV LQ WKH IHGHUDO SURSRVDO¶V LQWHUDFWLRQ ZLWK
VWDWH QRWLILFDWLRQ ODZV� 8QGHU WKH SURSRVDO� IHGHUDO ODZ ZRXOG SUHHPSW DQ\
VWDWH ODZ UHOHYDQW WR ³QRWLILFDWLRQ E\ D EXVLQHVV HQWLW\ HQJDJHG LQ LQWHUVWDWH
FRPPHUFH RI D VHFXULW\ EUHDFK RI FRPSXWHUL]HG GDWD�´��� 6WDWH DWWRUQH\V
JHQHUDO KDYH RYHUZKHOPLQJO\ RSSRVHG WKLV IDFHW RI WKH IHGHUDO SURSRVDO����
0DQ\ GR QRW ZDQW WR ORVH WKH IOH[LELOLW\ WR FUDIW PRUH RU OHVV VWULQJHQW
QRWLILFDWLRQ VWDQGDUGV FRPPHQVXUDWH ZLWK WKHLU VWDWH¶V QHHGV����

7KLV SURSRVHG OHJLVODWLRQ ZDV LQWURGXFHG XQGHU IRUPHU 3UHVLGHQW 2EDPD
DQG KDV EHHQ UHLQWURGXFHG XQGHU 3UHVLGHQW 7UXPS���� 7KH OHJLVODWLRQ ZDV
LQLWLDOO\ LQWURGXFHG IROORZLQJ WKH (TXLID[ GDWD EUHDFK LQ ��������

:KLOH LWV H[DFW WHUPV ZLOO EH GHEDWHG� WKHUH LV QR TXHVWLRQ WKDW WKH WLPH
LV ULSH IRU D XQLIRUP GDWD EUHDFK QRWLILFDWLRQ VWDQGDUG� $ IHGHUDO VWDQGDUG ZLOO
SURYLGH FHUWDLQW\ WR D PXUN\ DUHD RI WKH ODZ DQG PDNH FRPSOLDQFH ZLWK
QRWLILFDWLRQ UHTXLUHPHQWV OHVV FRVWO\ DQG FRPSOH[ IRU EXVLQHVVHV� 7KLV ZLOO
SUHYHQW XQGXH ILQHV DJDLQVW FRPSDQLHV ZKLFK IDLO WR FRPSO\ ZLWK FRPSOH[
DQG IUHTXHQWO\ FKDQJLQJ VWDWH QRWLILFDWLRQ ODZV�

7KH YDULHG� FRQIOLFWLQJ� DQG IOXFWXDWLQJ QDWXUH RI VWDWH QRWLILFDWLRQ
VWDWXWHV KDUPV DOPRVW HYHU\ EXVLQHVV� QRW RQO\ ODUJH FRUSRUDWLRQV� $OPRVW DOO
FRPSDQLHV QRZ RIIHU DQG VHOO WKHLU JRRGV RU VHUYLFHV RYHU WKH ,QWHUQHW WR
FRQVXPHUV DURXQG WKH ZRUOG� 0RUHRYHU� VPDOOHU FRPSDQLHV DUH PRVW SURQH
WR VXIIHU D F\EHU�DWWDFN���� ,W DGGV DQ XQQHFHVVDU\ H[SHQVH XSRQ WKHVH
FRPSDQLHV� ZKLFK KDYH MXVW VXIIHUHG D EUHDFK� WR GHWHUPLQH LI WKH\ PXVW
QRWLI\ FXVWRPHUV XQGHU HDFK SRWHQWLDOO\ UHOHYDQW VWDWH QRWLILFDWLRQ ODZ� $
XQLIRUP IHGHUDO QRWLILFDWLRQ VWDQGDUG ZLOO VWUHDPOLQH WKLV SURFHVV DQG FXW
XQGXH H[SHQVHV� 7KHVH FRVWV DUH EHWWHU RII DOORFDWHG IRU VSHQGLQJ RQ ,7
SHUVRQQHO DQG GHIHQVH V\VWHPV� :LWKRXW TXHVWLRQ� FRQVXPHUV ZLOO DOVR
EHQHILW IURP D FOHDU IHGHUDO VWDQGDUG� :KHQ FRPSDQLHV FDQ EH FHUWDLQ WKDW

���� ,G� DW � ����F�����$��
���� ,G� DW � ����F�����%��
���� ,G� DW � ����
���� &RU\ %HQQHWW� 6WDWH $*V &ODVK ZLWK &RQJUHVV 2YHU 'DWD %UHDFK /DZV� 7+( +,// �-XO\ ��

����� ���� 30�� KWWS���WKHKLOO�FRP�SROLF\�F\EHUVHFXULW\��������VWDWH�DJV�ZDUQ�FRQJUHVV�DJDLQVW�
SUHHPSWLQJ�GDWD�EUHDFK�ODZV�
���� 6HH LG�
���� 6HH 3HUVRQDO 'DWD 1RWLILFDWLRQ DQG 3URWHFWLRQ $FW RI ����� +�5� ����� ���WK &RQJ� �������

KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�KRXVH�ELOO������WH[W�
���� 3UHVV 5HOHDVH� -LP /DQJHYLQ� 8�6� &RQJUHVVPDQ� /DQJHYLQ 5HLQWURGXFHV WKH 3HUVRQDO 'DWD

1RWLILFDWLRQ DQG 3URWHFWLRQ $FW �6HSW ��� ������ KWWSV���ODQJHYLQ�KRXVH�JRY�SUHVV�UHOHDVH�ODQJHYLQ�
UHLQWURGXFHV�SHUVRQDO�GDWD�QRWLILFDWLRQ�DQG�SURWHFWLRQ�DFW�
���� 6HH 6FRWW 6WHLQEHUJ� &\EHUDWWDFNV 1RZ &RVW &RPSDQLHV �������� RQ $YHUDJH� 3XWWLQJ

0DQ\ 2XW RI %XVLQHVV� &1%& �2FW� ��� ������ KWWSV���ZZZ�FQEF�FRP������������F\EHUDWWDFNV�
FRVW�VPDOO�FRPSDQLHV����N�SXWWLQJ�PDQ\�RXW�RI�EXVLQHVV�KWPO�
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QRWLILFDWLRQ LV UHTXLUHG� WKRVH FLWL]HQV� ZKRVH LQIRUPDWLRQ KDV EHHQ
FRPSURPLVHG� ZLOO EH SURPSWO\ LQIRUPHG�

�� &OHDUHU 6(& *XLGDQFH RQ ³0DWHULDOLW\´ RI &\EHU 5LVNV
DQG ,QFLGHQWV

7KH 6(& LV FXUUHQWO\ FRQVLGHULQJ DGGLWLRQDO JXLGDQFH WR WKH QHZO\ LVVXHG
JXLGDQFH RQ F\EHUVHFXULW\ GLVFORVXUHV���� 8QGHU 6(& UXOHV� UHJLVWHUHG
FRPSDQLHV PXVW ILOH DQQXDO DQG TXDUWHUO\ UHSRUWV DV ZHOO DV XSGDWHV IROORZLQJ
DQ\ PDWHULDO FKDQJHV RU KDUP WR WKH FRPSDQ\���� :KLOH WKH 6(& GRHV QRW
SURYLGH GLUHFWLRQ DV WR ZKDW FRQVWLWXWHV D ³F\EHUDWWDFN�´ LW UHTXLUHV
FRPSDQLHV WR GLVFORVH F\EHU�ULVNV DQG LQFLGHQWV WKDW DUH RU ZLOO OLNHO\ EH
PDWHULDO���� 0DWHULDOLW\ DV LW UHODWHV WR F\EHUVHFXULW\ LV D PLVOHDGLQJ WHUP�
0DWHULDO KDUP LV RIWHQ HYDOXDWHG LQ WHUPV RI ILQDQFLDO LPSDFW���� ,Q DGGLWLRQ
WR QRQ�ILQDQFLDO PDWHULDO EUHDFKHV� FRPSDQLHV DUH QRW UHTXLUHG WR GLVFORVH
PHUH LQILOWUDWLRQV RU IDLOHG DWWHPSWV���� :KLOH VXFK HYHQWV PLJKW QRW EH
VXIILFLHQWO\ PDWHULDO WR ZDUUDQW 6(& GLVFORVXUH� WKH\ DUH VXUHO\ PDWWHUV RI
FRQFHUQ WR PRVW LQYHVWRUV�

7KHUH LV D FOHDU GLVLQFHQWLYH IRU FRPSDQLHV WR UHSRUW IDLOHG EUHDFK
DWWHPSWV RU WKUHDWV� 6XFK GLVFORVXUH FRXOG EH XQGXO\ FRVWO\ WR FRPSDQLHV DQG
FUHDWH H[SRVXUH WR JUHDWHU OLDELOLW\� 7KH ULVN DQG FRVWV DVVRFLDWHG ZLWK HYHQ
DQ DWWHPSWHG F\EHU�DWWDFN DUH JUHDW HYHQ LI QR FXVWRPHU RU HPSOR\HH
LQIRUPDWLRQ LV FRPSURPLVHG� $OWKRXJK QR RQH DGYLVHV QRQ�UHSRUWLQJ� DQ
DWWHPSWHG DWWDFN PD\ GDPDJH VKDUH SULFH RU EH XVHG WR GUXP XS D SRWHQWLDO
VKDUHKROGHU ODZVXLW���� &OHDUO\� WKH UHVXOW RI F\EHUVHFXULW\ DWWDFN PD\ UHVXOW
LQ WKH TXLQWHVVHQWLDO ³D URFN DQG D KDUG SODFH´ GHFLVLRQ�

6RPH VWLOO UHVLVW WKH QRWLRQ WKDW WKH 6(& VKRXOG EH WDVNHG WR LPSOHPHQW
QHZ GLVFORVXUH UHTXLUHPHQWV ZKHQHYHU D PDWWHU EHFRPHV RI JUHDW SXEOLF

���� 6HH 6(& &RQILUPV 3ODQV WR ,VVXH 1HZ &\EHUVHFXULW\ 'LVFORVXUH 5XOHV� $/6721 	 %,5'�
35,9$&< 	 &<%(56(&85,7< %/2* �$SU� ��� ������ KWWS���ZZZ�DOVWRQSULYDF\�FRP�VHF�FRQILUPV�
SODQV�WR�LVVXH�QHZ�F\EHUVHFXULW\�GLVFORVXUH�UXOHV�� 6SRWOLJKW RQ &\EHUVHFXULW\� WKH 6(& DQG <RX�
8�6� 6(&� 	 (;&+� &200¶1� KWWSV���ZZZ�VHF�JRY�VSRWOLJKW�F\EHUVHFXULW\ �ODVW YLVLWHG $SU� ��
������
���� &RU\ %HQQHWW� 6(& :HLJKV &\EHUVHFXULW\ 'LVFORVXUH 5XOHV� 7+( +,// �-DQ� ��� ����� ����

$0�� KWWS���WKHKLOO�FRP�SROLF\�F\EHUVHFXULW\��������VHF�ZHLJKV�F\EHUVHFXULW\�GLVFORVXUH�UXOHV�
���� :*/ +$1'%22. 6(& $&&7� 	 ',6&/26� SW� (����� DW 
� �7KRPVRQ 5HXWHUV HG� ������

.HQ 7\VLDF� +RZ 6KRXOG 0DWHULDOLW\ %H $SSOLHG" )$6% :HLJKV ,Q� -� $&&7� �6HSW� ��� ������
KWWSV���ZZZ�MRXUQDORIDFFRXQWDQF\�FRP�QHZV������VHS�IDVE�SURSRVDO�ZKDW�PDWHULDOLW\�PHDQV�
����������KWPO� 7R 'LVFORVH RU 1RW WR 'LVFORVH²$SSO\LQJ WKH &RQFHSW RI 0DWHULDOLW\ WR )LQDQFLDO
6WDWHPHQW 'LVFORVXUHV� :,3)/, //3 �-DQ� �� ������ KWWSV���ZZZ�ZLSIOL�FRP�LQVLJKWV�DUWLFOHV�DD�
GLVFORVH�RU�QRW�GLVFORVH�DSSO\LQJ�FRQFHSW�RI�PDWHULDOLW\�
���� 'DYLG %�+� 0DUWLQ HW DO�� 6(& $FWLYLW\ 7UHQGV LQ &\EHUVHFXULW\ DQG 6HFXULWLHV /DZ� ,16,'(

&2816(/ �$SU� ��� ������ KWWS���ZZZ�LQVLGHFRXQVHO�FRP������������VHF�DFWLYLW\�WUHQGV�LQ�
F\EHUVHFXULW\�DQG�VHFXULWLHV� 7\VLDF� VXSUD QRWH ���� 7R 'LVFORVH RU 1RW WR 'LVFORVH²$SSO\LQJ WKH
&RQFHSW RI 0DWHULDOLW\ WR )LQDQFLDO 6WDWHPHQW 'LVFORVXUHV� VXSUD QRWH ���� 6SRWOLJKW RQ
&\EHUVHFXULW\� WKH 6(& DQG <RX� VXSUD QRWH ����
���� 0DUWLQ HW DO�� VXSUD QRWH ����
���� %HQQHWW� VXSUD QRWH ����
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FRQFHUQ� ,QFUHDVHG UHSRUWLQJ RI QRQ�PDWHULDO F\EHUVHFXULW\�UHODWHG
LQIRUPDWLRQ PLJKW RQO\ DGG WR WKH OHQJWK DQG SUROL[LW\ RI GLVFORVXUH
GRFXPHQWV ZLWKRXW EHQHILWWLQJ LQYHVWRUV����

$W WKH VDPH WLPH� WKHUH DUH PDQ\ YDOLG FULWLFLVPV RI FXUUHQW F\EHUVHFXULW\
GLVFORVXUH UXOHV� 6RPH FRQWHQG WKDW FRPSDQLHV ZLOO RQO\ GLVFORVH EUHDFKHV
UHODWHG WR WKHIW RI FXVWRPHU RU HPSOR\HH LQIRUPDWLRQ� EXW WKH VDPH FRPSDQLHV
ZLOO QRW UHSRUW RWKHU FULWLFDO EUHDFKHV� )RU H[DPSOH� WKRVH EUHDFKHV UHVXOWLQJ
LQ WKHIW RI WUDGH VHFUHWV� RWKHU LQWHOOHFWXDO SURSHUW\� RU FRUSRUDWH SODQV����
0RUHRYHU� ZKHQ FRPSDQLHV GR PDNH F\EHUVHFXULW\ GLVFORVXUHV� WKH\ RIWHQ GR
VR LQ D QRQ�VSHFLILF� ERLOHUSODWH PDQQHU WKDW LV XVHOHVV WR LQYHVWRUV�
HPSOR\HHV� DQG FRQVXPHUV���� )URP D SUDFWLFDO SHUVSHFWLYH� LW PLJKW EH
GLIILFXOW IRU FRPSDQLHV WR GHWHUPLQH ZKHWKHU D F\EHUVHFXULW\ LVVXH LV
PDWHULDO� $V &RQJUHVVPHQ -LP /DQJHYLQ DQG -LP +LQHV SRLQW RXW� WKH
PDWHULDOLW\ RI D F\EHU�UHODWHG LVVXH LV KDUG WR DVVHVV EHFDXVH ³WKH HIIHFWV >RI
D F\EHU�EUHDFK@ DUH RIWHQ QRW GLVWLQJXLVKDEOH IURP WKH PDQ\ FRQIRXQGLQJ
YDULDEOHV VXUURXQGLQJ D FRPSDQ\¶V HDUQLQJV�´��� *LYHQ WKH HOXVLYHQHVV RI WKLV
GHILQLWLRQ DQG WKH ULVNV DVVRFLDWHG ZLWK UHSRUWLQJ F\EHUVHFXULW\ WKUHDWV�
FRPSDQLHV ZLOO OLNHO\ HUU RQ WKH VLGH RI QRQ�GLVFORVXUH�

7KH TXDOLW\ RI D FRPSDQ\¶V F\EHUVHFXULW\ DQG GDWD SURWHFWLRQ LV RI
FDUGLQDO LPSRUWDQFH WR LQYHVWRUV� $GGLWLRQDOO\� FRQVXPHUV DQG WKH JHQHUDO
SXEOLF EHQHILW IURP VXFK LQIRUPDWLRQ� &\EHUVHFXULW\ KDV EHFRPH RQH RI WKH
PRVW VLJQLILFDQW GDQJHUV IDFLQJ WRGD\¶V EXVLQHVVHV� ,W LV DUJXDEO\ RQ SDU ZLWK
WKH PDQ\ ILQDQFLDO DQG RSHUDWLRQDO ULVNV FRPSDQLHV IDFH� 7R PDNH LQIRUPHG
GHFLVLRQV� LQYHVWRUV VKRXOG EH PDGH DZDUH RI D EXVLQHVV¶ F\EHU�
YXOQHUDELOLWLHV DQG WKH VWHSV EHLQJ WDNHQ WRZDUGV PLWLJDWLQJ WKHVH ULVNV�

7KH QRQ�LQYHVWLQJ FRQVXPHU DOVR EHQHILWV IURP LQFUHDVHG F\EHUVHFXULW\
GLVFORVXUHV� :KHQ FRPSDQLHV PXVW UHSRUW RQ WKHLU F\EHU�FRQWUROV�
YXOQHUDELOLWLHV� DQG GHIHQVHV� WKH\ DUH PRUH SURQH WR WDNH F\EHUVHFXULW\
VHULRXVO\� 7KLV LQFHQWLYL]HV LPSURYHG F\EHU�PHDVXUHV WKDW EHWWHU VHFXUH
FRVWXPHU LQIRUPDWLRQ� 7KH JURZLQJ ULVN RI F\EHU�WKHIW LQ WRGD\¶V EXVLQHVV
FOLPDWH FRXSOHG ZLWK WKH PDQ\ EHQHILWV DVVRFLDWHG ZLWK UHSRUWLQJ RI F\EHU�
UHODWHG LVVXHV PDNHV UHJXODWRU\ DFWLRQ D QR�EUDLQHU� 7KH &RPPLVVLRQ VKRXOG
WDNH WKLV RSSRUWXQLW\ WR PDNH WKH QHFHVVDU\ XSGDWHV WR LWV F\EHUVHFXULW\
GLVFORVXUH UXOHV�

���� 6HH 5REHUWD .DUPHO� &RPP¶U� 8�6� 6HF� 	 ([FK� &RPP¶Q� &\EHUVHFXULW\ 5RXQGWDEOH DW WKH
:DVKLQJWRQ� '�&� 6(& +HDGTXDUWHUV ��� �0DU� ��� ����� �WUDQVFULSW DYDLODEOH RQ 6(& ZHEVLWH��
���� 6HH 'RXJODV 0HDO� 3DUWQHU� 5RSHV 	 *UD\ //3� &\EHUVHFXULW\ 5RXQGWDEOH DW WKH

:DVKLQJWRQ� '�&� 6(& +HDGTXDUWHUV ��� �0DU� ��� ����� �WUDQVFULSW DYDLODEOH RQ 6(& ZHEVLWH��
���� %HQQHWW� VXSUD QRWH ����
���� 1HOVRQ� VXSUD QRWH ���
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ቱ>7@KHUH DUH RQO\ WZR W\SHV RI FRPSDQLHV� WKRVH WKDW KDYH EHHQ KDFNHG

DQG WKRVH WKDW ZLOO EH�ቲ��� %\ QRZ WKLV TXRWH IURP IRUPHU )%, 'LUHFWRU 5REHUW
0XHOOHU KDV EHFRPH JRVSHO� -((3� -3 0RUJDQ� $GREH� 621<� WKH 8�6�
*RYHUQPHQWቴV 2IILFH RI 3HUVRQQHO 0DQDJHPHQW� DQG WKH +RXVWRQ $VWURV DUH
YLFWLPV RI F\EHUFULPH� 7UXO\� QR EXVLQHVV RU RUJDQL]DWLRQ LV VDIH IURP D
F\EHU�DWWDFN� $V WKH LVVXHV GLVFXVVHG LQ WKLV $UWLFOH GHPRQVWUDWH� ZH DUH D
ORQJ ZD\ IURP ZKHUH ZH QHHG WR EH LQ RUGHU WR DGHTXDWHO\ DGGUHVV WKHVH
JURZLQJ WKUHDWV� 1HYHUWKHOHVV� WKHUH DUH VHYHUDO VWHSV ZLWKLQ UHDFK WKDW ZLOO
VLJQLILFDQWO\ EROVWHU RXU F\EHUVHFXULW\ LQIUDVWUXFWXUH� 7RGD\ቴV F\EHU�WKUHDW
ODQGVFDSH GHPDQGV PXOWL�IDFHWHG VROXWLRQV� ,PSOHPHQWLQJ WKH VWHSV
UHFRPPHQGHG LQ WKLV $UWLFOH HQVXUH WKDW WKH 8QLWHG 6WDWHV LV PRYLQJ LQ WKH
ULJKW GLUHFWLRQ WR SUHYHQW WKH JURZLQJ DQG FDWDVWURSKLF WKUHDW SRVHG E\
WRGD\ቴV F\EHUFULPLQDOV�

���� 0XHOOHU� VXSUD QRWH ��
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